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Ethereum 101

. 1apter is intended to be an introduction to ¢}
This chapP O the Ethereum blockchaj '
D duced to the .fundamentals and advanced theoretical concepts b(e::hé-ulzi' g%u will be
Jiscussion on varloqs cog\ponents, protocols, and i RSN, of
;{O chain will be given in detail so that you can
: igm. Also, a practical i :

chain parac'ilgm #ap al and in-depth introducti

bk')Ling, and setting up Ethereum nodes will b e oo el ek s iware;

. € covered in this chapter. Some i
carious challenges, such as security and scala ; ohe

=S, ; bility faced by Ethereum, will also b
troduced. Additionally, trading and market dynamics will be discussed. o

understand the theory behind this

Introduction

Ethereum was conceptualized by Vitalik Buterin in November 2013. The key idea proposed
was the development of a Turing-complete language that allows the development of
arbitrary programs (smart contracts) for blockchain and decentralized applications. This is

in contrast to bitcoin, where the scripting language is very limited and allows basic and
necessary operations only.
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The Ethercum stack showing various components

-eum blockchain

.ot like any other blockchain, can be visualized as a transaction-based state
18 : - " Th
phereu? i‘lL'Q .s mentioned in the Ethereum yellow paper written by Dr. Gavin Wood. The
e, This 18
ne.

machi  a genesis state is transformed into a final state by executing transactions '
ideals tl‘iau\j’ The final transformation is then accepted as the absolute undisputed version
. _rementally

increm

tate In the following diagram, the Ethereum state transition function is shown,
Of the S atc.

transaction execution has resulted in a state transition.
where a |

——

S s
INITIAL STATE FINAL STATE
ADDRESS:4718bf7a TRANSACTION ADDRESS:4718bf7a
BALANCE:lo ETH SENDER:4718bf7a BALANCE:8 ETH
f RECIPIENT: 741F7A2

GAS PICE:0.5 ETH
GAS LIMIT:2 ETH 5| |ADDRESS:741F7a2
DATA:[....] BALANCE: 12 ETH

SIGNATURE:100FD [CODE...cciiieiiinnnnns ]

ADDRESS:741F7A2 - >
BALANCE: lo ETH

STORAGE:[0,100,0,A]

STORAGE:[0,100,ETH,A]

Ethereum State transition function
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Ethereum 101 / \
Address 4718bf7a to Addreg; -

rof 2 Ether from . 4
the state pefore the transaction execution gy l]1f7(]2
™

This will be discussed in more |e

: 2 transfe
In the preceding example, a trafl

is initiated. The initial state repr SO ooks like. it

final state is what the morphed state 197 . troduce the core idea of state tr Ullage,

' ‘ aim of this example is (0 11 i O state transitigy "
L \

the chapter, but the
Ethereum.

—- - a T
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Types of transactions, required parameters for executinn

clements of the Ethereum blockchain

e following section, you will be introduced to various components of the Ethereum
i ork and the blockchain. First, the basic concept of the EVM is given in the next section.

netW

thereum virtual machine (EVM)

stack-based execution machine that runs bytecode instructions in order to
tem state from one state to another. The word size of the virtual machine is
stack size is limited to 1024 elements and is based on the LIFO (Last in
uring-complete machine but is limited by the amount of gas
truction. This means that infinite loops that can result in
possible due to gas requirements. EVM also supports

ons occur, such as not having enough gas or invalid

hine would immediately halt and return the error to the

E

rVMisa simple
ansform the SYS
et to 256-bit. The
First Out) queue. EVMisaT

that is required to run any ins
denial of service attacks are not
exception handling in case excepti
instructions, in which case the mac
executing agent.

EVM s a fully isolated and sandboxed runtime environment. The code that runs on the
EVM does not have access to any external resources, such as a network or filesystem.
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e cture. EVM is big—endian by desi

i m-chilC i . n ang
lms(‘;””Ws (or Keccak 256-bit hash and elliptic Clry, it

¢, FVMis a stack-

As discussed earlie
\s discussed e i word size

uses 256-bit wide words. Th
cryptography computations. and EVM. The first one is called
hes the code execution, the Memg. .

called storage, is perman ent]yry i

S
1oble to contracts
There are two types of storage ‘wmlabl:confract finis
memory, which is a byte array: Wh[’i]/]\lt\/l The other typé
cleared. Tt is akin to the concept of '

stored on the blockchain. Itis a key value Store: |
ed by gas fee requirements. The storage associated y

ble word array that is nonvolatile and is majn tineg
lue are 32 bytes in size anq storage. The progra,
ry (virtual ROM) that is accessible using th
instruction is used to copy the program coge
d memory is set to zero in the EVM,

Memorv is unlimited but constrain
the virtual machine is a word addressa
as part of the system state. Keys and va
code is stored in a virtual read-only memo
CODECOPY instruction. The CODECOPY
into the main memory. Initially, all storage an

The following diagram shows the design of the EVM where th((e) ‘;Jl\r{tu’f‘i}ll ROM stores the
program code that is copied into main memory using CODEC - The main memory i
then read by the EVM by referring to the program counter and. execute.es mstrugnons step by
step. The program counter and EVM stack are updated accordingly with each instruction
execution.

VIRTUAL ROM
POP PUSH MAIN MEMORY
/—\ /\
o\[ ]| VR
4 CODECOPY CODE
L Il = OPCODE
O
S|k
: =
L ] :
g 2
o )
-l | K
——
l‘\j U STORAGE
BY TE ARRAY (SYSTEM STATE
‘ (256 BH WORD)
Y
Rt
EVM STACK
32-byte Values
/

EVM Operation

e in
L6} e -
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Chapter 7
G

EVM optimization is an active area of research

can be optimized and ‘fup.ed to a very fine degree in order to achieve high performance.
Research into the possibility of using Web assembly (WASM) is underway already. WASM
is developed by Google, Mozilla, and Microsoft and is now being designed as an open
standard by the W3C community group. The aim of WASM is to be able to run machine

code in the browser that will result in execution at native speed. Similarly, the aim of EVM
2.0is to be able to run the EVM instruction set (Opcodes) natively in CPUs, thus making it
faster and efficient.

and recent research has suggested that EVM

Execution environment

There are some key elements that are re
execute the code. The key parameters a
transaction. These are listed as follows:

quired by the execution environment in order to
re provided by the execution agent, for example, a

1. The address of the account that owns the executing code.

2. The address of the sender of the transaction an

d the originating address of this
execution.

3. The gas price in the transaction that initiated the execution.

4. Input data or transaction data depending on the type of executing agent. This is a

byte array; in the case of a message call, if the execution agent is a transaction,
then the transaction data is included as input data.

5. The address of the account that initiated the code execution or transaction sender.
This is the address of the sender in case the code execution is initiated by a
transaction; otherwise, it's the address of the account.

6. The value or transaction value. This is the amount in Wei. If the execu
is a transaction, then it is the transaction value,

7. The code to be executed presented as a byte array that the iterator function picks
up in each execution cycle.

8. The block header of the current block

- The number of message calls or contract creation transactions currently in

execution. In other words, this is the number of CALLs or CREATEs currently in
execution,

tion agent
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Ethereum 101 ________//' \

-ed as a tuple of nine elements, as follows
1

. visual
The execution environment can be

EXECUTION ENVIRONMENT

ADDRESS OF CODE OWNER

ADDRESS OF SENDER
RS

GAS PRICE

INPUT DATA
(TRANSACTION OR D;\T-‘&)__J

S

INITIATOR ADDRESS

1
I
|
|

)

Exccute emvirorrent T i

In addition to the previously mentioned nine fie
also provided to the execution env

resulting state, gas remaining
later), log series (described 1a

: lds, system state and the remaining 425 ¢
tronment. The execution results in producing the

after the execution, self-destruct or suicide set (described
ter), and any gas refunds.

Machine state

Machine state is also maintai :
; naintained j , 4
execution cycle of EVM. Anite lntemall? by the EVM. Machine state is u pdated after’e?dl
machine, which outputs the re;i{?sr ﬁlnct?on (detailed in the next section) runs in the ﬂf""”
tuple that consist of the following eloei'r&l‘eSlggle cycle of the state machine. Machine 3"
nts:
* Available gas

* The program ¢ i
i gTam counter, which js 5 Positive j 3
€mory contents S po e
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Chapter 7

e Active numiber of words

in memory
e Contents of the stack

The EVM is designed to handle exce

: . ptions and will halt (stop execution) in case any of the
following exceptions occur;

* Not having enough g
e Invalid instructions
e Insufficient stack items

e Invalid destination of jump op codes
* Invalid stack size (greater than 1024)

as required for execution

The iterator function

The iterator function mentioned earlier
to set the next state of the machine and
the following:

performs various important functions that are used
eventually the world state. These functions include

o It fetches the next instruction from a byte array where the machine code is stored
in the execution environment.

¢ It adds/removes (PUSH/POP) items from the stack accordingly.

* Gas is reduced according to the gas cost of the instructions/Opcodes.
e Itincrements the program counter (PC).

Machine state can be viewed as a tuple shown in the following diagram:

MACHINE STATE

AVAILABLE GAS

PROGRAM COUNTER

MEMORY CONTENTS

NUMBER OF WORDS

STACK CONTENTS

Machine state tuple

b [229]
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TOP or SUICIDE o,

jaltin normal cond'itions 11f S
the execution cycle.

LLL, or Solidity is converteq iy,
ecuted by the EVM. Solidity jg t(i)l the
m with JavaScript such as sy e
t is compiled into byte code thaxv !
alled solc. at’s

also able to halt 1l
ntered during

erpent,
_level langua e such as.s
el or for it to be ex

bvte code that EVM un od for Ethereu
high-level language that e is writter ;
write code for smart con A o Jer ¢
\nderstandable by the EVM using the Solidity comp

e that is used to write smart oy
an be used to write smart COntrarct

The virtual machine is
RETURN Opcodes are encot

Code written in a high

LLL (Lisp-like Low-level language) is another lang‘u;gc
code. Serpent is a Python-like high-level language

for Ethereum.

For example, a simple program in solidity is shown as follows:
pragma solidity ~0.4.0;

contract Testl

{
uint x=2;
function additionl (uint x)
y=x+2;

returns (uint y) {

}
}

This program is converted into bytecode, as shown here. Details on how to compile solidity
code with examples will be given in the next chapter.

Runtime byte code

323252225260e060020a6000350463989617318114601c575b6000565b34600057602960“3

opcoges 232:28852318252519081900360200190f35b600281015b91905056
X PUSH1 0x40 MSTORE PUSH1I 0 Hi

. E F x2 PUSH1 0x0 SSTORE CAIL

szgi 8xg JUMPI JUMPDEST PUSH1 0x45 DUP1 PUSH1 OxiA PUSHI? 072 CODi:

ey 020 iﬁiggNTPUSHl 0x60 PUSH1 0x40 MSTORE PUSH1 b?ga-pUéF1 O?Zw

i o0 chL g.ALOAD DIV PUSH4 0x989E1731 DUP2 EQ PUSHL 0xiC JUME:

1 CALLDATALOAngUggTPnggPDEST CALLVALUE PUSH1 0x0 TUV;T D;:~UC/

g JUldP s 'S UM & F i >

JUMPDEST PUSH1 0x40 DUP1 MLOAD SWZ

MSTORE MLOAD SJAPl S P11 S SH1 UXZ“ ADD SWAP1 PL-U-J JL
W DUPZ WA
UB PU J
H DUP2 ADD JURPDESL SWAPZ SWAPl POP Ju? . | - ’ "
PUSH1 0X2 P

<
~
=
=
o

v

.

/

I

XP

o
v

T mMm

D2

2 DUP3

oo
WO
hje)

-1
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. Chapter 7
codes and their Meaning
There are d]ifferingt(?l}i’ec?gzs tgat T been introdye li
! altiple categories based on the opeyyy: Cdin the Evp . .
into ™ " d usage is presented here, Peration the Opcodes are divided

peaning &

Y perform, The list of opcodes with their

Al Tl his group of opoq
ymetiC operations. The value of these o erat: Pcodes is used to perform basic
aritl o Perations starts from 0x00 up to Ox0b
\
\fnemonic Value | POP | PUSH | Gag Description
<TOP 0x00 10 10 0 | Halts execution
0x01 |2
LDR————-— OXOZ ” : 3 | Adds two values
MUL X 1 5 | Multiplies two valyes
re 03 |2 |1
SUB Ox 3 | Subtraction operation
i
DIV 0x04 |2 1 5  |Integer division operation
el —
DIV 0x05 |2 1 5 |Signed integer division operation
MOD 0x06 |2 1 5 | Modulo remainder operation
SMOD 0x07 (2 1 5 |Signed modulo remainder operation
ADDMOD 0x08 |3 1 8 | Modulo addition operation
MULMOD 0x09 |3 1 8 | Module multiplication operation
EXP Ox0a |2 1 10 | Exponential operation (repeated multiplication of
the base)
SIGNEXTEND | 0x0b |2 1 5 | Extends the length of 2s complement signed integer

Note that STOP is not an arithmetic operation but is categorized in this list of arithmetic
Operations due to the range of values (0s) it falls in.

e S
[ 231]
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m comparisons and Boole

ical operations d to perfor :
Log]ca o ions i operations that are L the range of 0x10 to Ox1a. n
Logical operations include Ff)these operations is in
logic operations. The value © r/"'"' _
r" ' iption
Gas | Desc11P el
Mnemonic | Value POP| PUSH _______L._..--—t-;;;
ess
% 3 0x10 |2 1 3 ol —]
3 | Greater than
GT ox11 |2 1 s . —
2 1 3 |Signed less than comparison
0 ' .
- . 2 1 3 |Signed greater than comparison
SGT 0x13 ]
:qual comparison
EQ ox14 |2 |1 3 |Equa I .
ISZERO |0x15 |1 1 3 |Notoperator
AND Ox16 |2 1 3 Bitwise AND operation
OR 0x17 |2 1 3 Bitwise OR operation
XOR 0x18 |2 1 3 |Bitwise exclusive OR (XOR) operation
NOT 0x19 |1 1 3 Bitwise NOT operation
BYTE Oxla |2 1 3 |Retrieve single byte from word

Cryptographic operations
There is only one operation in this category named SHA3. It is worth noting that this is not
the standard SHA3 standardized by NIST but the original Keccak implementation.

Mnemonic | Value | POP | PUSH | Gas Description
SHA3 ]
0x20 |2 |1 30 |Used to calculate Keccak 256-bit hash

i e »
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/ . . Chapter 7
. nmental information

vl

D

) o a total of 13 mstructions jy, this ¢
a

Ategory, 1y
. . . + Lhege \
Y- , » addresses, 1y : : Opcodes ; :
““"]ﬂtioﬂ related tc » TUNtime envn'onments atﬁd data . b e
L forn g <
jnkt

T e Copy Operations,
¢ |Value|roP[pusy EN
\(nemonlc e 0‘1\\ lption

//- X

2 lu
\pDRESS . ::gl:glget the addregg of the currently
2 -t ! aCCOUI‘]t
CE 0x31 |1 1 20
pAL AN I P

32 |0 1 — Used to 8et the balance of the given account
ANE 2 [ st g et of thegven scouny__
ORIGIN sed to get the add

. Tess of the sender of the
Origina] transaction
0x33 |0 1

CALLER Used to get the a

e ddress of the account that
INitiated the exe

cution

Retrieves the value
instruction Or trans

m 0x34 |0 |1 2

deposited by the
action

GDATALOAD 035 |1 |1

Retrieves the input data that was passed a
parameter with the message call

mSIZE 0x36 |0 1 2 |Used to retrieve the size of the input data

passed with the message call

_’EEATACOPY 0x37 |3 0 3 | Used to copy input data passed with the
CAL

message call from the current environment to

the memory.
i i i de in the
| 2 |Retrieves the size of running the co
R el & current environment
: , ¢
3 |Copies the running code from curren
RROEGEE Fet e ! en\I')ironment to the memory
0 1 2 |Retrieves the gas price specified by the
PERRICE S initiating transaction.
ifi d
1 1 20 |Gets the size of the specified account code
EXTCODESIZE 0x3b

the memory.
4 0 20 | Used to copy the account code to
EXTCODECOPY | 0x3c

e v, [233]
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Ethereum 101

Block Information \

This set of instructions is related to retrieving various attributes associated With o blog

k:
Mnemonic Value | POP | PUSH | Gas | Description \
BLOCKHASH |0x40 |1 |1 20 | Gets the hash of one of the \

completed blocks ¥
COINBASE  |ox41 |0 1 2 |Retrieves the address of them
block ¢
TIMESTAMP |[0x42 |0 il 2 |Retrieves the time stamp set inthem
NUMBER 0x43 (0 1 2 | Gets the block’s number \
DIFFICULTY |0x44 |0 1 2 |Retrieves the block difficulty \
GASLIMIT 0x45 |0 1 2 | Gets the gas limit value of the block\
™
Stack, memory, storage and flow operations
Mnemonic | Value | POP | PUSH | Gas | Description T
POP 0x50 |1 0 2 |Removes items from the stack e
MLOAD 0x51 |1 1 3 Used to load a word from the memory,
MSTORE |0x52 |2 0 3 | Used to store a word to the memory. ]
MSTORE8 |0x53 |2 0 3 | Used to save a byte to the memory .
SLOAD 0x54 |1 1 50 [Used to load a word from the storage
SSTORE 0x55 |2 0 0 |Savesa word to the storage
JUMP 0x56 |1 0 8 | Alters the program counter
JUMPI 0x57 |2 0 10 | Alters the program counter based on a condition |
PC 0x58 |0 1 2 Used to retrieve the value in the program counter !
before the increment. I
MSIZE 0x39 |0 1 2 |Retrieves the size of the active memory in bytes, |
GAS Ox5a |0 |1 2 |Retrieves the available gas amount —
JUMPDEST|0x3b 10 10 |1 |Used to mark a valid destination for jumps with ™
effect on the machine state during the E’_‘f_c_u_“_(jf‘,/

e
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11l
|l.‘l - ans include PUSH oporags
sration: : . Peration.
T ns { at are

ﬂu‘“‘( these instructions is from (xq) to Ox7f. - i

“mi(;,:‘(hp VM. PUSH operation, whic), reads r:(‘:;:'v ?r(. 32 PUSH f:;:(rr;l,' the stack 7 he
‘('1 i 1 t 0 h o ‘Fe 0Ny ,]'./,)"r,‘h -
L e Value POP m(‘\ yte array of the pr”iimrr'\ r(.lrl“H,
,mn e S| 1d§ DQSC o . ) e,
‘W“H] SUSH [0x60 .. {0 1 3\ - Mption —
R L ; sed ¢ ) |
rL it byte  place jy rght-aligne bi : '
yte item(s) gned big-endian |
{ that rangeg fon i stack. N js a value .
Word 8e: M Ibyte to 32 bytes (fyn |
—L | ) based 0 ytes (full

‘ n the Mnemonic ysed.
plication Qperations

qame suggests, duplication operation

;
,T’/f Value POP | PUSH | Gas Description

Mnemonic
/
0x80... [X 3 : ;
P o 3 Used to duplicate the nth stack item, where N
DUP16 is the number corresponding to the DUP

instruction used. X and Y are the items
removed and placed on the stack,
respectively.

Exchange operations

SWAP operations provide the ability to exchange stack items. There are 16 SWAP
instructions available and with each instruction, the stack items are removed and placed
incrementally up to 17 items depending on the type of Opcode used.

Mnemonic Value  |POP |PUSH | Gas | Description

SWAP1., . 0x90 ... [X Y 3 | Used to swap the nth stgck item, where N is
SWAP16 0x9f the number corresponding to the SW AP
instruction used. X and Y are the items

removed and placed on the stack,
respectively.

\

[ —
o [235]
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entries on the sub-state tuple's |y, .
pcodes to aPPendtLOtgl and they range from value Ox(, %()senes

Logging operations
ations provide 0

Logging oper : ilable in
ﬁ:l%ig.lTlglerE are four log operations LS
i
: pOP | PUSH | Gas __lie_SEil_P’______ ; .
Mnemonic Value ___..—-—-——*“"——'—— USed to append 108 record with N tOPlCS, Wher
LOGO. .. ox0a ... [ X |Y(O) 375, N is the number corresponding to the LOG
750, sed. For example, LOGO means 3 |,

== et Opcode u
1125, relzord with no topics, and LOG4 means 3 |o

. record with four topics. X and Y represent the
i ‘tems removed and placed on the stack,

respectivcly. X and Y change incrementallyl
starting from 2, 0 up to 6, 0 according to the 1,0
operation used.

—_—

System operations
System operaﬁons are used to perform various s_vstum-rclatcd operations, such as account
creation, message calling, and execution control. There are six Opcodes available in total i

this category.

Mnemonic Value |POP|PUSH | Gas | Description

CREATE 0xfo |[3 1 32000 | Used to create a new account with the
associated code.

CALL Oxfl |7 1 40 Used to initiate a message call into an account.

CALLCODE 0xf2 |7 |1 40 [Used to initiate a message call into this
account with an alternative account’s codée'_’

RETURN 0xf3 |2 0 0
DELEGATECALL |Oxf4 |6 1 40

’ ta.
Stops the execution and returns output daté. |

The same as CALLCODE but does not chérg
the current values of the sender and the v2lu¢

SUICIDE Oxff |1 0

registered for deletion later o

Cussed. There are 129 opcodes available in
total.

In this section, all EVM o
, pcodes have b i
EVM of the homestead release of Ethereete;n%;\s

e ——

0 Stops (halts) the execution and the account is

“‘M“‘M\ &
[236] e
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Accounts -1 blocks of the Ethereum blockchain. The state i
Accounts are one of the main building on between accounts. Operations performeg

. . ti
I as a result of the interac i " i _ '
B resent state transitions. State transition is achieved using
between and on the accounts rep - :on. which works as follows:

what's called the Ethereum state transition function,

i

!‘\J

Confirm the transaction validity by checking the syntax, signature validity, ang

nonce.
Transaction fee is calculated and the sending address is resolved using the
signature. Furthermore, sender's account balance is checked and subtracted

accordingly and nonce is incremented. An error is returned if the account balanc

is not enough.
Provide enough ether (gas price) to cover the cost of the transaction. This is
charged per byte incrementally according to the size of the transaction.

In this step, the actual transfer of value occurs. The flow is from the sender's
account to receiver's account. The account is created automatically if the
destination account specified in the transaction does not exist yet. Moreover, it
the destination account is a contract, then the contract code is executed. This al
depends on the amount of gas available. If enough gas is available, then the
contract code will be executed fully; otherwise, it will run up to the point wherel
runs out of gas,

In cases of transaction failure due to

insufﬁcient a nce or gas, all state
changes are rolled back with the exc coount bala b

eption of fee payment, which is paid to th¢

Finally, t : .

fee is ;};aigi;?}?: irrf:er (if any) of the fee is sent back to the sender as change and
rs ; g .

resulting state, accordingly, At this point, the function returns the

\\[238]\ B
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