UNIT-1

Introduction to SOA

SOA- Service-oriented architecture (SOA) is a method of software development
that uses software components called services to create business applications. Each
service provides a business capability, and services can also communicate with
each other across platforms and languages. Developers use SOA to reuse services

in different systems or combine several independent services to perform complex

tasks.
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ADVANTAGES:-

1. Reusable of Components
2. Scalable
3. Resilent

DISADVANTAGES:-

1. Complex Design and Implementation
2. More Network Traffic




Loosely Coupled
Interoperability
Flexibility
Reusability
Simplicity
Scalability
Statelessness

Abstraction
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Fundamentals of SOA

Evolution of SOA

1990’s- Early Concepts are Introduced

I.e, Distributed Computing- A distributed computer system consists of multiple

software components that are on multiple computers, but run as a single system.

The computers that are in a distributed system can be physically close together and

connected by a local network.
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They use Technologies like CORBA (Object Management Group (OMG)) &

DCOM (Microsoft) for allowing objects to communicating across.

Common__Object Request Broker-The Common Object Request Broker

Architecture is a detailed specification for the distributed objects. It was introduced
by the OMG (Object Management Group). The architecture describes a language
with a platform-independent object bus named as ORB (Object Request Broker).
These advance the objects to make the request and receive a response from the
remote objects transparently. This also supports handling concurrency and
handling exceptions.
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In the context of the Common Object Request Broker Architecture (CORBA),
"objects" refer to distributed objects or components that are designed to interact

with each other across a network.

e Distributed Objects: These are software components or objects that are not
confined to a single machine or process but can be distributed across

different systems connected via a network.




e Remote Objects: These are specifically objects that reside on a remote
system, i.e., not on the same system as the client requesting their services.

e Components: In the context of CORBA, components are self-contained
software units that encapsulate both data and the operations that manipulate
the data.

CORBA provides mechanisms for:-

e Making requests to remote objects (invocation of methods).

e Receiving responses from remote objects.

e Managing the distribution and location transparency of these objects.

e Handling concurrency (multiple clients accessing the same object
simultaneously).

e Dealing with exceptions that occur during method invocations.

Example:-

Imagine we have two software components:-

e Client Component: This component is running on one machine (Client
Machine) and needs to access functionality provided by another component.

e Server Component: This component resides on a different machine (Server

Machine) and exposes certain services that the client needs.

How CORBA facilitates their interaction:-

Server Side:-

Interface Definition: The server developer defines an interface (IDL - Interface
Definition Language) that specifies what services or methods the server component

provides.




interface BankAccount {
float getBalance();
void deposit(float amount);
void withdraw(float amount);
1
Implementation: The server developer implements this interface in a

programming language of choice (e.g., Java, C++), creating a server object that

performs the actual banking operations.

Client Side:-

e IDL Compilation: The client developer uses the same IDL file to generate
client-side stubs (proxy objects). These stubs mimic the interface of the
server object.

e ORSB Initialization: The client initializes its ORB (Object Request Broker),
which is responsible for locating the server object and managing

communication.

Interaction Flow:-

Client Invocation: When the client needs to perform a banking operation, it calls
methods on the local proxy object (stub), as if it were calling methods on a local

object.

BankAccount account =

BankAccountHelper.narrow(orb.string_to_object(*'corbaloc::servername:por

t/Account™));




float balance = account.getBalance();

Request Routing: The ORB intercepts the method call, marshals the parameters,

and sends the request over the network to the server machine.

Server Execution: The ORB on the server side receives the request, unmarshals
the parameters, and forwards the call to the actual server object that implements

the BankAccount interface.

Response Handling: The server object executes the requested method
(getBalance(), for example) and sends back the response (the balance) through the
ORB.

Client Response: The ORB on the client side receives the response, unmarshals i,

and delivers it to the client code as if the method had been called locally.

BENEFITS:-

1. Location Transparency
2. Language and Platform Independence

3. Concurrency and Exception Handling

Distributed Component Object Model- is a Microsoft technology that extends

the Component Object Model (COM) to support communication between objects
on different machines over a network. It enables the creation of distributed
applications where components interact seamlessly across different systems, often
within a Windows environment.
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How DCOM Works

1. Component Registration:-

e Server Registration: The component (server) that will provide
services is registered with the DCOM service on the machine where it
resides. This registration includes information about the component’s
interface and location.

e Client Registration: The client that will request services from the
component also interacts with the DCOM service to obtain references
to the remote object.

2. Client Request:-
e Request Creation: The client creates a request for the remote component by
using the component’s interface. This request is sent to the DCOM service

on the client machine.
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Communication:-

Proxy and Stub: DCOM uses proxies (on the client side) and stubs (on the
server side) to handle the communication between client and server. The
proxy marshals (packs) method calls and data, while the stub unmarshals
(unpacks) them and invokes the method on the server.

Network Transmission: The DCOM service manages the transmission of
data between the client and server over the network.

Server Processing:-

Request Handling: The server’s stub receives the request, invokes the
appropriate method on the server object, and processes the request.
Response Transmission: The server’s stub marshals the response and sends
it back to the client’s proxy.

Client Response:-

Response Handling: The client’s proxy receives the response, unmarshals it, and

returns the result to the client application.

MID 2000°s->

The Emergence of XML as a standard data format are widely spreaded
adoption on the internet for developing the webservices.

This allow standard zcommunication protocols such as SOAP, WSDL,
UDDI.
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2005 -2010->

SOA gained particular approach i.e Reusability & adapt changes & updates

in the large organizations. (or) Business.
*WS- Specifications (2005-2007):

« Introduction of WS-* standards (e.g., WS-Security, WS-ReliableMessaging)

to address security, reliability, and other aspects of web services.

*Governance and Management (2005-2007):

« Development of SOA governance frameworks to manage service lifecycles,
policies, and quality.

* Enterprise Service Bus (ESB) Adoption (2005-2007):

« Use of ESBs for message routing, transformation, and integration between

Services.




* BPM Integration (2005-2007):

« Integration of SOA with Business Process Management (BPM) systems for

process automation and management.
*RESTTful Services Rise (2008-2010):

« REST (Representational State Transfer) gained popularity as a simpler

alternative to SOAP-based web services.
* Service Composition and Orchestration (2008-2010):

« Enhanced focus on complex service interactions and orchestration using

technologies like BPEL (Business Process Execution Language).
*Cloud Computing Influence (2008-2010):

« SOA principles were increasingly adopted in cloud computing, aligning

service-oriented architectures with cloud-based platforms.
*SOA Maturity and Broader Adoption (2008-2010):

« SOA matured with widespread adoption, emphasizing service reusability,

performance optimization, and integration with emerging technologies.

Ongoing->

SOA has become closely integrated with Devops Practices, Enabling rapid

development & continious integration of services.




ONGOING DEVELOPMENTS

v" Microservices Architecture

Cloud-Native Applications

API Management

Serverless Computing
Event-Driven Architectures (EDA)
Hybrid Architectures

Service Mesh

Enhanced Security and Compliance
Low-Code/No-Code Platforms
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Service Oriented Business & Government

S.no

Service Oriented Business

Service Oriented Government

Primarly focus on delivering
products or services to customers in
order to generate Revenue & achieve
profitability.

(Main goal is to meet Customer

Needs & drive business growth)

Focus on Providing services &
solutions to the public.

(Their objectives are centered around
fulfilling the needs of citizens,

ensuring  public  welfare &

maintaining law & order.)

Rely on revenue generated from
sales, subscriptions (or) fees for the
services or products they offer.

( Financial sustainability is closely

tied to customer transactions)

Funded through taxes, grants, &
other public funding mechanisms
(Financial stability is derived from

budget allocations & public funds)

Operate in competitive environment,
related to market dynamics (follows
regulations) & industry.(They are
driven by market forces, consumer
preferences &

industry  specific

regulations)

Operate within a regulate framework
that is established by government as

legaly.
Ex. Health care.

Targets — Ranges from individual

consumers to other business.

Ranges from diverse i.e, entire

population within their judisification.

Accountable ( Responsibility) to the
stakeholders (Decision Takers).
based Financial

Evaluations on

performance, Customer satisfication,

Acountable to public & elected
officials.
Evaluations based on Transparency,

Service delivery effectiveness &




Market share & profitability. adherence(beliefs) to public policies.

SOA Architecture Concepts

SERVICE
LOCATOR

SERVICE
SERVICE CONSUMER BROKER

SERVICE
PROVIDER

APPLICATIONS SERVICES

1. Services:- Services are logical entities (Tools (or) Machines).
That are defined by one or more published (Available for others to see

& use) interfaces ( clear instructions specify how to use them).
e This helps different parts of an system to work together

effectively.
Ex:- Vending Machine
Interface like buttons & slots on the machine.
It tells how to interact with it (press a button, insert coin)

Its clear what you’’ll get in return.




Similarly, in s/w content , what the services we needed we should provide
the clear information to request.( Then only expected response will be get as

outcomes.)
Characteristics:-

I. Modularity:- Services are designed to be independent & self-
contained. It allows to be developed, deployed & maintain separately.

il. Interoperability:- Different systems or components are work
together.

lii. Reusability.

2. Service Provider:-

A service provider (like a s/w that does a specific job) is a s/w entity
that implements (follows the set of instructions on how to do that job)
a service specification.

(OR)
Responsible for hosting & executing the service.
Ex;- Music Streaming App (spotify, jio savan)
This service provider plays music for you.it knows how to do this

because , follow a set of rules how to play songs, create playlists.
Characteristics:-

I. Implement services:- service provider contains actual code & logic
that performs the service functionality.

1. Exposes Interfaces:- how to use the instructions & allows to interact
it.

ii. Implement multiple services:- A single service provider can host

multiple services.




3. Service Consumer:- Also known as Requester.

Characteristics:-
. Send Requests:- Requests Service Provider to specify what
operations to perform process.
v Receives the acknowledgement (response) it may include
result of operation or an error message.

4. Service Locator:- it keeps the list of available services along the

details about how to access them.

Whenever a program needs a specific, it checks the service locator to
find out where it how to use it( Connect with Right Services) to
perform tasks.

Ex;- PhoneBook.

Characteristics:--

I. Registry Functionality:- Maintains a directory or repository of
available services along with their descriptions & access
information.

Il. Facilitates Services Discovery:- Service consumer can use the
service locator whenever they need.

5. Service Broker:- Also called Intermediator.

Which routes service requests to one or more service providers.
Act as intermediary b/w service consumer & service provider.
(sends the request to the right one).
Characteristics:-
I. Routing Mediation:- Determines the capable of handling a

particular request service provider.




COMPONENTS OF SOA

Categorized into 2 parts——

—>Functional Aspects

——>Quality of service aspects

Functions

Service Registry

Business Process

Service

Service Description

Service
Communication
Protocol

Transport

Quality of Service

Policy

Security

Transaction

Management




Functional Aspects:-

Quiality of Service:-

. Business Process: Like step by step plan (to achieve the

goal). It follows the certain rules to perform the task in

order to gain the business requirements.

. Service: it is a independent & self-contained functional

unit.

. Service Description: Provide the details of the services.

. Service Communication Protocol: allows the service

provider and service consumer to communicate.

. Transport: Client/Consumer ——  Service Provider

. Service Registry: it contains the description of data

which is used by service provider to publish the services.

. Policy: it represents the set of protocols to make which

service provider to provide services to service consumer.

. Security: Required for identification & authorization.

. Transaction: Like a deal or argument in business.

Ensures if a group of tasks (or) services are involved in
completing a business function. (That should be either
successfully complete (or) finish (or) none of them
should.

. Management: it defines set of attributes used to manage

the services.

EXx;- Priority(A high priority should consider).




SERVICE GOVERNANCE

SOA governance is a type of “ IT governance “ used to control the development,
deployment, operations and management of a successful service-oriented
architecture (SOA). SOA governance involves creating, enforcing, adapting and
communicating policies around how services are created and implemented, across

their lifecycle.

Note:- A successful SOA strategy depends not only on having a portfolio(show
case) of quality services, but also on an adequate(satisfactory) SOA governance
framework to handle the development, deployment, operations and management of
new SOA services. An effective SOA implementation approach and governance
framework requires the use of sophisticated tools to align services with business
objectives, ensure that users can connect to and re-use services as needed, and

monitor and report on decisions and results.
(OR)

It follows set of rules (or) guidelines to run the organization. Smoothly without

creating any problems to meet the goals.

— It prevents problems & ensure that everyone follows the same rules.
It involves:-

*Defining how services should be used:

Ex:- Ecommerce Platform.

The set of rules defines for payment services is not applicable for Inventory

Management.




*Making sure services are reliable:

Ex:- Cloud Storage (Drop Box) can store multiple copies of users files on different

servers. Even if one server down. The files are still accessable.
*Managing changes to services:
When any platform (social media) updates its interface.

Service governance -> dictates the changes are rolled out during off peak hours to

minimize disruption (disturbance) for users.

*Security & Privacy:

Hide the sensitive information from the unauthorized access,

By providing encryption.

*Monitoring & Reporting:

Ex;- Email service provider.

Monitor the delivery rates of emails & generate reports,

to show how many are successfully delivered, opened & clicked by recipients.
(OR)

In general, governance means establishing and enforcing how people and solutions
work together to achieve organizational objectives. This focus on putting controls

in place distinguishes governance from day-to-day management activities.




As a discipline, governance has been with us for many years, but with the advent

of enterprise (A company or business) SOA, the need has been heightened for-

The companies you
pay to receive a good or service from. (These may include your local shop or your
Netflix subscription.)

-organizations to take governance as a discipline more seriously. So, why is

defining SOA governance and its scope so challenging?

With so many definitions of SOA coming from software vendors, standards bodies,
analyst firms, and respected authors, it’s no wonder that defining SOA governance

and its scope causes so much confusion and disagreement.

SOA governance should be viewed as the application of Business governance, IT
governance, and EA governance to Service-Oriented Architecture (SOA). In effect,
SOA governance extends IT and EA governance, ensuring that the benefits that
SOA extols are met. This requires governing not only the execution aspects of

SOA, but also the strategic planning activities.

Business Governance

EA Governance




SOA Governance Relationships

Enterprise Architecture (EA) Governance is the practice and orientation
by which enterprise architectures and other architectures are managed and
controlled at an enterprise-wide level.

IT Governance includes the decision rights, accountability framework, and
processes to encourage desirable behavior in the use of IT.

Business Governance is the set of processes, customs, policies, laws, and
institutions affecting the way an organization is directed, administered, or

controlled

SOA Governance Scope

Many of the early definitions of SOA were very technology-focused and the
differences between SOA and web services technology were blurred. A side-
effect of this is the misperception that SOA governance can be solved by
technology alone. Effective SOA governance requires equal focus on the
people, process, and technology aspects of SOA governance; therefore,
defining and scoping SOA governance can be a challenge.

As previously stated, SOA governance should extend the organization’s
existing IT and EA governance models to cater (supply) for the new SOA
assets and SOA policies. Extending these existing governance models
reduces the risk that organizations will create uncoordinated silo’ed
(separated) governance regimens (plans) that will potentially duplicate
existing coverage areas of their core governance regimens. Extending the
existing governance regimen to ensure that the benefits of SOA are achieved
is still challenging. It requires governing the strategic planning activities as

well as the execution aspects of SOA.




SOA Governance Framework

The goal of the SOA Governance Framework is to enable organizations to define

and deploy their own focused and customized SOA Governance Model.

Since aspects of the SOA Governance Model require culture change, an SOA
Governance Regimen should never be deployed in a big-bang approach
(integrating all modules at once and testing the system as a single unit). The
framework defines an incremental deployment approach so that organizations can
continue to meet their current demands while moving towards their long-term
goals for SOA.

There is no single model of good SOA governance due to variants (alternative)
within an organization. Examples of these variants include the existing governance
in place, the SOA maturity level, size of the organization, etc. In effect, an

organization’s appropriate SOA Governance Model is one that defines:

« What decisions need to be made in their organization to have effective SOA
governance

o Who should make these SOA governance decisions in their organization

o How these SOA governance decisions will be made and monitored in your
organization

« What organization structures, processes, and tools should be deployed in
your organization

e What metrics are required to ensure that an organization’s SOA

implementation meets their strategic goals




Organizations should frankly assess their current governance regimen and practical
governance goals. From this, an achievable roadmap for delivering governance can

be created.

The SOA Governance Framework consists of an SOA Governance Reference
Model (SGRM) which is utilized as a starting point, and an SOA Governance
Vitality Method (SGVM) which is a definition/improvement feedback process to

define a focused and customized SOA Governance Regimen.

SOA Governance Reference Model (SGRM)

The SOA Governance Reference Model (SGRM) is a generic model that
establishes a foundation of understanding and is utilized to expedite (happens
quickly) the process of tailoring (adapting) the SOA Governance Regimen for an
organization. All aspects of the SGRM should be reviewed and considered for

customization to the organization’s environment.




The examples provided are intended to be a starting point for discussion which

may be selected from or extended.
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SOA Governance Vitality Method (SGVM)

The SOA Governance Vitality Method (SGVM) is a process that starts with the
SGRM and then follows a number of phased activities to customize it for the
organization’s variants. SOA governance should be viewed as a process and not a
project; therefore, the phases of the SGVM should be viewed as a continuous
improvement loop, whereby progress is measured, and course-correction and

updates to the SOA Governance Regimen are performed when needed.
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SERVICE GOVERNANCE- PROCESSES

Service Identification & Design
Service Development & Implementation
Service Discovery & Registry

Service Composition & Orchestration

o B~ w0 Dnp e

Service Testing & Validation.

Service ldentification & Design:-

This process involves identifying the potential services within an organization’s

capabilities & designing them to be independent & reusable.
Potential Services are;-
Ex:-

) Customer Management Service —

- Handle tasks related to managing

the customer’s information, such as

=>» Creating New Customer Profiles
=» Updating contact details

=» Tracking customer interactions.

1)  Order Processing Service—

—> Handle tasks related to processing

customer orders includes,




=» Order Validation
=>» Inventory Management
=» Order Fulfillment.

1)  Payment Processing Service—

—> Handle tasks related to processing

payments, includes

=» Transaction Authorization
=>» Payment Verification

=>» Transaction Recording.

Service Development & Implementation:-

Actually focuses on creating the services identified in the previous step.

It involves on Coding, Testing & Deploying the services in a way that adheres

(belief) to the established design & architectural guidelines.
key phases:-

1. Needs Assessment: ldentify the needs of your target audience or market.
This often involves research, surveys, and data analysis to understand what
gaps exist and what demands are unmet.

2. Service Design: Develop a detailed plan for the service. This includes
defining the service features, delivery methods, and customer experience.
You'll need to design processes, workflows, and possibly even the physical

or digital interfaces through which the service will be delivered.




3. Prototyping: Create a prototype or pilot version of the service. This helps in
testing the feasibility of the service concept and making necessary
adjustments before full-scale implementation.

4. Testing and Feedback: Conduct tests with a small group of users to gather
feedback. This can help identify issues and areas for improvement. Adjust
the service based on the feedback received.

5. Implementation: Roll out the service to the broader market. This includes
training staff, setting up necessary infrastructure, and launching marketing
and communication strategies.

6. Monitoring and Evaluation: Continuously monitor the performance of the
service using metrics such as customer satisfaction, service efficiency, and
financial performance. Evaluate whether the service meets the initial goals
and make improvements as needed.

7. Scaling and Optimization: Once the service is running smoothly, consider
how it can be scaled or optimized. This might involve expanding to new

markets, enhancing features, or refining processes to increase efficiency.

Each phase requires careful planning and execution to ensure that the service not

only meets customer needs but also operates effectively and sustainably.

Service Discovery & Reqistry:-

It involves registering services in a service registry (or) catalog & which allows

other components (or) services to find & use them.

Service discovery is the process of automatically locating and accessing services
within a network or cloud environment. It’s crucial in dynamic environments

where services might be added, removed, or relocated frequently.




Service Registry is a database or directory where services are registered with
metadata about their location and capabilities. It serves as a central point for

service discovery.
Scenario:
Imagine you have a web application with two services:

1. User Service: Manages user information.

2. Order Service: Handles orders placed by users.

Both services need to communicate with each other. To manage this, we'll use a

service registry to help these services find each other.

Step-by-Step Example:

1. Setup Service Registry

Let's use a simple service registry tool like Consul. You can think of Consul as a

central directory where services will register themselves.
2. Register Services

User Service and Order Service will both register with Consul. Each service will

provide Consul with information about where it is running.
User Service Registration:

1. User Service starts up.

2. It sends a registration request to Consul with details like:




o Service Name: user-service
o Address: 192.168.1.10

o Port: 8080

o Health Check URL.: /health

Order Service Registration:

1. Order Service starts up.
2. It sends a registration request to Consul with details like:
o Service Name: order-service
o Address: 192.168.1.11
o Port: 8081
o Health Check URL.: /health

3. Service Discovery
Now, let's say the Order Service needs to call the User Service to get user details.

1. Order Service queries Consul for the address of the user-service.
2. Consul responds with the address and port of the User Service (e.g.,
192.168.1.10:8080).

4. Service Communication

Order Service uses the information obtained from Consul to make a request to

User Service. For example:

« Order Service makes an HTTP request to
http://192.168.1.10:8080/users/123 to get details for user ID 123.




5. Health Checks

Consul performs regular health checks on both services by hitting the /health
endpoint of each service. If any service fails its health check, Consul will mark it

as unavailable and stop providing its address to clients.

Service Composition & Orchestration:-

It involves combining multiple services to achieve specific business process or

tasks.
It dones through Orchestration (Central Controller -> Coordinates the execution)

Service composition involves combining multiple services to create a new, more
complex service or application. This is often done to build a higher-level

functionality or workflow by leveraging existing services.

Service orchestration is about managing and coordinating the interactions
between multiple services to achieve a specific business goal or process. It
involves controlling the flow of data and managing the execution of service

interactions.
Example: Booking a Vacation

Imagine you want to book a vacation and need to find a flight, a hotel, and a rental

car. Here's how a Booking Service helps you do this in a single process:




Step-by-Step Composition:

* Search Request: You enter your travel details (e.g., destination, dates) into a

booking app.
* Booking Service: The app sends your search request to the Booking Service.
* Query Services: The Booking Service then asks three separate services:

Flight Service: "What flights are available?"
Hotel Service: "What hotels are available?"

Car Rental Service: "What cars can | rent?"

* Get Results: Each service responds with a list of options for flights, hotels, and

cars.

* Combine Results: The Booking Service takes these lists and combines them

into one easy-to-read result.

* Show Options: The app presents you with a complete set of options for flights,

hotels, and cars so you can choose and book everything in one go.
Step-by-Step Orchestration:
* Initiate Booking: You start by entering your travel details into the booking app.

* Booking Service Receives Request: The Booking Service receives your request

and begins orchestrating the booking process.




* Check Availability: The Booking Service first checks the availability of flights.
It sends a request to the Flight Service to get available flights based on your travel

dates and destination.

* Process Payment: Once the flights are available, the Booking Service moves to
handle payment. It sends a request to the Payment Service to process the payment
for the flight.

* Reserve Hotel: After payment is confirmed, the Booking Service requests hotel
availability. It sends a request to the Hotel Service to find available hotels for your

stay.

* Reserve Car Rental: Next, the Booking Service checks for car rentals. It sends

a request to the Car Rental Service to get available cars for your travel dates.

* Confirm Booking: Once all services provide their responses (flight, hotel, car),
the Booking Service aggregates the results. It combines the details and ensures

that everything is available for the same dates and location.

* Final Confirmation: The Booking Service finalizes the booking: It might need
to confirm and finalize payments with the Payment Service for the hotel and car

rental. It ensures that all reservations (flight, hotel, car) are confirmed and booked.

* Notify You: Finally, the Booking Service sends you a confirmation with all the

booking details (flight, hotel, car rental).

Service Testing & Validation:-

It involves, creating Test Cases.




Service Testing

Service testing focuses on verifying that a service performs its intended functions

correctly. It involves different types of tests to check various aspects of the service.
Types of Testing:

1. Unit testing

2. Integration Testing

3. End-End Testing

4. Performance Testing

5. Security Testing

6. Regression Testing

Service Validation

Service validation ensures that the service meets the defined requirements and
fulfills its intended purpose. It involves checking that the service aligns with

business objectives and user needs.
Types of Validation:

1. Functional Validation
2. Non- Functional Validation
3. User Acceptance Testing (UAT)

4. Compliance Validation




SERVICE GOVERNANCE GUIDELINES

Service governance guidelines are essential for managing and overseeing the

delivery of services within an organization or to its customers. They help ensure

that services are delivered consistently, efficiently, and in alignment with

organizational objectives. Here’s a comprehensive outline of typical service

governance guidelines:

1. Governance Structure

» Define Roles and Responsibilities:

Governance Board: Set up a governance board to oversee
service management, comprising senior leaders and
stakeholders.

Service Owners: Assign service owners responsible for the
performance and management of specific services.

Service Managers: Designate service managers to handle day-

to-day service delivery and operational tasks.

» Establish Committees or Working Groups:

Form committees to address specific areas such as service

Improvement, risk management, and compliance.

2. Service Management Framework

» Adopt a Framework:




o Utilize frameworks such as ITIL (Information Technology
Infrastructure Library), COBIT (Control Objectives for
Information and Related Technologies), or others that fit your

organization's needs.
» Define Service Lifecycle:

e Clearly outline the stages of service management, from
planning and design to transition, operation, and continual

improvement.
3. Policy and Standards
> Develop Policies:

e Create policies covering service quality, security, data privacy,

compliance, and performance.
» Set Standards:

e Establish standards for service delivery, including service level
agreements (SLASs), key performance indicators (KPIs), and

best practices.
4. Service Performance Management
» Define Metrics:

e Identify and define metrics to measure service performance,

such as uptime, response time, and customer satisfaction.




» Monitor and Review:

e [Implement processes for continuous monitoring and regular

review of service performance against established metrics.
» Reporting:

e Create reporting mechanisms for tracking performance, issues,

and improvements, and ensure transparency with stakeholders.

5. Risk Management
> ldentify Risks:

e Conduct risk assessments to identify potential risks related to

service delivery.
» Mitigation Strategies:

e Develop strategies for mitigating identified risks and implement

contingency plans.
» Compliance:

e Ensure adherence to regulatory and legal requirements relevant

to the services provided.
6. Change Management

» Change Control Process:




e Establish a formal change control process for managing
changes to services, including planning, approval,

implementation, and review.

» Communication:

e Ensure clear communication of changes to all relevant

stakeholders.
7. Service Improvement
» Continuous Improvement:

e Implement mechanisms for continual service improvement,
such as feedback loops, service reviews, and improvement

initiatives.
» Innovation:

e Encourage innovation to enhance service delivery and adapt to

changing needs.
8. Customer Engagement
» Feedback Mechanisms:

e Create channels for customer feedback and ensure it is

collected, analyzed, and acted upon.

» Service Level Agreements (SLAS):




e Define and agree on SLAs with customers to set clear

expectations and responsibilities.
9. Training and Development
» Training Programs:

e Develop and provide training programs for staff involved in
service management to ensure they have the necessary skills

and knowledge.
» Knowledge Sharing:

e Promote knowledge sharing and best practice dissemination

among service teams.
10. Documentation and Communication
» Documentation:

e Maintain comprehensive documentation for all service

management processes, policies, and procedures.
» Communication Plan:

e Develop a communication plan to keep stakeholders informed

about service performance, changes, and improvements.
11. Compliance and Auditing

> Internal Audits:




e Conduct regular internal audits to ensure compliance with

governance policies and standards.
» External Audits:

o Prepare for and support external audits if applicable, and

address any findings or recommendations.

SERVICE GOVERNANCE PRINCIPLES

Service governance principles provide foundational guidelines that help ensure
effective management, oversight, and alignment of services with organizational

goals. Here are key principles of service governance:
1. Alignment with Business Objectives

. Strategic Alignment: Ensure that all services and their management
practices are aligned with the organization's strategic goals and objectives.
« Value Delivery: Focus on delivering value to the business and its

stakeholders through efficient and effective service management.
2. Accountability and Responsibility

o Clear Roles: Define clear roles and responsibilities for all individuals
involved in service management, including governance boards, service
owners, and service managers.

« Ownership: Assign ownership of services and outcomes, ensuring

accountability for performance and delivery.




3. Transparency and Communication

« Open Communication: Foster open communication channels between all
stakeholders involved in service management.
« Transparency: Ensure transparency in decision-making, performance

reporting, and service changes.
4. Compliance and Risk Management

« Regulatory Compliance: Adhere to relevant regulations, laws, and
standards affecting service delivery and management.
« Risk Management: Identify, assess, and manage risks associated with

services to mitigate potential impacts on business operations.
5. Performance and Measurement

« Define Metrics: Establish clear metrics and key performance indicators
(KPIs) to measure service performance and effectiveness.
« Continuous Monitoring: Continuously monitor performance against

established metrics and take corrective actions as needed.
6. Customer Focus

« Customer Satisfaction: Prioritize customer satisfaction by understanding
and meeting customer needs and expectations.
« Feedback Utilization: Collect and act on customer feedback to improve

service delivery and address issues promptly.




7. Continuous Improvement

« Ongoing Review: Regularly review and assess service processes,
performance, and outcomes to identify areas for improvement.
« Innovation: Encourage innovation and adaptability to enhance service

quality and efficiency.
8. Standardization and Best Practices

« Process Standardization: Standardize processes and practices to ensure
consistency and reliability in service delivery.
« Adopt Best Practices: Implement industry best practices and frameworks to

enhance service management effectiveness.

9. Integrated Approach

. Holistic View: Take a holistic view of service management, integrating
processes, technology, and people to achieve cohesive service delivery.
« Coordination: Ensure coordination between different service functions and

departments to support overall service governance.

10. Resource Management

« Effective Resource Use: Optimize the use of resources (human, financial,
technological) to support service delivery and management.
« Capacity Planning: Plan for resource needs to ensure that services are

delivered effectively without overloading resources.




11. Documentation and Knowledge Management

« Comprehensive Documentation: Maintain thorough and up-to-date
documentation for all service management processes, policies, and
procedures.

« Knowledge Sharing: Promote the sharing of knowledge and lessons learned

to improve service governance and management practices.
12. Ethics and Integrity

o Ethical Standards: Uphold high ethical standards in all service
management activities and decision-making processes.
« Integrity: Ensure that all actions and decisions are made with integrity,

maintaining trust with stakeholders.

SERVICE GOVERNANCE METHODS & TOOLS
Service Governance Methods
1. Governance Frameworks

» Method: Establish a structured framework for managing services, including

roles, responsibilities, and processes.
Examples:

e ITIL (Information Technology Infrastructure Library):
Provides a set of practices for IT service management and

governance.




e COBIT (Control Objectives for Information and Related

Technologies): Focuses on IT governance and management.
. Policy Development

Method: Define and implement policies for service management, quality,
security, and compliance.
Guidelines:
v Develop policies for service level agreements (SLAS), data
protection, and change management.
v Ensure policies are documented and communicated

effectively.
. Service Lifecycle Management

Method: Manage services throughout their lifecycle, from planning and
design to deployment and retirement.

Practices:

= Service Design: Ensure services are designed to meet business
needs and adhere to standards.

= Service Transition: Manage the deployment and integration of
services into production.

= Service Operation: Oversee day-to-day service operations and
performance.

= Service Improvement: Continuously assess and improve

service quality and effectiveness.




. Performance Monitoring and Management

Method: Track and analyze service performance to ensure it meets agreed-
upon metrics and SLAs.

Practices:

« Define key performance indicators (KPIs) and metrics for
service performance.

= Implement monitoring and reporting processes to track
performance and identify issues.

. Compliance and Risk Management

Method: Ensure services comply with relevant regulations, standards, and
organizational policies.

Practices:

= Conduct regular audits and assessments to ensure compliance.
= ldentify and manage risks associated with service delivery and
operations.

. Change Management

Method: Manage changes to services to minimize disruptions and ensure
that changes are implemented effectively.

Practices:

= Implement a formal change management process for requesting,
approving, and implementing changes.
= Communicate changes to stakeholders and update

documentation as needed.




7. Service Catalog Management

» Method: Maintain a service catalog that provides information about
available services, their descriptions, and how to access them.

> Practices:

= Regularly update the service catalog to reflect current services
and their status.

« Ensure the catalog is accessible and provides accurate
information.

8. Incident and Problem Management

» Method: Manage and resolve incidents and problems affecting services to
minimize impact and restore normal operations.

> Practices:

= Implement processes for incident detection, reporting, and
resolution.
« Analyze and address root causes of recurring issues to prevent

future problems.
Service Governance Tools
1. Governance Framework Tools

» ITIL and COBIT Tools: Platforms and frameworks that provide guidance

and best practices for implementing governance frameworks.

Examples: BMC Remedy IT Service Management, ServiceNow (which

incorporates ITIL practices).




2. Policy and Compliance Tools

» Document Management Systems: Tools for creating, storing, and

managing policies and compliance documentation.
Examples: Confluence, SharePoint.
3. Service Lifecycle Management Tools

> Service Management Platforms: Tools that support the entire service

lifecycle, including design, deployment, and management.
Examples: ServiceNow, IBM Maximo, BMC Helix.
4. Performance Monitoring and Management Tools

» Application Performance Management (APM): Tools for monitoring and

managing service performance.
Examples: New Relic, AppDynamics, Dynatrace.

» Monitoring and Analytics Tools: For tracking system performance and

user experience.
Examples: Grafana, Prometheus, ELK Stack (Elasticsearch, Logstash, Kibana).
5. Compliance and Risk Management Tools

» Audit and Compliance Tools: Tools for performing audits and ensuring

compliance with regulations.

Examples: Qualys, Nessus.




» Risk Management Platforms: Tools for identifying, assessing, and

managing risks.
Examples: Risk Watch, Logic Manager.
6. Change Management Tools

» Change Management Platforms: Tools for managing and tracking changes

to services.
Examples: ServiceNow Change Management, JIRA Service Management.
7. Service Catalog Management Tools
> Service Catalog Tools: Tools for creating and managing service catalogs.
Examples: Service Now Service Catalog, Cherwell Service Management.
8. Incident and Problem Management Tools

» Incident Management Platforms: Tools for managing incidents and

problems.

Examples: Service Now Incident Management, BMC Remedy ITSM, Jira

Service Management.

(OR)




Service Governance involves managing and overseeing the design, delivery, and
improvement of services to ensure they meet organizational goals, comply with
policies, and provide value. To effectively manage services, organizations use a
combination of governance structures, processes, guidelines, principles, methods,

and tools. Here's a comprehensive look at each aspect:
Service Governance

Definition: The framework and practices used to ensure that services are aligned

with business objectives, adhere to policies, and are delivered effectively.
Components:

« Governance Framework: Defines roles, responsibilities, and decision-
making processes for managing services.

o Policies and Standards: Establish rules and criteria for service
management, quality, and compliance.

« Compliance and Audits: Ensure services adhere to regulatory requirements
and organizational policies.

« Risk Management: Identify and manage risks related to service delivery.
Service Processes
Key Processes:

1. Service Strategy:
o ODbjective: Define the strategic direction for services.
o Processes: Service Portfolio Management, Demand Management,

Financial Management.




2. Service Design:

o Objective: Design services to meet business needs and customer
expectations.

o Processes: Service Catalog Management, Service Level Management,
Capacity Management, Awvailability Management, IT Service
Continuity Management.

3. Service Transition:

o Objective: Manage the transition of services from development to
production.

o Processes: Change Management, Release and Deployment
Management, Service Validation and Testing, Knowledge
Management.

4. Service Operation:

o Objective: Deliver and manage services efficiently.

o Processes: Incident Management, Problem Management, Event
Management, Request Fulfillment.

5. Continual Service Improvement:
o Objective: Continuously improve service quality and performance.
o Processes: Service Measurement and Reporting, Service Reviews,

Improvement Planning.
Service Guidelines
Guidelines:

« Customer Focus: Design and deliver services with a focus on customer

needs and satisfaction.




Service Quality: Adhere to quality standards and metrics; continuously
Improve service quality.

Efficiency: Optimize resource use and minimize waste in service delivery.
Flexibility and Adaptability: Ensure services can adapt to changing needs
and environments.

Reliability: Maintain high availability and minimize service disruptions.
Security and Privacy: Protect data and ensure compliance with security
standards.

Transparency: Communicate clearly about service performance and
changes.

Accountability: Define clear roles and responsibilities for service

management.

Service Principles

Principles:

Customer-Centric: Prioritize customer needs and satisfaction.
Quality-Driven: Deliver high-quality, reliable services.
Efficiency-Oriented: Optimize processes and resource use.
Adaptability: Design services to be flexible and responsive to change.
Security-Conscious: Ensure data and service security.

Transparent: Maintain open communication about services.

Accountable: Clearly define and manage responsibilities.

Service Methods

Methods:




o ITIL (Information Technology Infrastructure Library): Provides a
framework of best practices for IT service management.

« COBIT (Control Objectives for Information and Related Technologies):
Offers guidance for IT governance and management.

o Agile and Devops: Approaches for managing service delivery with
flexibility and continuous improvement.

« Lean: Focuses on improving efficiency and reducing waste in service

processes.
Service Tools
Tools:

Governance Framework Tools:

o Service Now: For IT service management and governance.
o BMC Helix: Provides ITSM and governance capabilities.

Service Design Tools:

o IBM Rational Software Architect: For designing and modeling
services.
o Microsoft Visio: For creating service diagrams and workflows.

Service Transition Tools:

o Jira Service Management: For change and release management.
o Azure DevOps: For deployment and CI/CD (Continuous
Integration/Continuous Deployment).

Service Operation Tools:

o Service Now Incident Management: For managing incidents and
service requests.

o New Relic: For performance monitoring and management.




o Splunk: For log management and analysis.
Continual Improvement Tools:
o Grafana: For visualizing service performance metrics.
o Prometheus: For monitoring and alerting.
Governance and Compliance Tools:
o Qualys: For security and compliance management.

o RSA Archer: For risk management and compliance.

KEY SERVICE CHARACTERISTICS

Understanding the key characteristics of services is crucial for designing,

delivering, and managing them effectively. Services, as opposed to tangible

products, have distinct features that influence how they are consumed and

evaluated. Here are the key characteristics of services:

1. Intangibility

Description: Services cannot be touched, seen, or stored in the same way as
physical products. They exist only at the time of delivery.

Implications: This characteristic means that customers cannot evaluate the
service before it is delivered, leading to reliance on tangible cues (e.g.,

customer reviews, brand reputation) to assess quality.

2. Inseparability

Description: Services are produced and consumed simultaneously. Unlike

products, they cannot be separated from their providers.




o Implications: The quality of service is closely linked to the service
provider's interaction with the customer. The customer's experience is often

shaped by the provider's behavior and performance during service delivery.
3. Heterogeneity

« Description: Services are highly variable and can differ from one provider
to another, and even from one instance to another by the same provider.

« Implications: This variability can affect the consistency of service quality.
Standardization and training are essential to ensure a consistent service

experience.
4. Perishability

« Description: Services cannot be stored, saved, or inventoried. They are
time-sensitive and expire if not consumed within a certain period.

« Implications: This characteristic requires effective management of supply
and demand to avoid service shortages or surpluses. Techniques such as

reservations and capacity management are used to address perishability.
5. Customer Participation

« Description: The customer often plays a role in the service delivery process,
contributing to the creation and consumption of the service.

« Implications: The level of customer involvement can impact service quality
and satisfaction. Service providers must manage customer interactions

carefully to ensure positive outcomes.




6. Variability

« Description: Each service interaction can be unique due to the nature of
human interaction and customization.

« Implications: Service providers must manage and mitigate variability to
deliver a consistent service experience. This can involve training staff, using

standardized procedures, and leveraging technology.
7. Simultaneity

« Description: Services are produced and consumed at the same time, making
the process of service delivery and consumption concurrent.

« Implications: Service providers must be equipped to handle real-time
Interactions and ensure that the service meets customer expectations during

the delivery process.
8. Ownership

« Description: Customers do not gain ownership of services; they experience
or use them temporarily.

« Implications: Since ownership is not transferred, service providers need to
focus on delivering value and ensuring customer satisfaction throughout the

service experience.
9. Service Lifecycle

« Description: Services go through a lifecycle from design and development

to delivery and eventual retirement.




« Implications: Effective service management requires attention to each stage
of the service lifecycle to ensure quality, relevance, and customer

satisfaction.
10. Customization

« Description: Services can often be tailored to meet individual customer
needs and preferences.

« Implications: Customization requires flexibility and adaptability from the
service provider and can enhance customer satisfaction by addressing

specific needs.
11. Relationship Management

« Description: Building and maintaining strong relationships with customers
is critical in service delivery.

« Implications: Service providers should focus on developing long-term
relationships with customers, emphasizing personalized service and

customer support.
Examples of Key Service Characteristics in Action:

« Healthcare Services: Intangibility is evident as patients cannot assess the
outcome of a procedure until after it is performed. Inseparability is shown in
the direct interaction between healthcare providers and patients.

« Education Services: The heterogeneity of teaching methods can lead to
different learning experiences. The perishability aspect is reflected in the

time-bound nature of classes and sessions.




Hospitality Services: Customer participation is high as guests interact with
staff and influence their experience. The variability in service delivery can

be managed through training and standard operating procedures.

TECHNICAL BENEFITS OF SOA

. Reliability: Services are independent in SOA. So it becomes easier to test &
debug the applications.

. Location Independence: Services are listed in a directory (Service
Registry)

Each have its unique address like a web link (URL). So, if a service wants to
move to a different place (Changes its location). It can update its address in
the directory without disrupting others.

. Scalability: Runs on multiple platforms & can be operate on different
Servers.

. Platform Independence: You can build a complex application by putting

together various services from different places.

Ex:- Payment Gateway Services ——>JAVA
Order Management Services ——NET

. Agility: Instead of starting from scratch everytime, they can use ready made

} CAN INTERACT WITH EACH OTHER

parts (existing services) for creating New Applications.
. Easy Maintenance: The Maintenance (or) updates of the application has

become far easier because the services are independent.
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