Unit - IV DESIGN ENGINEERING & ARCHITECTURE, TESTING STRATEGIES

Introduction: Design Engineering

Design Engineering is the process of defining the architecture, components,
interfaces, and other characteristics of a system or component. Before writing
any code, software engineers make crucial decisions about how the software
will be structured, how its parts will interact, and how it will meet all specified
requirements, both functional and non-functional (like performance and

security).

The goal is to create a clear, comprehensive, and understandable plan that
guides the development team through the construction phase, ensuring the
final software is robust, efficient, and easy to maintain.

Key aspects of design engineering

Architectural design

This is the high-level structure, like drawing the main rooms and foundation
of a house. It defines the major components of the system and how they
connect and communicate (e.g., separating user interface, business logic, and

database parts).

Component-level design
This is like designing individual rooms or specific appliances within the house.
[t details the internal workings of each major component, specifying classes,

functions, and data structures.

User interface (UI) design
Focuses on how users will interact with the software, ensuring it’s intuitive

and user-friendly (e.g., designing screens, buttons, and navigation).



Database design (if needed)
Involves structuring how data will be stored and managed within the system

for efficiency and integrity.

DESIGN PROCESS AND DESIGN QUALITY

The software design process

The design process is a fundamental part of the Software Development Life
Cycle (SDLC) that bridges the gap between requirements analysis ("what" the
system should do) and implementation ("how" it is built). While the specific
steps can vary with different methodologies (e.g., Agile vs. Waterfall), a typical

process includes the following stages:

1. Requirements analysis: Before any design work begins, the team gathers
and documents the system's functional and non-functional requirements. This
ensures the design addresses user needs, business goals, and potential

constraints.

Example: For a new e-commerce application, the requirements would specify
what products can be sold (functional), but also that the system must handle

10,000 concurrent users without slowing down (non-functional).

2. Architectural design: This is the high-level blueprint that defines the
system's major components, their relationships, and the underlying

technology stack.

Example: An architect might decide to use micro services architecture to
decompose the e-commerce application into smaller, independent services for

user authentication, product catalog, and payment processing.



3. Detailed design: Following architectural decisions, designers create
detailed specifications for each component and module, including data

structures, API contracts, and user interface (UI) layouts.

Example: The detailed design for the "payment processing” microservice
would specify the REST API endpoints, the database schema for transactions,

and the specific third-party payment gateway integration.

4. Ul/UX design: This step focuses specifically on the user interface and user
experience. It involves creating wireframes, mockups, and prototypes to map

out how users will interact with the system.

Example: Designers create wireframes for the e-commerce checkout flow,

ensuring it is intuitive and requires minimal clicks to complete a purchase.

5. Design review: Stakeholders, including developers, designers, and
business owners, review the design documents and prototypes. This feedback
loop helps identify potential issues early and ensures the design meets

everyone's needs.

6. Prototyping: For complex or high-risk features, a prototype may be
developed to test the design before full-scale implementation. This is

especially common in agile environments.

Design Quality

The software architecture and design must address the many qualities the final
system is expected to possess. These qualities apply to the system as a whole,
transcending specific functions and often constraining design choices.

High-quality design is crucial for creating software that is not only functional but
also easy to maintain, adapt, and scale. Key quality attributes include:
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Maintainability: The ease with which the software can be understood,
repaired, and enhanced.

o Good quality example: A modular e-commerce application
where a single component, like the "product catalog," can be
updated without affecting the "payment processing” component.

Usability: How intuitive and user-friendly the application is for its
intended users.

o Good quality example: A flight booking app that is simple to use
and has a clear, linear booking process.

Reliability: The probability of the software performing its intended
function without failure.

o Good quality example: A banking application with a robust
transaction system that always processes payments correctly and
can recover gracefully from network interruptions.

Scalability: The ability of the system to handle an increased load or
workload without a decrease in performance.

o Good quality example:A cloud-native microservices
architecture that can automatically spin up new instances of a
service when traffic increases, such as during a flash sale.

Extensibility: The ease with which new functionalities can be added to
the software.

o Good quality example: A social media platform designed with a
plug-in architecture, allowing developers to easily add a new
photo filter feature without altering the core codebase.

Security: How well the application protects information and withstands
malicious attacks.



o Good quality example: A software system built with a zero-trust
architecture, where no component is trusted by default and all
interactions are authenticated and authorized.

Design Concepts

The software design concept simply means the idea or principle behind the
design. It describes how you plan to solve the problem of designing software,
and the logic, or thinking behind how you will design software.

It allows the software engineer to create the model of the system software or
product that is to be developed or built. The software design concept
provides a supporting and essential structure or model for developing the
right software. There are many concepts of software design and some of them
are given below:

Points to be Considered While Designing Software

1. Abstraction (Hide Irrelevant data): Abstraction simply means to hide
the details to reduce complexity and increase efficiency or quality.
Different levels of Abstraction are necessary and must be applied at
each stage of the design process. so that any error that is present can be
removed to increase the efficiency of the software solution and to
refine the software solution.

3. Modularity (subdivide the system): Modularity simply means
dividing the system or project into smaller parts to reduce the
complexity of the system or project. In the same way, modularity in
design means subdividing a system into smaller parts so that these
parts can be created independently and then use these parts in
different systems to perform different functions. It is necessary to
divide the software into components known as modules .

4. Architecture (design a structure of something): Architecture simply
means a technique to design a structure of something. Architecture in
designing software is a concept that focuses on various elements and



the data of the structure. These components interact with each other
and use the data of the structure in architecture.

4. Refinement (removes impurities): Refinement simply means to
refine something to remove any impurities if present and increase the
quality. The refinement concept of software design is a process of
developing or presenting the software or system in a detailed manner
which means elaborating a system or software. Refinement is very
necessary to find out any error if present and then to reduce it.

5.Pattern (a Repeated form): A pattern simply means a repeated form
or design in which the same shape is repeated several times to form a
pattern. The pattern in the design process means the repetition of a
solution to a common recurring problem within a certain context.

6. Information Hiding (Hide the Information): Information hiding
simply means to hide the information so that it cannot be accessed by
an unwanted party. In software design, information hiding is achieved
by designing the modules in a manner that the information gathered or
contained in one module is hidden and can't be accessed by any other
modules.

7. Refactoring (Reconstruct something): Refactoring simply means
reconstructing something in such a way that it does not affect the behavior of
any other features. Refactoring in software design means reconstructing the
design to reduce complexity and simplify it without impacting the behavior
or its functions.

Different levels of Software Design
There are three different levels of software design. They are:

1. Architectural Design: The architecture of a system can be viewed as
the overall structure of the system and the way in which structure
provides conceptual integrity of the system. The architectural design
identifies the software as a system with many components interacting



with each other. At this level, the designers get the idea of the proposed
solution domain.

2. Preliminary or high-level design: Here the problem is decomposed
into a set of modules, the control relationship among various modules
identified, and also the interfaces among various modules are identified.
The outcome of this stage is called the program architecture. Design
representation techniques used in this stage are structure chart and
UML.

3. Detailed design: Once the high-level design is complete, a detailed
design is undertaken. In detailed design, each module is examined
carefully to design the data structure and algorithms. The stage outcome
is documented in the form of a module specification document.

The Design model

Design models in software engineering serve as blueprints that translate
software requirements into a detailed plan for implementation. They provide
various perspectives on the system's structure, behavior, and data.

Key design model concepts include:

1. Architectural Design Model:

This model defines the overall structure of the system, breaking it down into
major components, their responsibilities, and how they interact.

Example: For an e-commerce application, an architectural design might depict
a layered architecture with presentation, application, and data layers, showing
how user requests flow from the web browser through these layers to the

database and back.



2. Interface Design Model:

This model specifies how different components of the system, and the system
itself, interact with external entities (users, other systems).

Example: In a banking application, the interface design for a user login module
would detail the input fields (username, password), validation rules, and the

expected output (successful login, error message).

3. Component-Level Design Model:
This model focuses on the internal design of individual components, detailing
their data structures, algorithms, and how they perform their specific

functions.

Example: For the "send message" component in an instant messaging system,
the component-level design would specify the data structure for a message
object, the algorithm for encrypting the message, and how it interacts with the

network transmission module.

4. Data Design Model:

This model describes the data structures required by the software, including
how data is stored, organized, and accessed.

Example: In a social media application, the data design might include entity-
relationship diagrams (ERDs) showing tables for users, posts, comments, and

their relationships, along with data types and constraints for each attribute.

5. Deployment-Level Design Model:

This model illustrates how the software components are mapped to physical
hardware and network infrastructure.

Example: For a cloud-based application, the deployment design would show



how different services (e.g., web server, database server, microservices) are
deployed on virtual machines or containers, and how they communicate

across a network.

These design models often utilize standardized notations like the Unified
Modeling Language (UML) to represent their concepts diagrammatically,
facilitating clear communication and understanding among development

teams.

Creating an architectural design: Software Architecture

The software needs an architectural design to represent the design of the
software. [EEE defines architectural design as "the process of defining a
collection of hardware and software components and their interfaces to
establish the framework for the development of a computer system." The
software that is built for computer-based systems can exhibit one of these

many architectural styles.

Software Architecture defines fundamental organization of a system and
more simply defines a structured solution. It determines how the various
components of a software system are assembled, how they relate to one
another, and how they communicate. Essentially, it serves as a blueprint for

the application and a foundation for the development team to build upon.

Software architecture defines a list of things which results in making many

things easier in the software development process.
o System structure: The organization and arrangement of components.

« System behavior: The expected functionality and performance.



« Componentrelationships: How different parts of the system interact.

« Communication structure: The way components communicate with

each other.

« Stakeholder balance: Meeting the needs and expectations of all

stakeholders.

o Team structure: How the development team is organized and

coordinated.

« Early design decisions: Making important choices early on to guide

development.
Key Characteristics of Software Architecture

Software architecture is a multifaceted concept, and architects often
categorize its characteristics based on various factors such as operation,
requirements, and structure. Here are some important characteristics to

consider:
Operational Architecture Characteristics
« Availability: The system should be accessible when needed.

« Performance: The system should meet performance goals such as

speed and responsiveness.
« Reliability: The system should work consistently without failure.

o Fault tolerance: The system should gracefully handle errors and

failures.
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Scalability: The system should be able to handle increasing loads

without performance degradation.

Structural Architecture Characteristics

Configurability: The ability to configure the system according to needs.

Extensibility: The system should be easily extendable to add new

features.

Supportability: The ease with which the system can be maintained and

supported.
Portability: The system should work across different environments.

Maintainability: The system should be easy to update and fix over time.

Cross-Cutting Architecture Characteristics

Accessibility: Ensuring the system is usable by a wide range of people,

including those with disabilities.

Security: Protecting the system from unauthorized access and data

breaches.
Usability: Ensuring the system is easy to use and intuitive for users.
Privacy: Protecting users’ sensitive information.

Feasibility: The system should be realistic to develop within the

constraints.
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Software Architecture Important

Software architecture comes under design phase of software development
life cycle. It serves as one of the first steps in the software development
process. Without software architecture proceeding to software development
is like building a house without designing architecture of house. So software
architecture is one of important part of software application development.

In technical and developmental aspects point of view below are reasons

software architecture are important.

Optimizes quality attributes: Architects select quality attributes to

focus on, such as performance and scalability.

« Facilitates early prototyping: Architecture allows for early prototypes

to be built, offering insight into system behavior.

« Component-based development: Systems are often built using

components, which makes them easier to develop, test, and maintain.

« Adapts to changes: Architecture helps manage and integrate changes

smoothly throughout the development process.

Besides all these software architecture is also important for many other
factors like quality of software, reliability of software, maintainability of

software, Supportability of software and performance of software and so on.
Advantages of Software Architecture

Good software architecture provides several advantages:
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« Solid foundation: It lays the groundwork for a successful project,

guiding development.

« Improved performance: A well-designed architecture can improve

system efficiency.
« Reduced costs: Efficient development practices reduce costs over time.

o Scalability and flexibility: The system can adapt to future changes or

demands.
Disadvantages of Software Architecture
While software architecture is essential, it does come with some challenges:

« Tooling and standardization: Obtaining the right tools and

maintaining consistent standards can sometimes be a challenge.

« Uncertain predictions: It's not always possible to predict the success
of a project based solely on its architecture.
Data Design

Data design in software engineering focuses on structuring and organizing
data within a system to ensure efficiency, integrity, and maintainability.

Key concepts and their examples include:
Data Modeling:
The process of creating a visual representation of the data within a system,

showing entities, attributes, and their relationships.

Example: In an e-commerce system, a conceptual data model might show
entities like "Customer," "Product,” and "Order," with attributes like
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"customer ID," "product name," and "order date," and relationships like "a

customer places an order" and "an order contains products.”

Data Structures:

The specific ways data is organized and stored to facilitate efficient access and
manipulation.

Example: Using a LinkedList to store a sequence of items where frequent
insertions and deletions are expected, or a HashMap for fast lookups based on
a key (e.g., storing user profiles by user ID).

Data Hiding (Encapsulation):

The principle of restricting direct access to an object's internal data and
exposing only necessary interfaces.

Example: A BankAccount class might have private attributes

for balance and accountNumber, with public methods

like deposit(), withdraw(), and getBalance() to interact with them, preventing
direct manipulation of the balance.

Database Design:

The process of structuring a database to store and retrieve data efficiently,
considering different types of databases.

Relational Database Example: Designing tables in a SQL database for a
library system, with Bookstable (ISBN, Title, Author), Members table
(MemberID, Name, Address), and a Loanstable linking them (LoanlID,
BookISBN, MemberID, LoanDate, ReturnDate).

NoSQL Database Example: Using a document database like MongoDB to
store flexible Product documents, each containing product details, reviews,
and related images, without a rigid schema.
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Data Integrity:

Ensuring the accuracy, consistency, and reliability of data throughout its
lifecycle.

Example: Implementing validation rules in a web form to ensure users enter
a valid email address format or setting a NOT NULL constraint on a database
column to prevent empty values.

Data Flow Diagrams (DFDs):

Graphical representations that illustrate how data moves through a system,
from input to output.

Example: A DFD for an online order processing system showing data flowing
from "Customer” (input) to "Order Processing" (process), then to "Inventory
Management" and "Payment Gateway," and finally to "Shipping" (output).

Architectural Styles and Patterns:

Software architecture styles and patterns provide frameworks for organizing
systems, with styles offering broad concepts and patterns detailing specific
solutions to common problems. Key examples include Layered
architecture for organizing code into tiers, Microservices for building
applications as small, independent services, Event-Driven Architecture
(EDA) for real-time systems, and the Client-Server model for requests and

responses.

Architectural Styles
These are high-level ways to structure an application, defining modules and

their relationships.

Layered (N-Tier) Architecture: Organizes code into horizontal layers, such

as presentation, business logic, and data access.
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Example: A typical e-commerce application where the front-end
(presentation layer) interacts with the back-end (business logic), which in
turn communicates with a database (data access layer).

Client-Server:A system where clients request services from a central server.
Example: Web browsers (clients) requesting web pages from web servers.

Service-Oriented Architecture (SOA): Structures an application as a
collection of loosely coupled, reusable services that communicate via well-
defined interfaces.

Example: A bank's system where separate services handle account
management, funds transfers, and customer information, all interacting with
each other.

Monolithic Architecture: An application built as a single, large, indivisible
unit, with all its components bundled together.

Example: A simple web application deployed as a single executable or web
archive (WAR file).

Microservices Architecture:A modern evolution of SOA, decomposing an

application into small, independent services that are deployed and managed
separately.

Example: A large e-commerce platform with separate microservices for user
authentication, product catalog, order processing, and payment.

Architectural Patterns
These are specific, repeatable solutions to common problems within a given
architectural style.

Model-View-Controller (MVC): Separates an application into three
interconnected components: Model (data and business logic), View (user
interface), and Controller (handles user input).
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Example: A mobile app or web application where the Ul (View) is updated
based on data from the backend (Model), all coordinated by user actions
(Controller).

Event-Driven Architecture (EDA):A design pattern where components
communicate asynchronously by producing and reacting to events.

Example: An e-commerce system that publishes an "Order Placed" event,
which then triggers other services to handle inventory, shipping, and
notifications.

Pipe-Filter Pattern:Data flows through a series of processing steps (filters)
connected by pipes, transforming the data at each stage.

Example: A data processing pipeline that reads data, validates it, transforms
it into a specific format, and then writes it to a database.

Hexagonal Architecture (Ports and Adapters): Decouples the core
application logic from external concerns (like user interfaces or databases)
through well-defined ports and adapters.

Example: An application that can easily switch between different database
types or different user interfaces by swapping out their respective adapters
without changing the core business logic.

Architectural design

The software needs an architectural design to represent the design of the
software. IEEE defines architectural design as "the process of defining a
collection of hardware and software components and their interfaces to
establish the framework for the development of a computer system." The
software that is built for computer-based systems can exhibit one of these

many architectural styles.
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Taxonomy of Architectural Styles

1] Data centered architectures:

« A data store will reside at the center of this architecture and is accessed
frequently by the other components that update, add, delete, or modify

the data present within the store.

o The figure illustrates a typical data-centered style. The client software
accesses a central repository. Variations of this approach are used to
transform the repository into a blackboard when data related to the
client or data of interest for the client change the notifications to client

software.

o This data-centered architecture will promote integrability. This means
that the existing components can be changed and new client
components can be added to the architecture without the permission or

concern of other clients.
« Data can be passed among clients using the blackboard mechanism.
Advantages of Data centered architecture:

« Repository of data is independent of clients
o C(Client work independent of each other
« It may be simple to add additional clients.

« Modification can be very easy
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Data flow architectures:

This kind of architecture is used when input data is transformed into
output data through a series of computational manipulative
components.

The figure represents pipe-and-filter architecture since it uses both pipe
and filter and it has a set of components called filters connected by lines.

Pipes are used to transmitting data from one component to the next.

Each filter will work independently and is designed to take data input of
a certain form and produces data output to the next filter of a specified
form. The filters don't require any knowledge of the working of
neighboring filters.

If the data flow degenerates into a single line of transforms, then it is
termed as batch sequential. This structure accepts the batch of data and
then applies a series of sequential components to transform it.

Advantages of Data Flow architecture:
It encourages upkeep, repurposing, and modification.

With this design, concurrent execution is supported.
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Disadvantage of Data Flow architecture:
It frequently degenerates to batch sequential system

Data flow architecture does not allow applications that require greater
user engagement.

[t is not easy to coordinate two different but related streams
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Data Flow architecture
3] Call and Return architectures

It is used to create a program that is easy to scale and modify. Many sub-
styles exist within this category. Two of them are explained below.

Remote procedure call architecture: This components is used to
present in a main program or sub program architecture distributed
among multiple computers on a network.

Main program or Subprogram architectures: The main program

structure decomposes into number of subprograms or function into a

control hierarchy. Main program contains number of subprograms that
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can invoke other components.

Main
Program

Controller  — Controller

Subprogram Sl A UL Subprogram

Application Application Application Application Application Application
Subprogram Subprogram i Subprogram Subprogram Subprogram Subprogram

4] Object Oriented architecture

The components of a system encapsulate data and the operations that
must be applied to manipulate the data. The coordination and
communication between the components are established via the
message passing.

Characteristics of Object Oriented architecture:
Object protect the system's integrity.

An object is unaware of the depiction of other items.
Advantage of Object Oriented architecture:

It enables the designer to separate a challenge into a collection of
autonomous objects.

Other objects are aware of the implementation details of the object,
allowing changes to be made without having an impact on other objects.

5] Layered architecture

A number of different layers are defined with each layer performing a
well-defined set of operations. Each layer will do some operations that
becomes closer to machine instruction set progressively.
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o At the outer layer, components will receive the user interface
operations and at the inner layers, components will perform the
operating system interfacing(communication and coordination with OS)

o Intermediate layers to utility services and application software
functions.

« One common example of this architectural style is OSI-ISO (Open
Systems Interconnection-International Organisation for
Standardisation) communication system.
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Layered architecture
Strategic approaches to software testing

Strategic approaches to software testing include risk-based

testing, requirements-based testing, analytical strategy, model-based
testing, and methodical approaches. A risk-based approach, for example,
prioritizes testing for the most critical or high-risk functions first, such as user
authentication, while a requirements-based strategy ensures every
documented requirement is met through specific test cases.
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Examples of strategic approaches

1. Risk-based testing

Strategy: This is an analytical approach that focuses testing efforts on
areas that pose the highest risk to the project or users.

Example: In an e-commerce application, the team would prioritize
testing the payment processing, user login, and credit card information
handling, as failures in these areas have the most severe consequences.
Less critical features like "wish list" functionality would receive less
attention initially.

2. Requirements-based testing

Strategy: This strategy ensures that the software meets all specified
requirements by designing test cases directly from the requirements
documentation.

Example: If a requirement states, "The password must be at least 8
characters long and include one uppercase letter and one number," the
test cases would be specifically designed to check this requirement.
Tests would be created to verify that passwords that meet the criteria
are accepted, and those that don't are rejected with an appropriate
error message.

3. Model-based testing

Strategy: A model is created to represent the software's structure or
behavior, and test cases are automatically generated from this model.

Example: For a state-machine-based feature like a shopping cart, a
model could represent states like "empty," "items added,” and "checked
out." Test cases would then be automatically generated to navigate
through these states, ensuring the system behaves correctly at each
transition (e.g., moving from "items added" to "checked out" after
payment).
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4. Methodical testing

o Strategy: This is a combination of structured methodologies and
systematic procedures to ensure comprehensive testing.

« Example: A project might use a methodical approach that includes:
o Unit testing for individual components.

o Integration testing to ensure components work together.

o System testing on the complete system.

o Acceptance testing with the end-user to validate requirements
from a user perspective.

5. Dynamic and heuristic approaches

o Strategy: Dynamic testing involves observing and evaluating the
software's performance and behavior while it's running. Heuristic
approaches involve experience and intuition to find defects.

« Example: A dynamic approach is used in performance testing to
assess how a web application performs under a heavy user load. A
heuristic approach is used in exploratory testing, where testers
simultaneously learn about the system, design tests, and execute them
based on their intuition to find bugs that might not have been covered
by scripted tests.

Software testing Strategies

The main objective of software testing is to design the tests in such a way
that it systematically finds different types of errors without taking
much time and effort so that less time is required for the development of
the software. The overall strategy for testing software includes:
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Software testing Strategies

Before testing starts, it's necessary to identify and specify the
requirements of the product in a quantifiable manner. Different
characteristics quality of the software is there such as maintainability that
means the ability to update and modify, the probability that means to
find and estimate any risk, and usability that means how it can easily be
used by the customers or end-users. All these characteristic qualities
should be specified in a particular order to obtain clear test results without

any error.

1. Specifying the objectives of testing in a clear and detailed
manner. Several objectives of testing are there such as effectiveness
that means how effectively the software can achieve the target, any
failure that means inability to fulfill the requirements and perform
functions, and the cost of defects or errors that mean the cost required
to fix the error. All these objectives should be clearly mentioned in the

test plan.

2. For the software, identifying the user’s category and developing a
profile for each user.Use cases describe the interactions and
communication among different classes of users and the system to
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achieve the target. So as to identify the actual requirement of the users
and then testing the actual use of the product.

3. Developing a test plan to give value and focus on rapid-cycle
testing. Rapid Cycle Testing is a type of test that improves quality by
identifying and measuring the any changes that need to be required for
improving the process of software. Therefore, a test plan is an
important and effective document that helps the tester to perform
rapid cycle testing.

4. Robust software is developed that is designed to test itself. The
software should be capable of detecting or identifying different
classes of errors. Moreover, software design should allow automated
and regression testing which tests the software to find out if there is any
adverse or side effect on the features of software due to any change in
code or program.

5. Before testing, using effective formal reviews as a filter. Formal
technical reviews is technique to identify the errors that are not
discovered yet. The effective technical reviews conducted before testing
reduces a significant amount of testing efforts and time duration
required for testing software so that the overall development time of
software is reduced.

Test strategies for conventional software

Conventional testing is defined as traditional testing where the main aim is
to check whether all the requirements stated by the user are achieved.

« The difference between conventional testing and other testing approach
is that it concentrates on checking all the requirements given by the
user rather than following a software development life cycle.

« Conventional testing mainly focuses on functional testing.

o This testing is being performed by a dedicated team of software testers.
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Test strategies for conventional software in software engineering involve a
systematic approach to ensure the quality and functionality of the
software. These strategies often follow a hierarchical model, moving from
testing individual components to testing the entire integrated system.

1. Unit Testing:

This strategy focuses on testing individual units or components of the
software in isolation. The goal is to verify that each unit functions correctly
according to its specifications.

Example: Testing a specific function in a calculator application to ensure it
correctly performs addition, subtraction, multiplication, or division for
various inputs.

2. Integration Testing:

After unit testing, this strategy focuses on testing the interactions and
interfaces between different integrated units or modules. The aim is to
uncover defects arising from the combination of components.

Example: In an e-commerce application, testing the integration between the
user authentication module and the shopping cart module to ensure a logged-
in user can add items to their cart seamlessly.

3. System Testing:

This strategy evaluates the complete and integrated software system to verify
that it meets the specified requirements. It often includes functional and non-
functional testing aspects.

Example: Testing an entire banking system to ensure all features (account
management, transactions, security) work as expected and that the system
performs well under expected load.
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4. Validation Testing (Acceptance Testing):

This final phase of testing ensures that the software meets the user's or
customer's requirements and expectations. It is often conducted by end-users
or stakeholders.

Example: A client using a newly developed project management tool to verify
that it addresses their specific workflow needs and provides the required

reporting functionalities.

5. Regression Testing:

This strategy involves re-executing previously passed test cases after changes
or modifications have been made to the software. Its purpose is to ensure that
the changes have not introduced new defects or negatively impacted existing
functionalities.

Example: After adding a new feature to a social media application, re-running
tests for core functionalities like posting, liking, and commenting to ensure

they still work correctly.

6. Performance Testing:

This strategy assesses the software's performance characteristics, such as
speed, scalability, stability, and resource usage under various load conditions.

Example: Testing a website's response time and stability when accessed by a
large number of concurrent users to identify potential bottlenecks.

Validation testing

Validation testing in software engineering focuses on confirming that the
software meets the user's requirements and expectations, essentially
ensuring "are we building the right system?". This differs from verification,
which confirms "are we building the system right?".
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Here are key types of validation testing with examples:
User Acceptance Testing (UAT):

This is performed by end-users or client stakeholders to ensure the system
meets their business needs and is fit for purpose in a real-world scenario.

« Example: A client tests a new online banking application,
performing transactions, checking balances, and paying bills to
ensure it functions as expected for their daily financial activities.

Functional Testing:

This verifies that each function of the software operates according to the
specified requirements. It's often black-box testing, focusing on inputs and
outputs without considering internal code structure.

« Example: Testing a login feature to ensure that valid credentials
grant access and invalid credentials result in an error message.

System Testing:

This tests the entire integrated system to ensure it meets the specified
requirements and functions correctly as a whole. It includes testing
interactions between different modules and external systems.

o Example: Testing an e-commerce website end-to-end, from
adding items to the cart, through checkout, to order confirmation
and inventory updates.

Alpha Testing:

This is an internal validation testing phase, typically conducted by a small
group of internal testers (often developers and QA) before external release.

« Example: A software development team tests a new feature
internally, identifying and reporting bugs before it's released to a
wider beta testing group.

29



Beta Testing:

This involves releasing a pre-release version of the software to a select
group of external users (beta testers) in a real-world environment to
gather feedback and identify issues.

« Example: A company releases a beta version of a new mobile app
to a group of early adopters, who use it and provide feedback on
usability, performance, and bugs.

Operational Acceptance Testing (OAT):

This ensures that the system is ready for operational use, covering aspects
like backup and recovery, security, and performance under production
conditions.

« Example: Testing the backup and restore procedures for a critical
database system to ensure data can be recovered effectively in
case of a failure.

Regression Testing:

This is performed to ensure that new changes or additions to the
software have not adversely affected existing functionalities or introduced
new defects.

Example: After adding a new payment gateway to an e-commerce
platform, regression tests are run to confirm that existing payment
methods still function correctly and no new bugs have been introduced in
other areas of the checkout process.

System testing

System testing in software engineering involves evaluating a fully
integrated and complete software system to ensure it meets the specified
requirements. It is a crucial phase that comes after unit and integration
testing, focusing on the system's overall functionality, performance,
security, and reliability from an end-to-end perspective.
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Here are some types of system testing with examples:

« Functional Testing:

Purpose: Verifies that all features and functionalities of the
software work as intended according to the requirements.

Example: In an e-commerce application, functional testing would
involve verifying that users can successfully add items to a
shopping cart, proceed to checkout, make a payment, and receive
an order confirmation.

Performance Testing:

Purpose: Assesses the system's responsiveness, stability,
scalability, and resource usage under various load conditions.

Example: For a banking application, performance testing might
involve simulating thousands of concurrent users performing
transactions to check the system's response time, throughput, and
stability under heavy load.

Security Testing:

Purpose: Identifies vulnerabilities and weaknesses in the system
that could be exploited by malicious actors.

Example: In a social media platform, security testing would
involve attempting to bypass login mechanisms, inject malicious
code (e.g., SQL injection, XSS), or access unauthorized user data.

Usability Testing:

Purpose: Evaluates how easy and intuitive the software is for
end-users to learn and operate.

Example: For a mobile application, usability testing might involve
observing real users navigating through the app, performing
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specific tasks, and gathering feedback on the user interface and
overall user experience.

Recovery Testing:

Purpose: Verifies the system's ability to recover from failures,
crashes, or data loss.

Example: In a database system, recovery testing would involve
simulating a power outage or a server crash and then verifying
that the system can restart, restore data integrity, and resume
normal operations without data loss.

Regression Testing:

Purpose: Ensures that new changes or bug fixes introduced into
the system do not negatively impact existing functionalities.

Example: After a new feature is added to a content management
system, regression testing would involve re-running previously
passed test cases for existing functionalities (e.g., user login,
content creation, page editing) to ensure they still work correctly.

Migration Testing:

Purpose: Verifies a smooth and accurate transition when
migrating data or systems from an old environment to a new one.

Example: When upgrading a company's internal software from an
older version to a newer one, migration testing ensures that all
data is correctly transferred, and the new system functions as
expected with the migrated data.
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Art of Dubugging

Debugging in software engineering is the systematic process of finding,
isolating, and resolving defects or "bugs" in software code. It is an essential
skill that transforms a developer's ability to create robust and reliable
applications. The "art" of debugging lies in the combination of technical

proficiency, logical reasoning, and a methodical approach to problem-solving.
Key Steps in Debugging:
Reproduce the Bug:

The first and most critical step is to consistently replicate the issue. This
involves understanding the exact conditions and steps that lead to the bug's
occurrence. Without a reproducible bug, identifying the root cause becomes

significantly more challenging.
Isolate the Problem:

Once the bug is reproducible, the next step is to narrow down the section of

code or component responsible.

Print Statements /Logging: Inserting print statements or using logging
frameworks to output variable values, execution flow, and other relevant

information at various points in the code.

Using a Debugger: Utilizing an Integrated Development Environment (IDE)
debugger to set breakpoints, step through code line by line, inspect variable

values, and examine the call stack.

Binary Search Debugging: For larger codebases, commenting out or

reverting sections of code to isolate the problematic area.
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Identify the Root Cause:

With the problematic area identified, the focus shifts to understanding why
the bug is happening. This involves analyzing the code, data flow, and

interactions between different components. Common causes include:
Logical errors

Incorrect assumptions about data or external systems

Off-by-one errors in loops or array indexing

Resource leaks (memory, file handles)

Race conditions in concurrent programming

Formulate and Implement a Fix:

Once the root cause is understood, a solution is devised and
implemented. This might involve correcting a logical flaw, adding error

handling, optimizing resource usage, or addressing concurrency issues.

Test the Fix:

After implementing the fix, thorough testing is crucial to ensure that the bug
has indeed been resolved and that no new issues (regressions) have been
introduced. This often involves running the original steps to reproduce the
bug, as well as running relevant unit and integration tests.

Example: Debugging a Python Script

Consider a simple Python script designed to calculate the average of a list of

numbers, but it sometimes produces an incorrect result:

Python
def calculate_average(numbers):
total = 0
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for i in range(len(numbers)):
total += numbersJi]
return total / len(numbers)
data =[10, 20, 30, 0]
average = calculate_average(data)

print(f"The average is: {average}")
Debugging Steps:
Reproduce:

Running this code with data = [10, 20, 30, 0] produces an average of 15.0. If

the expected average was 20.0 (excluding the zero), the bug is reproduced.

Isolate:
The issue likely lies within the calculate_average function. We can add print
statements to inspect total and len(numbers):
Python
def calculate_average(numbers):
total = 0
for i in range(len(numbers)):
total += numbers]i]

print(f"Total: {total}, Number of elements: {len(numbers)}") # Added

print

return total / len(numbers)

This reveals Total: 60, Number of elements: 4. The calculation 60 / 4 correctly
yields 15.0. The problem is not in the calculation, but in the input data or the

intended logic.
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Identify Root Cause: The intended behavior was to calculate the average of

non-zero numbers. The presence of 0 in the data list is skewing the average.

Fix: Modify the calculate_average function to exclude zeros:
Python
def calculate_average(numbers):
valid_numbers = [num for num in numbers if num != 0] # Exclude zeros
if not valid_numbers: # Handle empty list after filtering
return 0
total = sum(valid_numbers)

return total / len(valid_numbers)

Test: Rerunning with data = [10, 20, 30, 0] now produces 20.0, which is the
expected result. Testing with an empty list or a list containing only zeros

would also be prudent.
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