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PREREQUISITES: Courses on “Computer Networks ~ and “Artificial Intelligence”.

COURSE EDUCATIONAL OBJECTIVES:
CEO1 To understand the basics of Internet of Things.

CEO2 To get an idea of some of the application areas where Internet of Things can be
applied.
CEOQO3 To understand the middleware for Internet of Things.

CEO4 To understand the concepts of Web of Things.
CEO5 To understand the IOT protocols.

UNIT -1: INTRODUCTION TO INTERNET OF THINGS ‘ Lecture Hrs:12

Introduction, Definition and characteristics of 10T - Physical Design of 10T-Things in 10T, loT protocols-Logical
design of loT- loT Functional blocks, 10T Communication Models, 10T Communication APIs- 10T Enabling
Technologies- Wireless Sensor Networks, Cloud Computing, Big Data Analytics, Communication protocols,
Embedded Systems-10T Levels and Deployment Templates-lot Level-1,l0T Level-2, 10T Level-3,

loT Level-4, 10T Level-5, IoT Level-6. Domain Specific loT.

UNIT —11: 10T AND M2M Lecture Hrs:10

Introduction-M2M-Difference between 10T and M2M-SDN and NFV for 1oT-Software Defined Networking,
Network Function Virtualization-1oT system Management with NETCONF-YANG.

Need for 10T Systems Management- Simple Network Management Protocol(SNMP)-Limitations of SNMP-
Network Operator Requirements-NETCONF-YANG-10T Systems Management with NETCONF-YANG-
Netopeer.

UNIT — 11 :DEVELOPING INTERNET OF THINGS Lecture Hrs:12

loT platforms Design Methodology: Introduction-1oT design Methodology-Step 1:Purpose and Requirements
specification, Step 2:Process specification, step 3:Domain model Specification, step 4:Information Model
Specification ,step 5:Service Specifications, step 6:10T Level Specification, Step 7:Functional view specification,
step 8:Operational view specification, step 9:Device and Component Integration, Step 10:Application Development-
Case study on loT system for weather Monitoring-Motivation for using Python-1oT systems-Logical Design using
Python-Introduction- Installing Python-Python data Types & Data Structures- Numbers, Strings, Lists, Tuples,
Dictionaries, Type Conversions- Python Packages of interest for

0T- JSON, XML, HTTP Lib & URL Lib ,SMTP Lib.

UNIT - IV: INTEGRATEDBILLING SOLUTIONS IN THE INTERNET OF THINGS Lecture Hrs:12

Cost of RFID and the Internet of Things, Benefits of RFID and the Internet of things, Cost Benefit sharing, A
technical framework for Integrating Billing Capabilities into the EPC global Network-Business Models for the
Internet of Things-Business Models and Business Model Innovation-Value creation in the Internet of Things-
Exemplary Business Model Scenarios for the Internet of Things.

UNIT - V:WEB OF THINGS Lecture Hrs:10
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From the internet of things to the web of things-Designing REST ful smart things-Modeling Functionality as Linked
Resources-Future of Web of things-Real time web of things, Finding and Describing Smart Things,

Sharing Smart Things-Discussing the future Web of things-Conclusion- Semantic Web-Semantic web
services, Semantic web services processes and Lifecycle-Ontology-Ontology Engineering Methodologies,
Application of Ontology Engineering in the Internet of Things, Ontology and the Organizational Perspective,
Ontology and the I-T system Perspective, Ontology and the Data Perspective.

TEXT BOOKS :

1.Internet of Things, A hands-ON approach, Arshdeep Bahga, Vijay Madisetti.

2.Architecting the Internet of Things, Dieter Uckelmann,Mark Harrison, Florian Michahelles.

REFERENCE BOOKS:

1. Networks, Crowds, and Markets: Reasoning About a Highly Connected World, 2010, David Easley and Jon
Kleinberg, Cambridge University Press.

2. The Internet of Things: Applications to the Smart Grid and Building Automation, 2012, Olivier
Hersent, Omar Elloumi and David Boswarthick — Wiley.

3. The Internet of Things — Key applications and Protocols, 2012, Olivier Hersent, David Boswarthick,
Omar Elloumi, Wiley.

COURSE OUTCOMES: POs related to COs
On successful completion of this course, students will be able to:
CO1 | Demonstrate the basic introduction about 10T technologies, Domain PO1
specific application
CO2 | Summarize about loT with machine to machine and system management PO1,PO2, PO3
CO3 | Outline loT specification, implementation and protocols PO1,PO2, PO3,PO5
CO4 | Apply 10T in billing solution PO1,PO2, PO3,PO4
CO5 | Relate web of things with 10T and apply 10T in semantic web and ontology. PO1,PO2, PO3,PO4,
PO5
O-PO MAPPING( DETAILED; HIGH:3; MEDIUM:2; LOW:1)
Course PO
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COs
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UNIT-I
INTRODUCTION TO 10T

"Reliable communication is the backbone of every successful 10T system."

— Anonymous
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Unit Overview

This unit introduces the fundamental concepts of the Internet of Things (l1oT), including its definition,
characteristics, architecture, and design principles. It explains the physical and logical design of loT systems,
loT functional blocks, communication models, APIs, and enabling technologies such as Wireless Sensor
Networks (WSN), Cloud Computing, Big Data Analytics, Communication Protocols, and Embedded
Systems. The unit also covers 10T deployment levels (Levels 1-6) and domain-specific 10T applications,

providing a foundation for designing and implementing smart 10T solutions.

Objectives of the Unit
After completing this unit, students will be able to:

Understand the basic concepts, definition, and characteristics of the Internet of Things.
Explain the physical and logical design of 10T systems.

Describe 10T functional blocks, communication models, and communication APIs.
Identify the enabling technologies used in [0T applications.

Understand the role of Wireless Sensor Networks, Cloud Computing, Big Data Analytics,
Communication Protocols, and Embedded Systems in l1oT.

Explain different 10T deployment levels (Level 1 to Level 6).

7. Explore domain-specific 10T applications in various sectors.

arowpneE

o

Learning Outcomes
Upon successful completion of this unit, students will be able to:

CO1: Define the Internet of Things and explain its characteristics and architecture.

CO2: Describe the physical and logical design components of 10T systems.

CO3: Analyze IoT functional blocks, communication models, and APIs used in 10T applications.

CO4: Explain the enabling technologies that support 0T systems.

CO5: Differentiate between 10T deployment levels (Level 1-Level 6) based on application requirements.

CO6: Identify and discuss 10T applications in various domains such as healthcare, agriculture, smart cities,
transportation, and industry.

Importance of Studying this Unit

e Provides the foundation for understanding Internet of Things technologies.

e Helps students understand how smart devices communicate and exchange data.

e Introduces the architecture and design principles of 10T systems.

e Explains the technologies that enable intelligent connected systems.

e Develops knowledge of communication protocols and cloud-based 10T services.

e Builds the ability to design scalable 10T solutions using different deployment models.
e Prepares students for advanced 10T concepts, research, and industrial applications.
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Key Concepts

Internet of Things (10T)
Definition and Characteristics of 10T
Physical Design of 10T

Things in 10T

0T Protocols

Logical Design of loT

0T Functional Blocks

loT Communication Models

IoT Communication APIs

loT Enabling Technologies
Wireless Sensor Networks (WSN)
Cloud Computing

Big Data Analytics
Communication Protocols
Embedded Systems

0T Deployment Templates

0T Level-1

0T Level-2

loT Level-3

loT Level-4

loT Level-5

0T Level-6

e Domain-Specific IoT Applications
e Smart Devices and Sensors

e Data Acquisition and Processing
e |0T System Architecture

e Connected Intelligent Systems

0T comprises of things that have unique identities and are connected to internet. 10T is not limited
to just connecting things to the internet but also allow things to communicate and exchange data.

Definition:

A dynamic global network infrastructure with self configuring capabilities based on standard and
interoperable communication protocols where physical and virtual things that have identities,
physical attributes and virtual personalities and use intelligent interfaces, and are seamlessly
integrated into information network, often communicate data associated with users and their
environments.
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Characteristics of 10T:

The Internet of Things (1oT) is a network of physical devices embedded with sensors, software, and
connectivity that collect, exchange, and act on data. Its core characteristics include connectivity to link
networks, autonomy for automated tasks, and scalability to handle vast numbers of devices.

The defining characteristics of 10T systems include:

o Connectivity: Devices communicate via Wi-Fi, Bluetooth, 5G, or low-power networks to transmit data
to the cloud or other machines.

e Sensing and Data Collection: Embedded sensors continuously gather real-time data from the physical
environment (e.g., temperature, motion, location).

e Automation and Control: Devices can automatically perform functions and make adjustments without
human intervention (e.g., smart thermostats adjusting room temperatures).

e Scalability: 10T networks can easily expand from a few devices to millions without major systemic
overhauls, supporting massive growth.

e Interoperability: Technologies allow devices and platforms from different manufacturers to
communicate and work together seamlessly.

o Intelligence: 10T integrates artificial intelligence and machine learning to analyze the vast amounts of
data collected, enabling predictive analysis and smart decision-making.

e Security: Safeguarding sensitive personal and operational data through encryption and authentication is
critical due to the ubiquity of connected endpoints.

o Dynamic Nature: 10T systems dynamically adapt to changing conditions and environments

autonomously (e.g., adapting to new network traffic flows or user contexts).

Applications of 10T:

1) Home

2) Cities

3) Environment
4) Energy

5) Retail

6) Logistics
7) Agriculture
8) Industry

9) Health & LifeStyle
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Physical Design of 1oT

1) Thingsin IoT:

Connectivity Processor Audio/Video I/O Interfaces
Interfaces (for sensors,
USB Host CPU HDMI actuators, etc.)
3.5 di
RJ45/Ethernet THIN @R UART
RCA video
SPI
Memory Interfaces | Graphics Storage Interfaces
12C
NAND/NOR EPis =
MMC CAN
DDR1/DDR2/DDR3
SDIO

The things in 10T refers to 10T devices which have unique identities and perform remote sensing,
actuating and monitoring capabilities. 10T devices can exchange data with other connected devices
applications. It collects data from other devices and process data either locally or remotely.

An 10T device may consist of several interfaces for communication to other devices both wired

and wireless. These includes (i) I/0O interfaces for sensors, (ii) Interfaces for internet
connectivity (iii) memory and storage interfaces and (iv) audio/video interfaces.

The physical design of an Internet of Things (loT) system refers to the tangible hardware, node devices,
and low- level communication protocols that form the foundation of the 10T ecosystem. Think of it as the
"eyes, ears, and nerves" of the system—the physical elements responsible for gathering environmental data

and transmitting it to the cloud.
The physical design of an 10T system can be broken down into three core components:
1. 10T Devices (The "Things')
These are the physical objects that possess unique identities and interact with their environment.
2. Hardware Interfaces

The internal connections and pathways that allow processing units to interact with peripherals.

3. Connectivity & Protocols
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These establish how devices communicate with servers and other machines over networks. It is generally

structured using a 4-layer protocol stack.

Things of 10T
The Internet of Things (IoT) enables physical objects equipped with sensors and communication

modules to collect and exchange data. 'Things' refers to these machines or physical objects that help

automate operations, monitor environments and support intelligent decision-making across diverse

industries. We can categories these objects into categories:

1. Objects with intelligence known as Smart Objects. It can include Smart Thermostat, Smart Door Lock,
Smart Light Bulb, Smart Security Camera, etc.

2. Objects without intelligence known as Non-Smart Objects. It can include Temperature Sensor, PIR
Motion Sensor, RFID Tag, Basic Thermometer, etc.,

Types of 10T Things

e Simple Sensors: Collect raw measurements like heat or vibration.
e Smart Appliances: Offer automated control features for home usage.
e Wearable Devices: Monitor health signals and daily activities.
e Industrial Equipment: Tracks machine status and production metrics.
e Environmental Stations: Measure weather or pollution indicators outdoors.
Internal Components
Some essential components inside 10T Things are:
e Sensors: Capture physical values from surroundings.
e Actuators: Execute mechanical or electrical actions.
e Microcontrollers: Process embedded logic and control flows.
e Wireless Modules: Enable data transmission to gateways or cloud.
e Power Units: Batteries or wired supply provide energy to operate.
Applications

Some applications of 10T Things are:

e Smart Lighting Systems: Adjust brightness automatically based on occupancy, time and ambient

light hence helping reduce unnecessary energy usage.
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Fleet Tracking: Monitor vehicle location, fuel consumption, driver behavior and route deviations to
improve logistics planning.

Remote Health Devices: Collect heartbeat, oxygen saturation, sleep cycles and movement patterns to
support continuous patient monitoring and early diagnosis.

Smart Retail Shelves: Detect inventory depletion, track product frequency and notify supply systems
to maintain stock availability.

Home Security Sensors: Identify unauthorized door access, glass break or motion inside restricted

areas and trigger alarms or notifications instantly.

10T Protocols:

Application Layer

HTTP CoAP WebSockets
MQTT XMPP DDS AMOQP
Transport Layer
TCP UDP
Network Layer
IPv4 IPve 6LOWPAN
Link Layer
802.3 - Ethernet 802.16 - WiMax 2G/3G/LTE —

Cellular

802.11 - WiFi 802.15.4 — LR-WPAN

A) Link Layer : Protocols determine how data is physically sent over the network‘s physical
layer or medium. Local network connect to which host is attached. Hosts on the same link
exchange data packets over the link layer using link layer protocols. Link layer determines
how packets are coded and signaled by the h/w device over the medium to which the host is
attached.

Protocols:

802.3-Ethernet: IEEE802.3 is collection of wired Ethernet standards for the link layer.
Eg: 802.3 uses co-axial cable; 802.3i uses copper twisted pair connection; 802.3] uses fiber
optic connection; 802.3ae uses Ethernet overfiber.

802.11-WiFi: IEEE802.11 is a collection of wireless LAN(WLAN) communication
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standards including extensive description of link layer. Eg: 802.11a operates in 5GHz band,
802.11b and 802.11g operates in 2.4GHz band, 802.11n operates in 2.4/5GHz band,
802.11ac operates in 5GHz band, 802.11ad operates in 60Ghzband.

e 802.16 - WiMax: IEEE802.16 is a collection of wireless broadband standards including
exclusive description of link layer. WiMax provide data rates from 1.5 Mb/s to 1Gb/s.
e 802.15.4-LR-WPAN: IEEE802.15.4 is a collection of standards for low rate wireless

personal area network(LR-WPAN). Basis for high level communication protocols such as
ZigBee. Provides data rate from 40kb/s to250kb/s.

e 2G/3G/4G-Mobile Communication: Data rates from 9.6kb/s(2G) to up to100Mb/s(4G).

B) Network/Internet Layer: Responsible for sending IP datagrams from source n/w to
destination n/w. Performs the host addressing and packet routing. Datagrams contains
source and destination address.

Protocols:
e IPv4: Internet Protocol version4 is used to identify the devices on a n/w using a
hierarchical addressing scheme. 32 bit address. Allows total of 2**32addresses.

e |Pv6: Internet Protocol version6 uses 128 bit address scheme and allows 2**128
addresses.

e 6LOWPAN:(IPv6overLowpowerWirelessPersonal AreaNetwork) operates in
2.4 GHz frequency range and data transfer 250 kb/s.

e Transport Layer: Provides end-to-end message transfer capability independent of
theunderlying n/w. Set up on connection with ACK as in TCP and without ACK
as in UDP. Provides functions such as error control, segmentation, flow control
and congestion control.

Protocols:
e TCP: Transmission Control Protocol used by web browsers(along with HTTP and

HTTPS), email(along with SMTP, FTP). Connection oriented and stateless protocol.
IP Protocol deals with sending packets, TCP ensures reliable transmission of protocols
in order. Avoids n/w congestion and congestion collapse.
e UDP: User Datagram Protocol is connectionless protocol. Useful in time sensitive
applications, very small data units to exchange. Transaction oriented and stateless protocol.

Does not provide guaranteed delivery.

C) Application Layer: Defines how the applications interface with lower layer protocols to
send data over the n/w. Enables process-to-process communication using ports.
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Protocols:

e HTTP: Hyper Text Transfer Protocol that forms foundation of WWW. Follow request-
response model Stateless protocol.

e CoAP: Constrained Application Protocol for machine-to-machine (M2M) applications

with constrained devices, constrained environment and constrained n/w. Uses client-
server architecture.

e WebSocket: allows full duplex communication over a single socket connection.
e MQTT: Message Queue Telemetry Transport is light weight messaging protocol based on
publish-subscribe model. Uses client server architecture. Well suited for constrained

environment.

e XMPP: Extensible Message and Presence Protocol for real time communication and streaming
XML data between network entities. Support client-server and server-server communication.

e DDS: Data Distribution Service is data centric middleware standards for device-to-device
or machine-to-machine communication. Uses publish-subscribe model.

e AMQP: Advanced Message Queuing Protocol is open application layer protocol for
business messaging. Supports both point-to-point and publish-subscribe model.

LOGICAL DESIGN of loT

Refers to an abstract represent of entities and processes without going into the low level specifies of
implementation

1) 10T Functional Blocks 2) IoT Communication Models 3) IoT Comm. APIs

1) 10T Functional Blocks: Provide the system the capabilities for identification, sensing,
actuation, communication and management.

Application

Services

Management Security

Communication

Device

Inan 10T system, the primary functional blocks are sensors (data collection), processors (data
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processing), gateways (communication management), and applications (user interface and data
utilization), each playing a crucial role in collecting, processing, transmitting, and presenting data from
connected devices across a network; with additional functional blocks including actuators for control
actions, connectivity modules for communication, power management, memory storage, and security

components depending on the device complexity.

Detailed Explanation of Each Block:
Sensors:

Function: These are the "front-end" of an 10T device, responsible for converting physical phenomena
(like temperature, pressure, light) into electrical signals that can be read by the system.
Examples: Temperature sensors, pressure sensors, motion detectors, proximity sensors, humidity sensors.

Processors:
Function: The "brain™ of the IoT device, processing raw data collected by sensors, performing

calculations, and preparing it for further transmission.

Key aspects: Microcontrollers, embedded systems, digital signal processors (DSPs).

Gateways:

Function: Acts as a bridge between a network of 10T devices and the wider internet, aggregating data
from multiple sensors, translating communication protocols, and providing secure access to the cloud.
Features: Data filtering, protocol conversion, security management

Applications:

Function: The user-facing component of an loT system, presenting processed data through dashboards,
alerts, or control interfaces, allowing users to interact with and analyze information from connected
devices.

Examples: Smart home applications, industrial monitoring systems, wearable health trackers.

Other Important Functional Blocks:

e Device: An loT system comprises of devices that provide sensing, actuation, monitoringand
controlfunctions.

e Communication: handles the communication for loT system.

e Services: for device monitoring, device control services, data publishing services andservices for
device discovery.

e Management: Provides various functions to govern the 10T system.

e Security: Secures loT system and priority functions such as authentication,
authorization,message and context integrity and data security.
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Application: IoT application provide an interface that the users can use to control andmonitor
various aspects of 10T system.

2) 1oT CommunicationModels:

1) Request-Response 2) Publish-Subscribe 3) Push-Pull

1) Request-ResponseModel:

Client

Server

4) Exclusive Pair

Receives requests

from client,

processes

Response requests, looks =
- - up/fetches

resources,

prepares

response and

sends response

to client

- ' Request "

requests to
server

Resources

In which the client sends request to the server and the server replies to requests. Is a

stateless communication model and each request-response pair is independent of others.

2) Publish-Subscribe Model:

Publisher Broker
» Consumer-1
Message published Topic-1 o
Sends to Topic-1 Subscribers 4
messages to Consumer-1,
topics Consumer-2 i Consumer_z
Message published S L =
to Topic-2 Topic-2
#=#%  Subscribers o
Consumer-3

* Consumer-3

It involves publishers, brokers and consumers. Publishers are source of data. Publishers send data
the topics which are managed by the broker. Publishers are not aware of the consumers.
Consumers subscribe to the topics which are managed by the broker. When the broker receives data
for a topic from the publisher, it sends the data to all the subscribed consumers.

3) Push-Pull Model: in which data producers push data to queues and consumers pull data
from the queues. Producers do not need to aware of the consumers. Queues help in
decoupling the message between the producers and consumers.
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Queues

Publisher

- consumer
Sends
messages to
queue Messages pushed Messages pulled

to queues from queues
W - Consumer2

4) Exclusive Pair: is bi-directional, fully duplex communication model that uses a persistent
connection between the client and server. Once connection is set up it remains open until
the client send a request to close the connection. Is a stateful communication model and

server is aware of all the open connections.

Request to setup Connection

Response accepting the request

Message from Client to Server
Client Server

Message from Server to Client

Connection close request

Connection close response

3) loT Communication APls:
* REST based communication APIs(Request-Response Based Model)

«  WebSocket based Communication APIs(Exclusive Pair Based Model)

a) REST based communication APIs: Representational State Transfer(REST) is a set of
architectural principles by which we can design web services and web APIs that focus on a system*s

resources and have resource states are addressed and transferred.
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Communication APIs

* Follows request response
REST-based communication model

Sl tdles i B o Applies to components,
APls connectors and data elements

* Bidirectional communication
between clients and servers

* Follows exclusive pair
communication model

The REST architectural constraints: Fig. shows communication between client server with
REST APIs.

HTTP Client HTTP Packet HTTP Server
HTTP Command
RESI- GET PUT Authorization
Aware
HTTP Client ] POST DELETE
REST-ful Web
REST Payload | Service
JSON XML
Resources
URI URI

Representations Representations }

l

Resource Resource ‘

Client-Server: The principle behind client-server constraint is the separation of concerns.
Separation allows client and server to be independently developed and updated.

Stateless: Each request from client to server must contain all the info. Necessary to understand the
request, and cannot take advantage of any stored context on the server.

Cache-able: Cache constraint requires that the data within a response to a request be implicitly or
explicitly labeled as cache-able or non-cacheable. If a response is cache-able, then a client cache is
given the right to reuse that response data for later, equivalent requests.

Layered System: constraints the behavior of components such that each component cannot see

beyond the immediate layer with which they are interacting.

User Interface: constraint requires that the method of communication between a client and a server
must be uniform.

Code on Demand: Servers can provide executable code or scripts for clients to execute in their
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context. This constraint is the only one that is optional.

Request-Response model used by REST:

REST

Request (GET, PUT, UPDATE or DELETE)
with payload (JSON or XML)

Response (JSON or XML)

Request (GET, PUT, UPDATE or DELETE)
with payload (JSON or XML)

Response (JSON or XML)

RESTful web service is a collection of resources which are represented by URIs. RESTful web
API has a base URI(e.g: http://example.com/api/tasks/). The clients and requests to these URIs
using the methods defined by the HTTP protocol(e.g: GET, PUT, POST or DELETE). ARESTful
web service can support various internet media types.

b) WebSocket Based Communication APIs: WebSocket API allows us to create web sockets,

it is a javascript API that is capable of full-duplex communication using a TCP connection.
WebSocket uses port 80 by default.

Features of WebSocket are:
« Full-Duplex Protocol: WebSocket is a full-duplex protocol as it allows the application to send
and receive data at the same time.

« Stateful Protocol: It means the connection between server and client will not be terminated
until and unless closed by any one of them either by the client or by the server. Once the
connection is terminated from one end it is also closed by another end.

« 3-way handshake: Websocket uses a 3-way handshake also known as TCP connection for

establishing communication between a client and server.
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WebSocket Protocol

Client Server

Reguest to setup WebSocket Connection

\ 4

Initial Handshake
Response accepting the request (over HTTP)

Data frame

Data frame
Bidirectional Communication

Data frame } (over persistent

\ 4

WebSocket connection)

Data frame

Connection close request

\ 4

} Closing Connection

Connection close response

WebSocket protocol, contrary to REST, is stateful while helping two applications in seamless data
transmission or information exchange. It’s based on port & sockets and works only over a TCP
connection. It supports bidirectional communication. By bidirectional, we mean that the same
socket/port delivers and receive the data. Hence, a continuous connection is established.

Extensively, WebSocket is used when an application demands ongoing or uninterrupted data delivery.
For example, a chat application needs to receive the app all the time. Even if the end-user is not
opening the app, the message should be delivered. Only WebSocket can enable such continuous
communication. In such unbroken data delivery, using REST will become resource-extensive whereas
WebSocket simplifies the job.

Difference Between REST & Websocket APIs

As ports and sockets are involved, it is cost-
Cost High (in comparison) s '

effective
Information storage ;sz;EST Is stateless, no logs, related to request, Is saved or Details like session and port details are used
izr;;rllunicatinn IJses Request-Response communication model Follows Full Duplex communication model
TCP Connection Each request needs new connection Same connection is used throughout

Owerheads Essential for every reguest There is no need of overheads
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10T Enabling Technologies
0T is enabled by several technologies including Wireless Sensor Networks, Cloud

Computing, Big Data Analytics, Embedded Systems, Security Protocols and architectures,
Communication Protocols, Web Services, Mobile internet and semantic search engines.

1) Wireless Sensor Network(WSN): Comprises of distributed devices with sensors which
are used to monitor the environmental and physical conditions. Zig Bee is one of the most
popular wireless technologies used by WSNSs.

WSNss used in 10T systems are described as follows:
e Weather Monitoring System: in which nodes collect temp, humidity and

otherdata, which is aggregated and analyzed.

e Indoor air quality monitoring systems: to collect data on the indoor air quality
andconcentration of various gases.

e Soil Moisture Monitoring Systems: to monitor soil moisture at various locations.

e Surveillance Systems: use WSNs for collecting surveillance data(motion
datadetection).

e Smart Grids : use WSNs for monitoring grids at various points.

e Structural Health Monitoring Systems: Use WSNs to monitor the health of
structures(building, bridges) by collecting vibrations from sensor nodes deployed at

various points in the structure.

2) Cloud Computing: Cloud computing is another important loT-enabling technology. Massive
amounts of data are generated by 10T devices. Cloud solutions offer scalable and dependable storage
and processing for this data. They offer data analysis, remote device administration, and secure
access to information from anywhere. The cloud computing industry is dominated by Amazon Web
Services (AWS), which provides a wide range of dependable, scalable, and affordable cloud
computing services. AWS is a one-stop solution for various cloud services, from data storage to
analytics. Services are offered to users in different forms.

e Infrastructure-as-a-service (laaS): provides users the ability to provision computing
and storage resources. These resources are provided to the users as a virtual machine
instances and virtual storage.

e Platform-as-a-Service (PaaS): provides users the ability to develop and deploy
application in cloud using the development tools, APIs, software libraries and

services provided by the cloud service provider.
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e Software-as-a-Service (SaaS): provides the user a complete software application or

the user interface to the application itself.

3) Big Data Analytics:
Big data analytics is the process of inspecting large volumes of data to reveal valuable insights,
patterns, correlations, and trends. Organizations can use this analytical approach to make data-
informed decisions. It entails the use of statistical analytic techniques, such as clustering and
regression, to large datasets using modern tools and technologies. These analyses can uncover
hidden patterns, market trends, consumer behaviours, and other useful information in structured and
unstructured data sources, such as streaming and batch data.

Big data analytics is critical for businesses and industries as it enables data-driven decision-making,
develops an understanding of customer preferences, and identifies opportunities and risks. Large
volumes of data may be analysed and interpreted to provide businesses with a competitive advantage
and increase operational effectiveness.

Some examples of big data generated by IoT are
e Sensor data generated by 10T systems.
e Machine sensor data collected from sensors established in industrial and energy
systems.
e Health and fitness data generated IoT devices.
e Data generated by 10T systems for location and tracking vehicles.
e Data generated by retail inventory monitoring systems.

4) Communication Protocols: form the back-bone of IoT systems and enable
network connectivity and coupling to applications.

loT devices communicate with each other and with the central systems via
communication protocols. These protocols enable efficient and secure data transfer in 10T
networks. 10T (Internet of Things) communication protocols are required for devices to
connect and share data in the IoT ecosystem. There are several popular loT
communication protocols, each with unique advantages and applications. Several
important 10T communication protocols are listed below:

e Message Queue Telemetry Transport (MQTT)

e Hypertext Transfer Protocol (HTTP)

e Constrained Application Protocol (CoAP)

e Bluetooth

e Zighee

e Bluetooth Low Energy (BLE)
o  Wi-Fi

e Z-Wave

These were the important 10T enabling technologies. Wireless Sensor Networks (WSN)
for data collection, Cloud Computing for storage and processing, Big Data Analytics for
insights, Embedded Systems to analyse sensor data, and different Communication
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Protocols for device connectivity are key supporting technologies. Together, these
technologies enable 10T to transform businesses by giving devices more intelligence and
data-driven capabilities.

5 Embedded Systems: is a computer system that has computer hardware and software
embedded to perform specific tasks. Embedded System range from low cost miniaturized
devices such as digital watches to devices such as digital cameras, POS terminals, vending
machines, appliances etc.,

Embedded systems, such as microcontrollers and other hardware components, are critical
in processing sensor data. The information gathered by these sensors isn't immediately
usable. Instead, the embedded system intervenes to make it useful.

Here's how it works in simpler terms: Suppose you have several sensors that collect
information like temperature or motion. This data is analogous to raw components in a

recipe. The embedded system is like the chef, taking those raw ingredients (data), following
a recipe (algorithm), and turning it into something meaningful. So, embedded systems are
like the smart chefs of the technology world, turning sensor data into useful information
and actions.

10T Levels and Deployment Templates

1) 10T Levell: System has a single node that performs sensing and/or actuation, stores data,
performs analysis and host the application as shown in fig. Suitable for modeling low cost
and low complexity solutions where the data involved is not big and analysisrequirement
are not computationally intensive. An e.g., of IoT Levell is Home automation.

10T Level-1
Local ! Cloud

App

REST/WebSocket
Communication

. > REST/WebSocket
| Services
¥

Databose
A

: > Controller Service

T
Resource

Device

-

Monitoring Node
performs analysis, stores data

2 10T Level2: has a single node that performs sensing and/or actuating and local analysis as
shown in fig. Data is stored in cloud and application is usually cloud based. Level2 10T
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systems are suitable for solutions where data are involved is big, however, the primary

analysis requirement is not computationally intensive and can be done locally itself. Ane,g.,
of Level2 10T system for Smartlrrigation.

1oT Level-2
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1 ]
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< Service 1 Sl
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1 N
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s —_—
Dewvice 1
'

Monitoring Node

performs analysis Cloud Storage

10T Level3: system has a single node. Data is stored and analyzed in the cloud application
is cloud based as shown in fig. Level3 10T systems are suitable for solutions where the data

involved is big and analysis requirements are computationally intensive. An example of loT
level3 system for tracking package handling.
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4) 10T Level4: System has multiple nodes that perform local analysis. Data is stored in the
cloud and application is cloud based as shown in fig. Level4 contains local and cloud based
observer nodes which can subscribe to and receive information collected in the cloud from
loT devices. An example of a Level4 10T system for Noise Monitoring.

loT Level-4

Local Cloud
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|
|
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T Node
Node } VA
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|

Resource Resource |
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¢ ¢ i

|

Device Device |

Monitoring Nodes _—
perform local analysis

Q Cloud Storage

5 loT Level5: System has multiple end nodes and one coordinator node as shown in fig. The
end nodes that perform sensing and/or actuation. Coordinator node collects data fromthe
end nodes and sends to the cloud. Data is stored and analyzed in the cloud and the
application is cloud based. Level5 10T systems are suitable for solution based on wireless
sensor network, in which data involved is big and analysis requirements arecomputationally

intensive. An example of Level5 system for Forest Fire Detection.
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6) loT Level6: System has multiple independent end nodes that perform sensing and/or
actuation and sensed data to the cloud. Data is stored in the cloud and application is cloud
based as shown in fig. The analytics component analyses the data and stores the result in
the cloud data base. The results are visualized with cloud based application. The centralized
controller is aware of the status of all the end nodes and sends controlcommands to nodes.

An example of a Level6 10T system for Weather Monitoring System.
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DOMAIN SPECIFIC loTs
1) Home Automation:

a) Smart Lighting: helps in saving energy by adapting the lighting to the
ambient conditions and switching on/off or diming the light when needed. Key
enabling Technologies includes solid state lighting ( Such as LED lights) and
IP enabled lights. Wireless enabled and internet connected lights can be
controlled remotely from 10T applications such as mobile or web applications.
Smart lights with sensors for occupancy, temperature, lux level can be
configured to adapt the lighting based on the ambient conditions sensed, in

order to provide good ambience.
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b) Smart Appliances: make the management easier and also provide status
information to the users remotely. Modern homes have a number of appliances
such as TVs Refrigerators, Music Systems Washing machine etc., Managing
and controlling these appliances is difficult with their own remote controls.
Smart Appliances make the management easier and also provide status
information remotely.

For example washing machine can be monitored remotely when washing
cycle is completed. Smart thermostat (A/C) allow controlling the temperature
remotely and can learn the user preferences. Smart refrigerators can keep track
of the items stored and send updates to the user when an item is low on stock.
Smart TVs allows users to search and stream videos and movies from the
internet and search TV channel schedules and fetch news. With Open Remote
users can control various appliances usjng mobile or web applications.

Je

.‘\A
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¢) Intrusion Detection: use security cameras and sensors(PIR sensors and door
sensors)to detect intrusion and raise alerts. Alerts can be in the form of SMS
or email sent to the user. Advanced systems even send detailed alerts such as
an image grab or a short video clip sent as an email attachment. The system
uses image processing to recognize the intrusion and can extract the intrusion
subject and generate Universal — Plug- and —Play instant messaging and alert.

, CCTV CAMERA
SECURITY SYSTEM

ALARM

2
B SD CARD SLOT o T)"
| E’i". P’ e g @ Eg]

d) Smoke/Gas Detectors: Smoke detectors are installed in homes and
buildings todetect smoke that is typically an early sign of fire. Alerts raised
by smoke detectors can be in the form of signals to a fire alarm system. Gas
detectors can detect the presence of harmful gases such as CO, LPG etc., It
can raise alerts in human voice describing where the problem is, send an SMS,
email to user or local fire safety and provide visual feedback on its status. It
can detect gas leakage and smoke and gives visual level indication also.

2) Cities:

) a) Smart Parking: make the search for parking space easier and convenient for
drivers. Smart parking are powered by 10T systems that detect the no. of empty
parking slots and send information over internet to smart application back
ends. These applications can be accessed by drivers from smart phones, tablets
and in-car navigation system. In the smart parking sensors are used for each
parking slot to detect whether the slot is empty or occupied. This information
is aggregated by a local controller and then sent over the internet to the data
base. In some applications, parking reservation and dynamic pricing also
available.
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b) Smart Lighting: for roads, parks and buildings can help in saving energy. It
allows lighting to be dynamically controlled and also adaptive to the ambient
conditions. It can be controlled remotely to configure lighting schedules and
lighting intensity. Smart lights equipped with sensors can communicate other
lights and exchange information on the sensed ambient conditions to adapt the
lighting.

¢) Smart Roads: Equipped with sensors can provide information on driving
condition, travel time estimating and alert in case of poor driving conditions,
traffic condition and accidents. Such applications help in reducing traffic jams.
Information sensed can be communicated via internet to cloud based
applications and social media and disseminated to the drivers who subscribe
it, and it also provide road situation a few hundred meters ahead of them, so
that they can react to potential dangers early enough.

d) Structural Health Monitoring: uses a network of sensors to monitor the
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vibration levels in the structures such as bridges and buildings. By analyzing
the data it is possible to detect cracks and mechanical breakdowns. It can locate the
damages and estimate the remaining life of the structure. Using this type of
applications, can give advance warnings in case of imminent failures. Since
Structural health monitoring system use large number of wireless sensor nodes which
are powered by traditional batteries, researchers are exploring energy harvesting
technologies.

, i Automatic
Reports hd
Supernode i identification

Ambient
excitation
by traffic,
wind, etc.

- Wireless
sensor node

e) Surveillance: Public transport and events in city is required to ensure
safety and security. City wide surveillance infrastructure comprising of
large number of distributed and internet connected video cameras are
created. The video feeds from surveillance cameras can be aggregated in

cloud based scalable strage solution. Cloud based video analytics
applications can be deployed to search for patterns or specific events from the
videos feeds.
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f) Emergency Response: 10T systems for fire detection, gas and water leakage
detection can help in generating alerts and minimizing their effects on the
critical infrastructures. Response to such alerts generated by systems sent to
the public, rerouting of traffic, evacuations of the affected areas etc., The
system adapts by dynamically adjusting traffic lights, changing related driving
policies, applying essential security controls and can reduce the latency of
emergency services such as ambulances and police cars.

Environment:

ad) Weather Monitoring: Systems collect data from a no. of sensors attached and
send the data to cloud based applications and storage back ends. The data
collected in cloud can then be analyzed and visualized by cloud based
applications. Weather alerts can be sent to the subscribers.

b) Air Pollution Monitoring: System can monitor emission of harmful
gases(CO2, CO,NO, NO2 etc.,) by factories and automobiles using gaseous
and meteorological sensors. The collected data can be analyzed to make
informed decisions on pollutions control approaches. This air pollution
monitoring system integrates a single chip microcontroller, several air
pollution sensors, GPRS modem and a GPS module.
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¢) Noise Pollution Monitoring: Due to growing urban development, noise
levels in cities have increased and even become alarmingly high in some cities.
0T based noise pollution monitoring systems use a no. of noise monitoring
systems that are deployed at different places in a city. The data on noise levels
from the station is collected on servers or in the cloud. The collected data is
then aggregated to generate noise maps.

d) Forest Fire Detection: Forest fire can cause damage to natural resources,
property and human life. There can be different causes such as lightning,
human negligence, volcanic eruptions and sparks from rock falls. Early
detection of forest fire can help in minimizing damage. 10T system use a
number of monitoring nodes deployed at different locations, which collects
measurements on ambient conditions. This system provide early warning and
estimates the scale and intensity of the fire.
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e) River Flood Detection: River floods can cause damage to natural and human
resources and human life. Early warnings of floods can be given by monitoring
the water level and flow rate. 10T based river flood monitoring system
uses a no. ofsensor nodes that monitor the water level and flow rate sensors
and raise alerts when rapid increase in water level and flow rate.

Energy:

a) Smart Grids: is a data communication network integrated with the electrical
grids that collects and analyze data captured in near-real-time about power
transmission, distribution and consumption. Smart grid technology provides
predictive information and recommendations to utilities, their suppliers, and
their customers on how best to manage power. By using 10T based sensing
and measurement technologies, the healthof equipment and integrity of the
grid can be evaluated. Smartgrids use high speed two- way communication
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technologies for real time information and power exchange. Smart meters
captures almost real time consumption, remotely control the consumption, and
remotely switch off the consumption when required. Storage collection and
analysis of smart grids data in the cloud can help in dynamic optimization of
system operations, maintenance and planning. It can also help in detecting
faults and predicting outages.

b) Renewable Energy Systems: loT based systems integrated with the
transformers at the point of interconnection measure the electrical variables
and how much power is fed into the grid. For wind energy systems, closed-
loop controls can be used to regulate the voltage at point of interconnection
which coordinate wind turbine outputsand provides power support.

¢) Prognostics: In systems such as power grids, real-time information is
collected using specialized electrical sensors called Phasor Measurment
Units(PMUs) at thesubstations. The information received from PMUs must be
monitored in real-time for estimating the state of the system and for predicting
failures.

5 Retail:

a) Inventory Management: In the Retail business, over stocking results in
additional storage expenses and risk incase of perishable products, under
stocking can lead to loss of revenue. RFID tags attached to the products allow
them to be tracked in real time, so that the inventory levels can be determined
accurately. 10T systems enable remote monitoring of inventory using data
collected by RFID ( Radio Frequency ldentifier) readers.
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b) Smart Payments: Solutions such as contact-less payments powered by
technologiessuch as Near Field Communication (NFC) and Bluetooth. NFC
may be used in combination with bluetooth, where NFC initiates initial
pairing of devices to establish a Bluetooth connection while the actual data
transfer takes place through Bluetooth.

¢) Smart Vending Machines: Sensors in smart vending machines monitors
its operations and send the data to cloud which can be used for predictive
maintenance. Smart vending machines connected to the internet allow
remote monitoring of inventory levels, elastic pricing of products,
promotions and contact less payments. It can also allow user preferences to
be remembered and learned with time. When user moves from one vending
machine to another and pairs the smart phones with the vending machines,
a user specific interface is presented.
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Logistics:

a) Route generation & scheduling: 10T based system backed by cloud can
provide firstresponse to the route generation queries and can be scaled up to
serve a large transportation network. Data Driven Transportation system can
provide services such as advanced route guidance, dynamic vehicle routing,
anticipating customer demands for picking up and delivery problem for
instance.

b) Fleet Tracking: Use GPS to track locations of vehicles in real-time. Cloud
based fleet traking system can be scaled up on demand to handle large number
of vehicles. Alerts can be generated in case of deviations in planned routes.
The vehicle location and route data can be aggregated and analyzed for
detecting bottlenecks in the supply chain such as traffic congetion and
generation of alternative routes.

¢) Shipment Monitoring: loT based shipment monitoring systems use sensors
such as temp, humidity, to monitor the conditions and send data to cloud,
where it can be analyzed to detect food spoilage. The analysis and
interpretation of data on the environmental conditions inside the containers
and food truck positioning can enable more effective routing decisions in real
time. For fragile products, vibration levels during shipments can be tracked
using accelerometer and gyroscope sensors attached to IOT devices.

d) Remote Vehicle Diagnostics: Systems use on-board 10T devices for collecting
dataon Vehicle operations (speed, RPMetc.,) and status of various vehicle
subsystems. Such data are can be captured by integrating on-board diagnostic
systems with 10T devices using protocols such as CAN bus. These systems
can send diagnostic data to a centralized servers or the cloud where it can be
analysed to generate alerts and suggest remedial actions.

Agriculture:

a) Smart Irrigation:
Smart irrigation system can improve crop yields while saving water. Smart
irrigation systems use 0T devices with soil moisture sensors to determine the
amount of moisture on the soil and release the flow of the water through the
irrigation pipes only when the moisture levels go below a predefined threshold. It
also collects moisture level measurements on the server on in the cloud where the
collected data can be analyzed to plan watering schedules. Cultivar’s Rain Could is
a device for smart irrigation that uses water valves, soil sensors, and a WiFi enabled
programmable computer.
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a) Green House Control: Green Houses are structure with glass or plastic roofs that
provide conducive environment for growth of plants. The climatological
conditions inside a Green House can be monitored and controlled to provide the
best conditions for growth of plants. The temperature, humidity, soil moisture,
lightens, Carbon-di Oxide levels are monitored using sensors. 10T systems play
an importance role in green house control and help in improving productivity. The
data collected from various sensors is stored on centralized servers or in the cloud
where analysis is performed to optimize the control strategies and also correlate
the productivity with different control strategies.
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1) Industry:
ad) Machine diagnosis and prognosis: Machine prognosis refers to predicting the
performance of a machine by analyzing the data on the current operating conditions
and how much deviation exists from the normal conditions. Machine diagnosis refers
to determining the cause of a machine fault. Industrial machines have a large number
of components that must function correctly for the machine to perform its operations.
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Indoor Air Quality Monitoring: is very important for health and safety of the workers.
Harmful and toxic gases such as Carbon monoxide, Nitrogen dioxide, Nitrogen Monoxide
etc., can cause serious health problems. Wireless sensor based IOT devices can identify the
hazardous zones, so that the corrective measures can be taken to ensure proper ventilation.

Health and LifeStyle:

9

Health & Fitness Monitoring: Wearable 10T devices that allow non-invasive and
continuous monitoring of physiological parameters can help in continuous health and
fitness monitoring. Health care providers can analyze the collected data to determine any
health conditions or abnormalities. Commonly uses body sensors like body temperature,
heart rate, pulse oximeter, blood pressure, electrocardiogram etc.

Wearable Electronics: Wearable gadgets and fashion electronics such as smart watches,
smart glasses , smart shoes, smart wrist bands etc., provide various functions and features
to assist us in our daily activities and making us to lead healthy lifestyles.
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Textbooks

« Internet of Things: A Hands-On Approach by Arshdeep Bahga and Vijay Madisetti (1st
Edition, 2014)
« Internet of Things: Architecture and Design Principles by Raj Kamal (1st Edition, 2017)

« Introduction to 10T by Sudip Misra, Anandarup Mukherjee, and Arijit Roy (1st Edition, 2021)

Reference Books

Foundations of 10T: Technologies, Platforms, and Practical Applications by B.K. Tripathy
and J. Anuradha (1st Edition, 2017)

Fundamentals of 10T by Dr. Rajan Gupta and S. Madan (1st Edition, 2022)

IoT Fundamentals: Networking Technologies, Protocols, and Use Cases for the Internet of
Things by David Hanes, Gonzalo Salgueiro, and Patrick Grossetete (1st Edition, 2017)

Case Study 1: Smart Home Automation (IoT Level-1)

Syllabus Mapping: Introduction & Characteristics | Physical Design (Things) | 10T Level-1
Deployment Template

System Architecture: A single local device (e.g., a smart hub/thermostat) monitors the
environment, processes the data locally, and hosts the data/controller application.

Real-World Application: A standard Smart Thermostat deployment.

o The "Things": Temperature and humidity sensors paired with an internal relay
actuator.

o Data Flow: Data is stored locally within the internal flash memory. It does not require
a complex cloud backend for everyday rules.

o Why it's Level-1: It is a single-node system. It manages low data volume, has local
storage, and handles local analysis within a single home network.
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Case Study 2: Smart Irrigation System (MERNSERRYHINGS

Syllabus Mapping: Domain-Specific 10T (Agriculture) | Wireless Sensor Networks (WSNs) | loT
Level-2 Template

System Architecture: A local node collects data, but the volume is too large for purely local
storage. Data is stored on a cloud database, while the application logic remains local.

Real-World Application: Automated Soil Moisture Monitoring & Watering.

o The Enabling Tech: Soil moisture sensors function as a mini Wireless Sensor
Network (WSN) across the farm.

o Communication Model: Uses the Request-Response Model via a REST API to push
telemetry updates periodically to a cloud database.

o Why it's Level-2: The data is pushed to the cloud for historical tracking, but the

trigger to turn the water pump on/off is still handled by the local microcontroller.

Case Study 3: Structural Health Monitoring (IoT Level-3)

e Syllabus Mapping: Logical Design (Functional Blocks) | Cloud Computing | 10T Level-3
Template

e System Architecture: Nodes collect data and stream it directly to the cloud. Both the
database and the analysis application are hosted completely in the cloud.

Real-World Application: Monitoring structural changes in a Suspension Bridge.

e The "Things™: Accelerometers, strain gauges, and crack-meters attached to structural
pillars.

e Functional Blocks: The Sensing block gathers vibrations, the Communication block
transmits them, and the cloud Service block handles threshold calculations.

e Why it's Level-3: Because the bridge safety analysis relies on past structural data, all
processing and alert triggers are computed by cloud applications.

Case Study 4: Smart Cities Parking System (IoT Level-4)

o Syllabus Mapping: Domain-Specific 10T (Cities) | IoT Protocols & Communication Models |
loT Level-4 Template

e System Architecture: Multiple independent sensor nodes stream data to a cloud server. A
central cloud application coordinates and manages the entire system.

o Real-World Application: A city-wide Smart Parking System.




SREENIVASA INSTITUTE OF TECHNOLOGY AND MANAGEMENT STUDIES.
(AUTONOMOUS)
MCA DEPARTMENT

INTERNET OF THINGS

Communication Protocols: Uses MQTT or CoAP over 6LoWPAN to allow low-
power parking sensors to talk to the web.

Communication Model: Uses the Publish-Subscribe Model. Sensors publish the
status of the parking spot (“occupied” / "free") to a broker, and drivers' mobile apps
subscribe to find empty spots.

Why it's Level-4: It uses multiple distinct sensor nodes scattered across an entire city,
requiring cloud-based observers and multi-device coordination. [2, 6, 8, 9, 10]

Case Study 5: Fleet Management & Logistics (IoT Level-5)

Syllabus Mapping: Embedded Systems | Communication APIs | 10T Level-5 Template

System Architecture: Employs multiple end nodes combined with an intermediate

coordinator node (Gateway). The gateway acts as an edge analytical device before pushing

data to the cloud.

Real-World Application: Cold-chain Food Delivery Logistics.

o

The "Things™: GPS trackers and temperature sensors inside refrigerated cargo
containers.

APIs & Protocols: The local truck tracker acts as a gateway using WebSocket APIs
to maintain full-duplex, persistent streaming connections with the server.

Why it's Level-5: The fleet uses real-time data aggregation. The truck tracking unit
behaves as an intermediate gateway node to buffer and filter local data before sending

it to the central cloud.

Case Study 6: Smart Electrical Grid & Prognostics (IoT Level-6)

Syllabus Mapping: Domain-Specific 10T (Energy) | Big Data Analytics | IoT Level-6
Template [1, 8]

System Architecture: Features a massive grid of multiple independent nodes, multiple

gateways, and a central cloud application running deep predictive analysis.

Real-World Application: A state-wide Smart Grid System.

o

Enabling Tech: Employs Big Data Analytics to comb through thousands of data

packets per second generated by smart meters.
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o System Control: Employs a centralized cloud dashboard that monitors grid health and
dynamically re-routes power during blackouts.

o Why it's Level-6: It represents the highest scale of complexity. It processes high-
volume big data, integrates multiple distributed nodes, and requires real-time anomaly

detection.

Case Study 7: Industrial Intrusion Detection (IoT Security & Architecture)

Syllabus Mapping: Logical Design (Security Block) | Communication Protocols | Embedded
Systems System Architecture: Leverages dedicated functional sub-blocks to secure critical
operational sites using embedded controllers.

Real-World Application: Secure Facility Intrusion Prevention.

o The "Things™: PIR motion sensors, laser tripwires, and IP cameras running on
embedded Linux microprocessors.

o Communication Model: Implements the Push-Pull Model. When a breach happens,
the sensor pushes raw event notifications into a data queue, ensuring no alert packet is
lost.

o Security Functional Block: Implements encryption protocols (like TLS) to authorize,
authenticate, and shield the camera feeds from external tampering.
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PART A (2 Marks)

UNIT -1: INTRODUCTION TO INTERNET OF THINGS

Q.No. Questions Bloom’s
Taxonomy
Level

1 Define the Internet of Things (10T). L1

2 List any four characteristics of 10T. L1

3 What are Things in 10T? L1

4 What is meant by the Physical Design of 10T? L2

5 What are l0T protocols? Give any two examples. L1

6 Define the Logical Design of IoT. L2

7 List the functional blocks of an 10T system. L1

8 What are loT Communication Models? L2

9 Name any four loT Communication APIs. L1

10 What is a Wireless Sensor Network (WSN)? L1

11 State the role of Cloud Computing in loT L2

12 Why is Big Data Analytics important in 10T? L2

13 What is an Embedded System in 10T? L1

14 What are 0T Deployment Templates? L2

15 List the six 10T Levels. L1

PART B(10 Marks)

1 Explain the introduction, definition, characteristics, and applications of the Internet L2
of Things (loT).

2 Explain the Physical Design of 10T with suitable diagrams and examples. L2

3 Discuss the concept of Things in 10T and explain the different 10T protocols used L3
for communication.

4 Explain the Logical Design of 10T and describe its components in detail. L2

5 Describe the Functional Blocks of 10T with a neat architecture diagram. L2

6 Explain the various loT Communication Models with suitable examples. L3

7 Discuss different loT Communication APIs and explain their significance in loT L3
application development.

8 Explain the 10T Enabling Technologies, including Wireless Sensor Networks, L3
Cloud Computing, Big Data Analytics, Communication Protocols, and Embedded
Systems.

9 Explain the 10T Levels (Level-1 to Level-6) with suitable deployment examples. L2

10 Compare loT Level-1to loT Level-6 based on architecture, complexity, and L4
application areas.

11 Explain 1oT Deployment Templates and discuss their importance in 0T system L3
implementation.

12 Discuss various Domain-Specific 10T applications such as Smart Home, Smart City, L3
Smart Agriculture, Healthcare, and Industrial 10T.

13 Analyze the role of Cloud Computing, Big Data Analytics, Communication L4
Protocols, and Embedded Systems in enabling 10T solutions.

14 Evaluate different loT Communication Models and Communication APIs for L5

designing scalable 10T applications.
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