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Service-Oriented Architecture represents an
architectural model that aims to enhance the
agility and cost-effectiveness of an enterprise
while reducing the overall burden of IT on an

organization.”

— Thomas Erl
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SOA enables organizations to build flexible, interoperable, and

sable systems that deliver business value.
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PREREQUISITES: Courses on “Computer Networks” and “Operating Systems”.

COURSE EDUCATIONAL OBJECTIVES:

CEO1 To provide fundamental concepts of SOA & Web Service Architecture.

CEO2 To gain knowledge about SOAP, WSDL, UDDI and XML to create web services.

CEO3 To gain knowledge about various protocol, transaction procedure, data exchange in service
orientation.
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SERVICE ORIENTED ARCHITECTURE

UNIT - 1: INTRODUCTION TO SOA

“The foundation of Service-Oriented Architecture is the creation of reusable,
loosely coupled services that enable business agility.”

— Thomas Erl




Unit-I: Introduction to Service-Oriented Architecture (SOA)

1. Unit Overview

This unit introduces the fundamentals, evolution, and timeline of Service-Oriented
Architecture (SOA). It explains SOA architecture concepts, service governance, processes,
principles, methods and tools, key service characteristics, and the technical and business benefits
of SOA for enterprises and government organizations.

2. Objectives
After studying this unit, students will be able to:
e Understand SOA fundamentals and evolution.
o Explain SOA architecture and governance.
o Describe service principles, processes, and characteristics.
e Analyze the technical and business benefits of SOA.

3. Learning Outcomes
Students will be able to:
o Define SOA concepts and evolution.
o Explain SOA architecture and governance.
o Identify key service characteristics.
o Evaluate the role of SOA in enterprise and government applications.

4. Importance of Studying this Unit

This unit provides the foundation for understanding Service-Oriented Architecture and its role in
building reusable, interoperable, and scalable enterprise applications. It prepares students for
advanced topics such as Web Services, Enterprise Service Bus (ESB), Business Process
Management (BPM), and service integration.

5. Key Concepts
e Fundamentals of SOA
e Evolution & SOA Timeline
e Service-Oriented Business & Government
e SOA Architecture Concepts
e Service Governance
e Processes, Guidelines & Principles
e Methods & Tools
e Service Characteristics
e Technical & Business Benefits




UNIT-1

Introduction to SOA

SOA- Service-oriented architecture (SOA) is a method of software development
that uses software components called services to create business applications. Each
service provides a business capability, and services can also communicate with
each other across platforms and languages. Developers use SOA to reuse services

in different systems or combine several independent services to perform complex
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ADVANTAGES:-

1. Reusable of Components
2. Scalable
3. Resilent

DISADVANTAGES:-

1. Complex Design and Implementation
2. More Network Traffic




Loosely Coupled
Interoperability
Flexibility
Reusability
Simplicity
Scalability
Statelessness

Abstraction
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Fundamentals of SOA

Evolution of SOA

1990’s- Early Concepts are Introduced

I.e, Distributed Computing- A distributed computer system consists of multiple

software components that are on multiple computers, but run as a single system.

The computers that are in a distributed system can be physically close together and

connected by a local network.
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They use Technologies like CORBA (Object Management Group (OMG)) &

DCOM (Microsoft) for allowing objects to communicating across.

Common__Object Request Broker-The Common Object Request Broker

Architecture is a detailed specification for the distributed objects. It was introduced
by the OMG (Object Management Group). The architecture describes a language
with a platform-independent object bus named as ORB (Object Request Broker).
These advance the objects to make the request and receive a response from the
remote objects transparently. This also supports handling concurrency and
handling exceptions.

Client Server
Application Application
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Object Request Broker )

In the context of the Common Object Request Broker Architecture (CORBA),
"objects" refer to distributed objects or components that are designed to interact

with each other across a network.

e Distributed Objects: These are software components or objects that are not
confined to a single machine or process but can be distributed across

different systems connected via a network.




e Remote Objects: These are specifically objects that reside on a remote
system, i.e., not on the same system as the client requesting their services.

e Components: In the context of CORBA, components are self-contained
software units that encapsulate both data and the operations that manipulate
the data.

CORBA provides mechanisms for:-

e Making requests to remote objects (invocation of methods).

e Receiving responses from remote objects.

e Managing the distribution and location transparency of these objects.

e Handling concurrency (multiple clients accessing the same object
simultaneously).

e Dealing with exceptions that occur during method invocations.

Example:-

Imagine we have two software components:-

e Client Component: This component is running on one machine (Client
Machine) and needs to access functionality provided by another component.

e Server Component: This component resides on a different machine (Server

Machine) and exposes certain services that the client needs.

How CORBA facilitates their interaction:-

Server Side:-

Interface Definition: The server developer defines an interface (IDL - Interface
Definition Language) that specifies what services or methods the server component

provides.




interface BankAccount {
float getBalance();
void deposit(float amount);
void withdraw(float amount);
1
Implementation: The server developer implements this interface in a

programming language of choice (e.g., Java, C++), creating a server object that

performs the actual banking operations.

Client Side:-

e IDL Compilation: The client developer uses the same IDL file to generate
client-side stubs (proxy objects). These stubs mimic the interface of the
server object.

e ORSB Initialization: The client initializes its ORB (Object Request Broker),
which is responsible for locating the server object and managing

communication.

Interaction Flow:-

Client Invocation: When the client needs to perform a banking operation, it calls
methods on the local proxy object (stub), as if it were calling methods on a local

object.

BankAccount account =

BankAccountHelper.narrow(orb.string_to_object(*'corbaloc::servername:por

t/Account™));




float balance = account.getBalance();

Request Routing: The ORB intercepts the method call, marshals the parameters,

and sends the request over the network to the server machine.

Server Execution: The ORB on the server side receives the request, unmarshals
the parameters, and forwards the call to the actual server object that implements

the BankAccount interface.

Response Handling: The server object executes the requested method
(getBalance(), for example) and sends back the response (the balance) through the
ORB.

Client Response: The ORB on the client side receives the response, unmarshals it,

and delivers it to the client code as if the method had been called locally.

BENEFITS:-

1. Location Transparency
2. Language and Platform Independence

3. Concurrency and Exception Handling

Distributed Component Object Model- is a Microsoft technology that extends

the Component Object Model (COM) to support communication between objects
on different machines over a network. It enables the creation of distributed
applications where components interact seamlessly across different systems, often
within a Windows environment.
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How DCOM Works

1. Component Registration:-

e Server Registration: The component (server) that will provide
services is registered with the DCOM service on the machine where it
resides. This registration includes information about the component’s
interface and location.

e Client Registration: The client that will request services from the
component also interacts with the DCOM service to obtain references
to the remote object.

2. Client Request:-
e Request Creation: The client creates a request for the remote component by
using the component’s interface. This request is sent to the DCOM service

on the client machine.
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Communication:-

Proxy and Stub: DCOM uses proxies (on the client side) and stubs (on the
server side) to handle the communication between client and server. The
proxy marshals (packs) method calls and data, while the stub unmarshals
(unpacks) them and invokes the method on the server.

Network Transmission: The DCOM service manages the transmission of
data between the client and server over the network.

Server Processing:-

Request Handling: The server’s stub receives the request, invokes the
appropriate method on the server object, and processes the request.
Response Transmission: The server’s stub marshals the response and sends
it back to the client’s proxy.

Client Response:-

Response Handling: The client’s proxy receives the response, unmarshals it, and

returns the result to the client application.

MID 2000°s->

The Emergence of XML as a standard data format are widely spreaded
adoption on the internet for developing the webservices.

This allow standard zcommunication protocols such as SOAP, WSDL,
UDDI.
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2005 -2010->

SOA gained particular approach i.e Reusability & adapt changes & updates

in the large organizations. (or) Business.
*WS- Specifications (2005-2007):

« Introduction of WS-* standards (e.g., WS-Security, WS-ReliableMessaging)

to address security, reliability, and other aspects of web services.

*Governance and Management (2005-2007):

« Development of SOA governance frameworks to manage service lifecycles,
policies, and quality.

* Enterprise Service Bus (ESB) Adoption (2005-2007):

« Use of ESBs for message routing, transformation, and integration between

Services.




* BPM Integration (2005-2007):

« Integration of SOA with Business Process Management (BPM) systems for

process automation and management.
*RESTTful Services Rise (2008-2010):

« REST (Representational State Transfer) gained popularity as a simpler

alternative to SOAP-based web services.
* Service Composition and Orchestration (2008-2010):

« Enhanced focus on complex service interactions and orchestration using

technologies like BPEL (Business Process Execution Language).
*Cloud Computing Influence (2008-2010):

« SOA principles were increasingly adopted in cloud computing, aligning

service-oriented architectures with cloud-based platforms.
*SOA Maturity and Broader Adoption (2008-2010):

« SOA matured with widespread adoption, emphasizing service reusability,

performance optimization, and integration with emerging technologies.

Ongoing->

SOA has become closely integrated with Devops Practices, Enabling rapid

development & continious integration of services.




ONGOING DEVELOPMENTS

v" Microservices Architecture

Cloud-Native Applications

API Management

Serverless Computing
Event-Driven Architectures (EDA)
Hybrid Architectures
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Service Oriented Business & Government

S.no

Service Oriented Business

Service Oriented Government

Primarly focus on delivering products or
services to customers in order to
generate Revenue & achieve
profitability.

(Main goal is to meet Customer Needs

& drive business growth)

Focus on Providing services & solutions
to the public.

(Their objectives are centered around
fulfilling the needs of citizens, ensuring
public welfare & maintaining law &

order.)

Rely on revenue generated from sales,
subscriptions (or) fees for the services
or products they offer.

( Financial sustainability is closely tied

to customer transactions)

Funded through taxes, grants, & other
public funding mechanisms
(Financial stability is derived from

budget allocations & public funds)

Operate in competitive environment,
related to market dynamics (follows
regulations) & industry.(They are driven
by market forces, consumer preferences

& industry specific regulations)

Operate within a regulate framework that
is established by government as legaly.

Ex. Health care.

Targets — Ranges from individual

consumers to other business.

Ranges from diverse i.e, entire population

within their judisification.

Accountable ( Responsibility) to the
stakeholders (Decision Takers).
Evaluations based on  Financial
performance, Customer satisfication,
Market share & profitability.

Acountable to public & elected officials.
Evaluations based on Transparency,
Service  delivery  effectiveness &

adherence(beliefs) to public policies.




SOA Architecture Concepts

SERVICE
LOCATOR

A\

SERVICE

SERVICE CONSUMER BROKER

v

SERVICE
PROVIDER

APPLICATIONS SERVICES

1. Services:- Services are logical entities (Tools (or) Machines).
That are defined by one or more published (Available for others to see

& use) interfaces ( clear instructions specify how to use them).

e This helps different parts of an system to work together
effectively.

Ex:- Vending Machine
Interface like buttons & slots on the machine.
It tells how to interact with it (press a button, insert coin)
Its clear what you’’1l get in return.

Similarly, in s/w content , what the services we needed we should provide

the clear information to request.( Then only expected response will be get as
outcomes.)




Characteristics:-

Modularity:- Services are designed to be independent & self-

contained. It allows to be developed, deployed & maintain separately.

Il. Interoperability:- Different systems or components are work

together.
Reusability.

Service Provider:-

A service provider (like a s/w that does a specific job) is a s/w entity
that implements (follows the set of instructions on how to do that job)
a service specification.

(OR)
Responsible for hosting & executing the service.
Ex;- Music Streaming App (spotify, jio savan)
This service provider plays music for you.it knows how to do this

because , follow a set of rules how to play songs, create playlists.

Characteristics:-

3.

Implement services:- service provider contains actual code & logic
that performs the service functionality.

Exposes Interfaces:- how to use the instructions & allows to interact
it.

Implement multiple services:- A single service provider can host
multiple services.

Service Consumer:- Also known as Requester.




Characteristics:-
I. Send Requests:- Requests Service Provider to specify what
operations to perform process.
v Receives the acknowledgement (response) it may include
result of operation or an error message.

. Service Locator:- it keeps the list of available services along the

details about how to access them.

Whenever a program needs a specific, it checks the service locator to
find out where it how to use it( Connect with Right Services) to
perform tasks.

Ex;- PhoneBook.

Characteristics:--

I. Registry Functionality:- Maintains a directory or repository of
available services along with their descriptions & access
information.

il. Facilitates Services Discovery:- Service consumer can use the
service locator whenever they need.

. Service Broker:- Also called Intermediator.

Which routes service requests to one or more service providers.
Act as intermediary b/w service consumer & service provider.
(sends the request to the right one).
Characteristics:-
. Routing Mediation:- Determines the capable of handling a

particular request service provider.




COMPONENTS OF SOA

Categorized into 2 parts————>Functional Aspects

——>Quality of service aspects
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=

" Service Description
)

Q
(4

] Service

2

e Communication
o

n Protocol

Transport

Quality of Service

Policy

Security

Transaction

Management




Functional Aspects:-

Quiality of Service:-

. Business Process: Like step by step plan (to achieve the

goal). It follows the certain rules to perform the task in

order to gain the business requirements.

. Service: it is a independent & self-contained functional

unit.

. Service Description: Provide the details of the services.

. Service Communication Protocol: allows the service

provider and service consumer to communicate.

. Transport: Client/Consumer ——  Service Provider

. Service Registry: it contains the description of data

which is used by service provider to publish the services.

. Policy: it represents the set of protocols to make which

service provider to provide services to service consumer.

. Security: Required for identification & authorization.

. Transaction: Like a deal or argument in business.

Ensures if a group of tasks (or) services are involved in
completing a business function. (That should be either
successfully complete (or) finish (or) none of them
should.

. Management: it defines set of attributes used to manage

the services.

EXx;- Priority(A high priority should consider).




SERVICE GOVERNANCE

SOA governance is a type of “ IT governance “ used to control the development,
deployment, operations and management of a successful service-oriented
architecture (SOA). SOA governance involves creating, enforcing, adapting and
communicating policies around how services are created and implemented, across

their lifecycle.

Note:- A successful SOA strategy depends not only on having a portfolio(show
case) of quality services, but also on an adequate(satisfactory) SOA governance
framework to handle the development, deployment, operations and management of
new SOA services. An effective SOA implementation approach and governance
framework requires the use of sophisticated tools to align services with business
objectives, ensure that users can connect to and re-use services as needed, and

monitor and report on decisions and results.
(OR)

It follows set of rules (or) guidelines to run the organization. Smoothly without

creating any problems to meet the goals.

— It prevents problems & ensure that everyone follows the same rules.
It involves:-

*Defining how services should be used:

Ex:- Ecommerce Platform.

The set of rules defines for payment services is not applicable for Inventory

Management.




*Making sure services are reliable:

Ex:- Cloud Storage (Drop Box) can store multiple copies of users files on different

servers. Even if one server down. The files are still accessable.
*Managing changes to services:
When any platform (social media) updates its interface.

Service governance -> dictates the changes are rolled out during off peak hours to

minimize disruption (disturbance) for users.

*Security & Privacy:

Hide the sensitive information from the unauthorized access,

By providing encryption.

*Monitoring & Reporting:

Ex;- Email service provider.

Monitor the delivery rates of emails & generate reports,

to show how many are successfully delivered, opened & clicked by recipients.
(OR)

In general, governance means establishing and enforcing how people and solutions
work together to achieve organizational objectives. This focus on putting controls

in place distinguishes governance from day-to-day management activities.




As a discipline, governance has been with us for many years, but with the advent

of enterprise (A company or business) SOA, the need has been heightened for-

The companies you

pay to receive a good or service from. (These may include your local shop or your
Netflix subscription.)

-organizations to take governance as a discipline more seriously. So, why is

defining SOA governance and its scope so challenging?

With so many definitions of SOA coming from software vendors, standards bodies,
analyst firms, and respected authors, it’s no wonder that defining SOA governance

and its scope causes so much confusion and disagreement.

SOA governance should be viewed as the application of Business governance, IT
governance, and EA governance to Service-Oriented Architecture (SOA). In effect,
SOA governance extends IT and EA governance, ensuring that the benefits that
SOA extols are met. This requires governing not only the execution aspects of

SOA, but also the strategic planning activities.

Business Governance

Supports Supports

Ilf Governance EA Governance

Extends Extends

[ SOANGOVEANCE! J




SOA Governance Relationships

Enterprise Architecture (EA) Governance is the practice and orientation
by which enterprise architectures and other architectures are managed and
controlled at an enterprise-wide level.

IT Governance includes the decision rights, accountability framework, and
processes to encourage desirable behavior in the use of IT.

Business Governance is the set of processes, customs, policies, laws, and
institutions affecting the way an organization is directed, administered, or

controlled

SOA Governance Scope

Many of the early definitions of SOA were very technology-focused and the
differences between SOA and web services technology were blurred. A side-
effect of this is the misperception that SOA governance can be solved by
technology alone. Effective SOA governance requires equal focus on the
people, process, and technology aspects of SOA governance; therefore,
defining and scoping SOA governance can be a challenge.

As previously stated, SOA governance should extend the organization’s
existing IT and EA governance models to cater (supply) for the new SOA
assets and SOA policies. Extending these existing governance models
reduces the risk that organizations will create uncoordinated silo’ed
(separated) governance regimens (plans) that will potentially duplicate
existing coverage areas of their core governance regimens. Extending the
existing governance regimen to ensure that the benefits of SOA are achieved
Is still challenging. It requires governing the strategic planning activities as

well as the execution aspects of SOA.




SOA Governance Framework

The goal of the SOA Governance Framework is to enable organizations to define

and deploy their own focused and customized SOA Governance Model.

Since aspects of the SOA Governance Model require culture change, an SOA
Governance Regimen should never be deployed in a big-bang approach
(integrating all modules at once and testing the system as a single unit). The
framework defines an incremental deployment approach so that organizations can
continue to meet their current demands while moving towards their long-term
goals for SOA.

There is no single model of good SOA governance due to variants (alternative)
within an organization. Examples of these variants include the existing governance
in place, the SOA maturity level, size of the organization, etc. In effect, an

organization’s appropriate SOA Governance Model is one that defines:

« What decisions need to be made in their organization to have effective SOA
governance

« Who should make these SOA governance decisions in their organization

o How these SOA governance decisions will be made and monitored in your
organization

« What organization structures, processes, and tools should be deployed in
your organization

e What metrics are required to ensure that an organization’s SOA

implementation meets their strategic goals




Organizations should frankly assess their current governance regimen and practical

governance goals. From this, an achievable roadmap for delivering governance can

be created.

The SOA Governance Framework consists of an SOA Governance Reference

Model (SGRM) which is utilized as a starting point, and an SOA Governance

Vitality Method (SGVM) which is a definition/improvement feedback process to

define a focused and customized SOA Governance Regimen.

Governance
Model

Processes Technology

SOA Governance
Reference Model
(SGRM)

SOA
Governance

Vitality
Method
(SGVM)

SOA Governance Reference Model (SGRM)

Governance

Customized and
Focused SOA
Governance

Regimen

The SOA Governance Reference Model (SGRM) is a generic model that

establishes a foundation of understanding and is utilized to expedite (happens

quickly) the process of tailoring (adapting) the SOA Governance Regimen for an




organization. All aspects of the SGRM should be reviewed and considered for

customization to the organization’s environment.

The examples provided are intended to be a starting point for discussion which

may be selected from or extended.
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SOA Governance Vitality Method (SGVM)

The SOA Governance Vitality Method (SGVM) is a process that starts with the
SGRM and then follows a number of phased activities to customize it for the
organization’s variants. SOA governance should be viewed as a process and not a
project; therefore, the phases of the SGVM should be viewed as a continuous
improvement loop, whereby progress is measured, and course-correction and

updates to the SOA Governance Regimen are performed when needed.
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SERVICE GOVERNANCE- PROCESSES

Service Development &

Service Composition &

o & w0 Do

Service Testing & Valid

Service ldentification & Design:-

Service Identification & Design

Implementation

Service Discovery & Registry

Orchestration

ation.

This process involves identifying the potential services within an organization’s

capabilities & designing them to be independent & reusable.

Potential Services are:-

Ex:-

1)

Customer Management Service —

> Handle tasks related to managing

the customer’s information, such as




=>» Creating New Customer Profiles
=>» Updating contact details

=>» Tracking customer interactions.

1) Order Processing Service—

—> Handle tasks related to processing

customer orders includes,

=» Order Validation
=>» Inventory Management
=» Order Fulfillment.

1)  Payment Processing Service—

—> Handle tasks related to processing
payments, includes

=>» Transaction Authorization
=>» Payment Verification

=>» Transaction Recording.

Service Development & Implementation:-

Actually focuses on creating the services identified in the previous step.

It involves on Coding, Testing & Deploying the services in a way that adheres

(belief) to the established design & architectural guidelines.




key phases:-

1. Needs Assessment: Identify the needs of your target audience or market.
This often involves research, surveys, and data analysis to understand what
gaps exist and what demands are unmet.

2. Service Design: Develop a detailed plan for the service. This includes
defining the service features, delivery methods, and customer experience.
You'll need to design processes, workflows, and possibly even the physical
or digital interfaces through which the service will be delivered.

3. Prototyping: Create a prototype or pilot version of the service. This helps in
testing the feasibility of the service concept and making necessary
adjustments before full-scale implementation.

4. Testing and Feedback: Conduct tests with a small group of users to gather
feedback. This can help identify issues and areas for improvement. Adjust
the service based on the feedback received.

5. Implementation: Roll out the service to the broader market. This includes
training staff, setting up necessary infrastructure, and launching marketing
and communication strategies.

6. Monitoring and Evaluation: Continuously monitor the performance of the
service using metrics such as customer satisfaction, service efficiency, and
financial performance. Evaluate whether the service meets the initial goals
and make improvements as needed.

7. Scaling and Optimization: Once the service is running smoothly, consider
how it can be scaled or optimized. This might involve expanding to new

markets, enhancing features, or refining processes to increase efficiency.




Each phase requires careful planning and execution to ensure that the service not

only meets customer needs but also operates effectively and sustainably.

Service Discovery & Reqistry:-

it involves registering services in a service registry (or) catalog & which allows

other components (or) services to find & use them.

Service discovery is the process of automatically locating and accessing services
within a network or cloud environment. It’s crucial in dynamic environments

where services might be added, removed, or relocated frequently.

Service Registry is a database or directory where services are registered with
metadata about their location and capabilities. It serves as a central point for

service discovery.
Scenario:
Imagine you have a web application with two services:

1. User Service: Manages user information.

2. Order Service: Handles orders placed by users.

Both services need to communicate with each other. To manage this, we'll use a

service registry to help these services find each other.




Step-by-Step Example:

1. Setup Service Registry

Let's use a simple service registry tool like Consul. You can think of Consul as a

central directory where services will register themselves.
2. Register Services

User Service and Order Service will both register with Consul. Each service will

provide Consul with information about where it is running.
User Service Registration:

1. User Service starts up.
2. It sends a registration request to Consul with details like:
o Service Name: user-service
o Address: 192.168.1.10
o Port: 8080
o Health Check URL: /health

Order Service Registration:

1. Order Service starts up.
2. It sends a registration request to Consul with details like:
o Service Name: order-service
o Address: 192.168.1.11
o Port: 8081
o Health Check URL.: /health




3. Service Discovery
Now, let's say the Order Service needs to call the User Service to get user details.

1. Order Service queries Consul for the address of the user-service.
2. Consul responds with the address and port of the User Service (e.g.,
192.168.1.10:8080).

4. Service Communication

Order Service uses the information obtained from Consul to make a request to

User Service. For example:

o Order Service makes an HTTP request to
http://192.168.1.10:8080/users/123 to get details for user 1D 123.

5. Health Checks

Consul performs regular health checks on both services by hitting the /health
endpoint of each service. If any service fails its health check, Consul will mark it

as unavailable and stop providing its address to clients.

Service Composition & Orchestration:-

It involves combining multiple services to achieve specific business process or

tasks.

It dones through Orchestration (Central Controller -> Coordinates the execution)




Service composition involves combining multiple services to create a new, more
complex service or application. This is often done to build a higher-level

functionality or workflow by leveraging existing services.

Service orchestration is about managing and coordinating the interactions
between multiple services to achieve a specific business goal or process. It
involves controlling the flow of data and managing the execution of service

Interactions.
Example: Booking a Vacation

Imagine you want to book a vacation and need to find a flight, a hotel, and a rental

car. Here's how a Booking Service helps you do this in a single process:
Step-by-Step Composition:

* Search Request: You enter your travel details (e.g., destination, dates) into a

booking app.
* Booking Service: The app sends your search request to the Booking Service.
* Query Services: The Booking Service then asks three separate services:

= Flight Service: "What flights are available?"
= Hotel Service: "What hotels are available?"

= Car Rental Service: "What cars can | rent?"

* Get Results: Each service responds with a list of options for flights, hotels, and

cars.




* Combine Results: The Booking Service takes these lists and combines them

into one easy-to-read result.

* Show Options: The app presents you with a complete set of options for flights,

hotels, and cars so you can choose and book everything in one go.
Step-by-Step Orchestration:
* Initiate Booking: You start by entering your travel details into the booking app.

* Booking Service Receives Request: The Booking Service receives your request

and begins orchestrating the booking process.

* Check Availability: The Booking Service first checks the availability of flights.
It sends a request to the Flight Service to get available flights based on your travel

dates and destination.

* Process Payment: Once the flights are available, the Booking Service moves to
handle payment. It sends a request to the Payment Service to process the payment
for the flight.

* Reserve Hotel: After payment is confirmed, the Booking Service requests hotel
availability. It sends a request to the Hotel Service to find available hotels for your

stay.

* Reserve Car Rental: Next, the Booking Service checks for car rentals. It sends

a request to the Car Rental Service to get available cars for your travel dates.




* Confirm Booking: Once all services provide their responses (flight, hotel, car),
the Booking Service aggregates the results. It combines the details and ensures

that everything is available for the same dates and location.

* Final Confirmation: The Booking Service finalizes the booking: It might need
to confirm and finalize payments with the Payment Service for the hotel and car

rental. It ensures that all reservations (flight, hotel, car) are confirmed and booked.

* Notify You: Finally, the Booking Service sends you a confirmation with all the

booking details (flight, hotel, car rental).

Service Testing & Validation:-

It involves, creating Test Cases.
Service Testing

Service testing focuses on verifying that a service performs its intended functions

correctly. It involves different types of tests to check various aspects of the service.
Types of Testing:

1. Unit testing

2. Integration Testing

3. End-End Testing

4. Performance Testing

5. Security Testing




6. Regression Testing
Service Validation

Service validation ensures that the service meets the defined requirements and
fulfills its intended purpose. It involves checking that the service aligns with

business objectives and user needs.
Types of Validation:

1. Functional Validation
2. Non- Functional Validation
3. User Acceptance Testing (UAT)

4. Compliance Validation
SERVICE GOVERNANCE GUIDELINES

Service governance guidelines are essential for managing and overseeing the
delivery of services within an organization or to its customers. They help ensure
that services are delivered consistently, efficiently, and in alignment with
organizational objectives. Here’s a comprehensive outline of typical service

governance guidelines:
1. Governance Structure
» Define Roles and Responsibilities:

e Governance Board: Set up a governance board to oversee
service management, comprising senior leaders and

stakeholders.




e Service Owners: Assign service owners responsible for the
performance and management of specific services.
e Service Managers: Designate service managers to handle day-

to-day service delivery and operational tasks.
» Establish Committees or Working Groups:

e Form committees to address specific areas such as service

improvement, risk management, and compliance.
2. Service Management Framework
» Adopt a Framework:

e Utilize frameworks such as ITIL (Information Technology
Infrastructure Library), COBIT (Control Objectives for
Information and Related Technologies), or others that fit your

organization's needs.
» Define Service Lifecycle:

e Clearly outline the stages of service management, from
planning and design to transition, operation, and continual

improvement.
3. Policy and Standards

» Develop Policies:




e Create policies covering service quality, security, data privacy,

compliance, and performance.
» Set Standards:

e Establish standards for service delivery, including service level
agreements (SLASs), key performance indicators (KPIs), and

best practices.
4. Service Performance Management
» Define Metrics:

e |dentify and define metrics to measure service performance,

such as uptime, response time, and customer satisfaction.
» Monitor and Review:

e Implement processes for continuous monitoring and regular

review of service performance against established metrics.
» Reporting:

e Create reporting mechanisms for tracking performance, issues,

and improvements, and ensure transparency with stakeholders.
5. Risk Management

» ldentify Risks:




e Conduct risk assessments to identify potential risks related to

service delivery.
» Mitigation Strategies:

e Develop strategies for mitigating identified risks and implement

contingency plans.
» Compliance:

e Ensure adherence to regulatory and legal requirements relevant

to the services provided.
6. Change Management
» Change Control Process:

e Establish a formal change control process for managing
changes to services, including planning, approval,

implementation, and review.
» Communication:

e Ensure clear communication of changes to all relevant

stakeholders.
7. Service Improvement

» Continuous Improvement:




e [mplement mechanisms for continual service improvement,
such as feedback loops, service reviews, and improvement

initiatives.
> Innovation:

e Encourage innovation to enhance service delivery and adapt to

changing needs.
8. Customer Engagement
> Feedback Mechanisms:

e Create channels for customer feedback and ensure it is

collected, analyzed, and acted upon.
> Service Level Agreements (SLAS):

e Define and agree on SLAs with customers to set clear

expectations and responsibilities.
9. Training and Development
» Training Programs:

e Develop and provide training programs for staff involved in
service management to ensure they have the necessary skills

and knowledge.

» Knowledge Sharing:




e Promote knowledge sharing and best practice dissemination

among service teams.
10. Documentation and Communication
» Documentation:

e Maintain comprehensive documentation for all service

management processes, policies, and procedures.
» Communication Plan:

e Develop a communication plan to keep stakeholders informed

about service performance, changes, and improvements.
11. Compliance and Auditing
> Internal Audits:

e Conduct regular internal audits to ensure compliance with

governance policies and standards.
» External Audits:

e Prepare for and support external audits if applicable, and

address any findings or recommendations.




SERVICE GOVERNANCE PRINCIPLES

Service governance principles provide foundational guidelines that help ensure

effective management, oversight, and alignment of services with organizational

goals. Here are key principles of service governance:

1. Alignment with Business Objectives

Strategic Alignment: Ensure that all services and their management
practices are aligned with the organization's strategic goals and objectives.
Value Delivery: Focus on delivering value to the business and its

stakeholders through efficient and effective service management.

2. Accountability and Responsibility

Clear Roles: Define clear roles and responsibilities for all individuals
involved in service management, including governance boards, service
owners, and service managers.

Ownership: Assign ownership of services and outcomes, ensuring

accountability for performance and delivery.

3. Transparency and Communication

Open Communication: Foster open communication channels between all
stakeholders involved in service management.
Transparency: Ensure transparency in decision-making, performance

reporting, and service changes.




4. Compliance and Risk Management

o Regulatory Compliance: Adhere to relevant regulations, laws, and
standards affecting service delivery and management.
« Risk Management: Identify, assess, and manage risks associated with

services to mitigate potential impacts on business operations.
5. Performance and Measurement

« Define Metrics: Establish clear metrics and key performance indicators
(KPIs) to measure service performance and effectiveness.
« Continuous Monitoring: Continuously monitor performance against

established metrics and take corrective actions as needed.
6. Customer Focus

« Customer Satisfaction: Prioritize customer satisfaction by understanding
and meeting customer needs and expectations.
« Feedback Utilization: Collect and act on customer feedback to improve

service delivery and address issues promptly.
7. Continuous Improvement

« Ongoing Review: Regularly review and assess service processes,
performance, and outcomes to identify areas for improvement.
« Innovation: Encourage innovation and adaptability to enhance service

quality and efficiency.




8. Standardization and Best Practices

« Process Standardization: Standardize processes and practices to ensure
consistency and reliability in service delivery.
« Adopt Best Practices: Implement industry best practices and frameworks to

enhance service management effectiveness.

9. Integrated Approach

. Holistic View: Take a holistic view of service management, integrating
processes, technology, and people to achieve cohesive service delivery.
« Coordination: Ensure coordination between different service functions and

departments to support overall service governance.
10. Resource Management

. Effective Resource Use: Optimize the use of resources (human, financial,
technological) to support service delivery and management.
. Capacity Planning: Plan for resource needs to ensure that services are

delivered effectively without overloading resources.
11. Documentation and Knowledge Management

« Comprehensive Documentation: Maintain thorough and up-to-date
documentation for all service management processes, policies, and
procedures.

« Knowledge Sharing: Promote the sharing of knowledge and lessons learned

to improve service governance and management practices.




12. Ethics and Integrity

. Ethical Standards: Uphold high ethical standards in all service
management activities and decision-making processes.
« Integrity: Ensure that all actions and decisions are made with integrity,

maintaining trust with stakeholders.
SERVICE GOVERNANCE METHODS & TOOLS
Service Governance Methods
1. Governance Frameworks

» Method: Establish a structured framework for managing services, including

roles, responsibilities, and processes.
Examples:

e ITIL (Information Technology Infrastructure Library):
Provides a set of practices for IT service management and
governance.

e COBIT (Control Objectives for Information and Related

Technologies): Focuses on IT governance and management.

2. Policy Development

» Method: Define and implement policies for service management, quality,
security, and compliance.
» Guidelines:




v Develop policies for service level agreements (SLAS), data
protection, and change management.
v' Ensure policies are documented and communicated

effectively.
. Service Lifecycle Management

Method: Manage services throughout their lifecycle, from planning and
design to deployment and retirement.

Practices:

= Service Design: Ensure services are designed to meet business
needs and adhere to standards.

= Service Transition: Manage the deployment and integration of
services into production.

= Service Operation: Oversee day-to-day service operations and
performance.

= Service Improvement: Continuously assess and improve
service quality and effectiveness.

. Performance Monitoring and Management

Method: Track and analyze service performance to ensure it meets agreed-
upon metrics and SLAs.

Practices:

= Define key performance indicators (KPIs) and metrics for
service performance.
= Implement monitoring and reporting processes to track

performance and identify issues.




. Compliance and Risk Management

Method: Ensure services comply with relevant regulations, standards, and
organizational policies.

Practices:

= Conduct regular audits and assessments to ensure compliance.
= ldentify and manage risks associated with service delivery and
operations.

. Change Management

Method: Manage changes to services to minimize disruptions and ensure
that changes are implemented effectively.

Practices:

= Implement a formal change management process for requesting,
approving, and implementing changes.

« Communicate changes to stakeholders and update
documentation as needed.

. Service Catalog Management

Method: Maintain a service catalog that provides information about
available services, their descriptions, and how to access them.

Practices:

= Regularly update the service catalog to reflect current services
and their status.
= Ensure the catalog is accessible and provides accurate

information.




8. Incident and Problem Management

» Method: Manage and resolve incidents and problems affecting services to
minimize impact and restore normal operations.

> Practices:

= Implement processes for incident detection, reporting, and
resolution.
= Analyze and address root causes of recurring issues to prevent

future problems.
Service Governance Tools
1. Governance Framework Tools

» ITIL and COBIT Tools: Platforms and frameworks that provide guidance

and best practices for implementing governance frameworks.

Examples: BMC Remedy IT Service Management, ServiceNow (which

incorporates ITIL practices).
2. Policy and Compliance Tools

» Document Management Systems: Tools for creating, storing, and

managing policies and compliance documentation.
Examples: Confluence, SharePoint.

3. Service Lifecycle Management Tools




> Service Management Platforms: Tools that support the entire service

lifecycle, including design, deployment, and management.
Examples: ServiceNow, IBM Maximo, BMC Helix.
4. Performance Monitoring and Management Tools

» Application Performance Management (APM): Tools for monitoring and

managing service performance.
Examples: New Relic, AppDynamics, Dynatrace.

» Monitoring and Analytics Tools: For tracking system performance and

user experience.
Examples: Grafana, Prometheus, ELK Stack (Elasticsearch, Logstash, Kibana).
5. Compliance and Risk Management Tools

» Audit and Compliance Tools: Tools for performing audits and ensuring

compliance with regulations.
Examples: Qualys, Nessus.

» Risk Management Platforms: Tools for identifying, assessing, and

managing risks.

Examples: Risk Watch, Logic Manager.




6. Change Management Tools

» Change Management Platforms: Tools for managing and tracking changes

to services.
Examples: ServiceNow Change Management, JIRA Service Management.
7. Service Catalog Management Tools
» Service Catalog Tools: Tools for creating and managing service catalogs.
Examples: Service Now Service Catalog, Cherwell Service Management.
8. Incident and Problem Management Tools

» Incident Management Platforms: Tools for managing incidents and

problems.

Examples: Service Now Incident Management, BMC Remedy ITSM, Jira

Service Management.
(OR)

Service Governance involves managing and overseeing the design, delivery, and
improvement of services to ensure they meet organizational goals, comply with
policies, and provide value. To effectively manage services, organizations use a
combination of governance structures, processes, guidelines, principles, methods,

and tools. Here's a comprehensive look at each aspect:




Service Governance

Definition: The framework and practices used to ensure that services are aligned

with business objectives, adhere to policies, and are delivered effectively.
Components:

« Governance Framework: Defines roles, responsibilities, and decision-
making processes for managing services.

. Policies and Standards: Establish rules and criteria for service
management, quality, and compliance.

« Compliance and Audits: Ensure services adhere to regulatory requirements
and organizational policies.

« Risk Management: Identify and manage risks related to service delivery.
Service Processes
Key Processes:

1. Service Strategy:
o Objective: Define the strategic direction for services.
o Processes: Service Portfolio Management, Demand Management,
Financial Management.
2. Service Design:
o ODbjective: Design services to meet business needs and customer
expectations.
o Processes: Service Catalog Management, Service Level Management,
Capacity Management, Awvailability Management, IT Service

Continuity Management.




3. Service Transition:

o Objective: Manage the transition of services from development to
production.

o Processes: Change Management, Release and Deployment
Management, Service Validation and Testing, Knowledge
Management.

4. Service Operation:

o Objective: Deliver and manage services efficiently.

o Processes: Incident Management, Problem Management, Event
Management, Request Fulfillment.

5. Continual Service Improvement:
o Objective: Continuously improve service quality and performance.
o Processes: Service Measurement and Reporting, Service Reviews,

Improvement Planning.
Service Guidelines
Guidelines:

« Customer Focus: Design and deliver services with a focus on customer
needs and satisfaction.

« Service Quality: Adhere to quality standards and metrics; continuously
Improve service quality.

« Efficiency: Optimize resource use and minimize waste in service delivery.

« Flexibility and Adaptability: Ensure services can adapt to changing needs
and environments.

« Reliability: Maintain high availability and minimize service disruptions.




Security and Privacy: Protect data and ensure compliance with security

standards.
Transparency: Communicate clearly about service performance and

changes.
Accountability: Define clear roles and responsibilities for service

management.

Service Principles

Principles:

Customer-Centric: Prioritize customer needs and satisfaction.
Quality-Driven: Deliver high-quality, reliable services.
Efficiency-Oriented: Optimize processes and resource use.
Adaptability: Design services to be flexible and responsive to change.
Security-Conscious: Ensure data and service security.

Transparent: Maintain open communication about services.

Accountable: Clearly define and manage responsibilities.

Service Methods

Methods:

ITIL (Information Technology Infrastructure Library): Provides a
framework of best practices for IT service management.

COBIT (Control Objectives for Information and Related Technologies):
Offers guidance for IT governance and management.

Agile and Devops: Approaches for managing service delivery with

flexibility and continuous improvement.




« Lean: Focuses on improving efficiency and reducing waste in service

processes.
Service Tools
Tools:

Governance Framework Tools:

o Service Now: For IT service management and governance.
o BMC Helix: Provides ITSM and governance capabilities.
« Service Design Tools:
o IBM Rational Software Architect: For designing and modeling
services.
o Microsoft Visio: For creating service diagrams and workflows.
« Service Transition Tools:
o Jira Service Management: For change and release management.
o Azure DevOps: For deployment and CI/CD (Continuous
Integration/Continuous Deployment).
« Service Operation Tools:
o Service Now Incident Management: For managing incidents and
service requests.
o New Relic: For performance monitoring and management.
o Splunk: For log management and analysis.
« Continual Improvement Tools:
o Grafana: For visualizing service performance metrics.
o Prometheus: For monitoring and alerting.
« Governance and Compliance Tools:

o Qualys: For security and compliance management.




o RSA Archer: For risk management and compliance.
KEY SERVICE CHARACTERISTICS

Understanding the key characteristics of services is crucial for designing,
delivering, and managing them effectively. Services, as opposed to tangible
products, have distinct features that influence how they are consumed and

evaluated. Here are the key characteristics of services:
1. Intangibility

« Description: Services cannot be touched, seen, or stored in the same way as
physical products. They exist only at the time of delivery.

« Implications: This characteristic means that customers cannot evaluate the
service before it is delivered, leading to reliance on tangible cues (e.g.,

customer reviews, brand reputation) to assess quality.
2. Inseparability

« Description: Services are produced and consumed simultaneously. Unlike
products, they cannot be separated from their providers.

« Implications: The quality of service is closely linked to the service
provider's interaction with the customer. The customer's experience is often

shaped by the provider's behavior and performance during service delivery.
3. Heterogeneity

« Description: Services are highly variable and can differ from one provider

to another, and even from one instance to another by the same provider.




« Implications: This variability can affect the consistency of service quality.
Standardization and training are essential to ensure a consistent service

experience.
4. Perishability

« Description: Services cannot be stored, saved, or inventoried. They are
time-sensitive and expire if not consumed within a certain period.

« Implications: This characteristic requires effective management of supply
and demand to avoid service shortages or surpluses. Techniques such as

reservations and capacity management are used to address perishability.
5. Customer Participation

« Description: The customer often plays a role in the service delivery process,
contributing to the creation and consumption of the service.

« Implications: The level of customer involvement can impact service quality
and satisfaction. Service providers must manage customer interactions

carefully to ensure positive outcomes.
6. Variability

« Description: Each service interaction can be unique due to the nature of
human interaction and customization.

« Implications: Service providers must manage and mitigate variability to
deliver a consistent service experience. This can involve training staff, using

standardized procedures, and leveraging technology.




7. Simultaneity

« Description: Services are produced and consumed at the same time, making
the process of service delivery and consumption concurrent.

« Implications: Service providers must be equipped to handle real-time
Interactions and ensure that the service meets customer expectations during

the delivery process.
8. Ownership

« Description: Customers do not gain ownership of services; they experience
or use them temporarily.

« Implications: Since ownership is not transferred, service providers need to
focus on delivering value and ensuring customer satisfaction throughout the

service experience.
9. Service Lifecycle

« Description: Services go through a lifecycle from design and development
to delivery and eventual retirement.

. Implications: Effective service management requires attention to each stage
of the service lifecycle to ensure quality, relevance, and customer

satisfaction.
10. Customization

« Description: Services can often be tailored to meet individual customer

needs and preferences.




Implications: Customization requires flexibility and adaptability from the
service provider and can enhance customer satisfaction by addressing

specific needs.

11. Relationship Management

Description: Building and maintaining strong relationships with customers
Is critical in service delivery.

Implications: Service providers should focus on developing long-term
relationships with customers, emphasizing personalized service and

customer support.

Examples of Key Service Characteristics in Action:

Healthcare Services: Intangibility is evident as patients cannot assess the
outcome of a procedure until after it is performed. Inseparability is shown in
the direct interaction between healthcare providers and patients.

Education Services: The heterogeneity of teaching methods can lead to
different learning experiences. The perishability aspect is reflected in the
time-bound nature of classes and sessions.

Hospitality Services: Customer participation is high as guests interact with
staff and influence their experience. The variability in service delivery can

be managed through training and standard operating procedures.




TECHNICAL BENEFITS OF SOA

. Reliability: Services are independent in SOA. So it becomes easier to test &
debug the applications.

. Location Independence: Services are listed in a directory (Service
Registry)

Each have its unique address like a web link (URL). So, if a service wants to
move to a different place (Changes its location). It can update its address in
the directory without disrupting others.

. Scalability: Runs on multiple platforms & can be operate on different
Servers.

. Platform Independence: You can build a complex application by putting

together various services from different places.

Ex:- Payment Gateway Services ——JAVA
Order Management Services ——NET

. Agility: Instead of starting from scratch everytime, they can use ready made

} CAN INTERACT WITH EACH OTHER

parts (existing services) for creating New Applications.
. Easy Maintenance: The Maintenance (or) updates of the application has

become far easier because the services are independent.




CASE STUDIES

Case Study 1: Online Shopping System Migration to SOA

Scenario

A large online shopping company originally developed separate applications for
customer management, inventory, payment, shipping, and customer support. Each
application worked independently with its own database.

As business expanded, customers experienced delayed order processing because
every department exchanged information manually.

Problem

« Duplicate customer data
« Slow order processing

« Difficult maintenance

« Poor scalability

« High operational cost

SOA Solution

The company converted every major function into reusable services.
Services created:

o Customer Service

« Product Catalog Service
« Inventory Service

« Payment Service

« Shipping Service

« Notification Service

Each service communicates through web services using XML/JSON over HTTP.

SOA Concepts Used

« Service Reusability
« Loose Coupling




« Standardized Interfaces
« Service Composition

Benefits

« Faster order processing

« Easy integration with mobile applications
« Reduced maintenance cost

« Independent service deployment

« Better customer satisfaction

Learning Outcome

SOA improves flexibility and enables different business functions to work together
efficiently.

Case Study 2: Evolution from Monolithic Banking System to SOA

Scenario

A bank developed all banking operations inside one large software application.
Modules included:

« Account Management
« Loans

« Credit Cards

« ATM

« Internet Banking

Whenever one module changed, the whole application required testing and
redeployment.

Problems

« Difficult upgrades
« Long downtime

« High maintenance
« Slow development




SOA Migration

The bank divided the system into services:

« Customer Service

« Account Service

« Loan Service

« Transaction Service

« Authentication Service

Each service became independently deployable.
SOA Timeline

Legacy System

!

Client-Server

!
Distributed Computing

!

Web Services

!
SOA

l
Cloud-based Microservices

Benefits

« Independent updates
« Easy mobile banking integration
« Better fault isolation




« Faster product delivery

Learning Outcome

SOA evolved to solve limitations of tightly coupled enterprise applications.

Case Study 3: Government e-Governance Portal

Scenario

A government wanted citizens to access services through one portal.
Departments included:

« Passport

« Driving License
e Tax

« Land Records

« Pension

Each department maintained separate software.

Problems

« Multiple logins

« Duplicate verification
« Slow processing

« Poor coordination

SOA Solution

Shared services:

« Citizen ldentity Service

« Authentication Service

« Payment Gateway

« Notification Service

« Document Verification Service

Every department reused the same services.




Business Benefits

« Single Window Service
. [Faster approvals

o Less paperwork

« Better transparency

o Lower IT cost

SOA Principles Used

Reusability

Discoverability
Standardization
Loose Coupling

Case Study 4: Hospital Management using SOA
Scenario
A hospital operates separate systems for:

« Registration
« Pharmacy
« Laboratory
. Billing
. Radiology
Doctors manually collect reports from different departments.

Problems

« Duplicate patient records
o Delayed treatment
« Manual coordination

SOA Architecture

Services:

« Patient Service




« Doctor Service

« Lab Service

« Pharmacy Service

« Billing Service

« Appointment Service

Governance

Hospital management defines:

Patient privacy rules
Security policies
Data standards
Access permissions

Benefits

« Faster treatment

« Shared patient records

. Easy integration

« Better healthcare quality

Case Study 5: Airline Reservation System

Scenario

An airline wants customers to:

Search flights

Book tickets

Make payments

Receive boarding passes

Different airlines use different software.
SOA Solution
Reusable services:

« Flight Search Service




« Booking Service

« Seat Allocation Service
« Payment Service

« Notification Service

Travel websites reuse these services.

Characteristics Demonstrated

« Interoperability
« Reusability

« Loose Coupling
« Discoverability

Business Benefits

« Easy partner integration
« Faster booking
« Global accessibility

Case Study 6: University ERP System

Scenario
University departments operate separately.
Modules:

« Admissions
« Library

« Hostel

« Examination
o Fees

Students repeatedly submit the same documents.

SOA Solution

Common services:




« Student Service

« Authentication Service
« Payment Service

« Examination Service

« Result Service

Every department accesses the same student information.

Benefits

« Single student record
« [Faster admissions

« Reduced duplication
« Easy online services

SOA Tools Used

« SOAP/REST APIs
« XML/JSON
« Enterprise Service Bus (ESB)

Case Study 7: Food Delivery Platform

Scenario

A food delivery company partners with thousands of restaurants.
Functions include:

« Restaurant Registration
« Menu Management

« Order Processing

o Payments

« Delivery Tracking

SOA Services

« Restaurant Service
« Customer Service
« Order Service




« Payment Service
« Delivery Service
« Feedback Service

Processes

Customer Order

l

Restaurant Confirmation

l

Payment

l

Delivery

!
Feedback

Benefits

« Quick onboarding of restaurants
« Scalable architecture
« Easy mobile integration

Case Study 8: Insurance Claim Processing

Scenario

Insurance claims involve:

o Customer verification
« Policy validation

« Hospital verification
« Claimapproval

o Payment




Previously all departments worked independently.

SOA Solution

Independent services:

« Policy Service

« Customer Service

« Claim Service

« Payment Service

« Fraud Detection Service

Governance

Company defines:

« Approval workflow
« Security standards

« Audit logs

- Data validation

Benefits

« Faster claims
« Reduced fraud
« Better customer satisfaction

Case Study 9: Smart City Management

Scenario

A smart city integrates:

o Traffic

« Water Supply

« Electricity

« Waste Management
« [Emergency Services

Each department uses different technologies.




SOA Solution

Shared services:

« Citizen Information Service
« GIS Service

« Payment Service

« Alert Service

« Complaint Service

Business Benefits

« Better resource utilization
« Integrated citizen services
« Real-time monitoring

Technical Benefits

« Platform independence
« Scalability
« [Easy maintenance

Case Study 10: E-Commerce Marketplace (Amazon-like Platform)

Scenario

A marketplace hosts millions of products from thousands of sellers.
Major modules:

« Seller Portal

« Product Catalog

o Inventory

o Orders

« Payments

« Recommendations

SOA Architecture

Independent services:




« Seller Service

« Product Service

« Inventory Service

« Order Service

« Recommendation Service
« Payment Service

« Shipping Service

Key Service Characteristics

« Stateless

« Reusable

« Autonomous

« Discoverable

« Interoperable

« Loosely Coupled

Technical Benefits

« Independent scaling

« Continuous deployment
« APl integration

« Cloud readiness

Business Benefits

« Faster feature releases

« Better customer experience
« Lower operational cost

« High availability




UNIT I — Introduction to SOA

Fundamentals of SOA-Evolution of SOA: A SOA Timeline-Continuing Evolution of SOA. Service
Oriented Business & Government-SOA Architecture Concepts-Service Governance, Processes,
Guidelines, Principles, Method & Tools-Key Service Characteristics-Technical & Business Benefits of

SOA
PART -A
Q. No Questions Blooms Taxonomy
Level
1 Define SOA? R
2 List out the Standardized Communication Protocols? R
3 What are the fundamentals in SOA? U
4 Difference b/w Service oriented Business and Service oriented AN
Government?
5 Define Service Governance? R
6 What are the methods or techniques used in SOA? A
7 List out the Tools used in SOA? R
8 What are the Principles followed by SOA? U
9 What are the Benefits of SOA? E
10 Define Processes in SOA with Example? C
11 Explain the components in SOA briefly? U
PART -B
1 Explain about SOA with example? What are the Standardized UR
Communication Protocols used in SOA?
2 In what ways has the concept of SOA transformed throughout its AN
history?
Explain about the Fundamentals of SOA? U
Differentiate b/w the Service oriented Business & Service oriented AN
Government?
5 How does the government plan to continue leveraging SOA for E
future technological advancements?
6 Explain about the SOA Architecture Concepts & Define its U
Characteristics?
What is the role and significance of Service Governance in SOA? E
What is the role of Processes in SOA? U
What are the key Guidelines & Principles that govern the design and A
implementation of services in SOA?
10. What are the some common methods and tools used in SOA? R
11. What are the Technical Benefits of SOA? Explain with Examples? E
12, What are the Components of SOA? UA

OR

Describe the Functional & Quality of Service Aspects briefly in
SOA?




UNIT —11: SOA & WEB SERVICES

""Web Services provide the standard means of interoperating between
different software applications running on a variety of platforms and
frameworks."

— World Wide Web Consortium (W3C)




UNIT - Il: SOA & WEB SERVICES

1. Unit Overview

This unit introduces the concepts of SOA and Web Services as a platform for developing
distributed applications. It covers service contracts, service-level data models, service discovery,
service-level integration processes, atomic and composite services, and provides a retrospective
view of Service-Oriented Architecture.

2. Objectives
After studying this unit, students will be able to:
e Understand the Web Services platform and its role in SOA.
o Explain service contracts and service-level data models.
o Describe service discovery and integration processes.
o Differentiate between atomic and composite services.
e Review the evolution and significance of SOA.

3. Learning Outcomes
Students will be able to:
o Explain the architecture and components of Web Services.
o Design services using appropriate service contracts and data models.
e Apply service discovery and integration techniques.
e Distinguish between atomic and composite services.
o Evaluate the contribution of Web Services to SOA-based systems.

4. Importance of Studying this Unit

This unit provides an understanding of how Web Services enable communication,
interoperability, and service integration in SOA-based applications. It equips students with the
knowledge required to design reusable and interoperable services for modern distributed
enterprise systems.

5. Key Concepts
e Web Services Platform
e Service Contract
e Service-Level Data Model
e Service Discovery
e Service-Level Integration Process
e Atomic Services
e Composite Services
e Retrospective on SOA




UNIT -2
SOA & WEB SERVICES

Service-Oriented Architecture (SOA) is an architectural style that uses web
services to build software applications. Web services are software systems that
enable machine-to-machine interaction over a network, and are the preferred way

to implement SOA.
Here are some ways web services and SOA work together:

e Loose coupling: SOA is designed to promote loose coupling between
software components, so they can be reused. Web services allow clients to
be coupled to services, so the server can be integrated outside of the client
application programs.

e Dynamic components: Services can be incorporated dynamically during run
time.

e Standardized communication: Web services provide a standardized way for
components within an SOA to communicate over a network, using protocols
like HTTP and XML. This interoperability allows organizations to integrate

different systems, promoting reusability, flexibility, and scalability.
Web Services

Web services are applications or software that use standardized web protocols to
communicate and exchange data over the internet. They can be either a service
offered by one electronic device to another, or a server that listens for requests on a

computer device.

(OR)




Web Services are a type of internet software that use standardized messaging
protocols and are made available from an application service provider's web server
for a client or other web-based programs to use. These services are sometimes

referred to as web application services.

Response from Server to the client

Server Hosting
the web Service
Client

Request from client to the Server

Server

Web services can be used for a variety of purposes, including:

e Interoperability: Web services provide a standard way for software
applications running on different platforms and frameworks to interact with
each other.

e A2A communication: Web services can be used for application-to-
application communication.

e Streamlining connectivity: Web services can help streamline connectivity.

e Minimizing development time: Web services can help minimize
development time.

e Efficient technology distribution: Web services can help distribute

technology efficiently.




What is an example of a web service?

The World Wide Web is filled with all types of web service examples.
Amazon is a company that offers a variety of web-based services. Users can
browse Amazon's catalog of items through its search engine. Anytime
someone searches for a particular product on Amazon's website, they use

Amazon's web services.

What are the types of web services?
There are a few central types of web services: XML-RPC, UDDI, SOAP,
and REST: XML-RPC (Remote Procedure Call) is the most basic XML

protocol to exchange data between a wide variety of devices on a network.

What are the 3 roles of web services?
The architecture of web service consists of three roles:

Service Provider, Service Requester, and Service Registry.

When to use web services?

Web services let different organizations or applications from multiple
sources communicate without the need to share sensitive data or IT
infrastructure. Instead, all information moves through a programmatic

interface across a network.

What is difference between web service and web application?
A Web Application is meant for humans to read, while a Web Service is
meant for computers to read. Web Application is a complete Application

with a Graphical User Interface (GUI), however, web services do not




necessarily have a user interface since it is used as a component in an

application.

Web Services Architecture

Service Discovery
(UDDI)

Service Description
(WsDL)

Service Invocation
(SOAP)

Service Transport
(HTTP) T

Service Discovery: This part of the architecture is responsible for
centralizing services into a common registry and providing -easy
publish/search functionality. UDDI handles service discovery.

Service Description: One of the most interesting features of Web Services
Is that they are self-describing. This means that, once a Web Service is
located, it will let us know what operations it supports and how to invoke it.
This is handled by the Web Services Description Language (WSDL).
Service Invocation: Invoking a Web Service involves passing messages
between the client and the server. SOAP (Simple Object Access Protocol)
specifies how we should format request messages to the server, and how the
server should format its response messages.

Service Transport: Finally, all these messages must be transmitted
somehow between the server and the client. The protocol of choice for this

part of the architecture is HTTP (Hyper Text Transfer Protocol) — the




protocol used to access conventional web pages on the Internet. We could
also use other protocols, but HTTP is currently the most used one.

How Web Services work?

UDDI Registry

Server 1 eb Servic
WSDL
e
Web Service
Listener
<
SOAP Reqdest

Message

SO
Service Response

Discovery Megsage

Client Application

1. The Service Provider generates the WSDL describing the application or
service and registers the WDSL in UDDI directory or Service Registry.

2. The Service Requestor or client application which is in need of web
service contacts the UDDI and discovers the web service.

3. The client based on the web service description specified in the WSDL
sends a request for a particular service to the web service application
listener in SOAP message format.

4. The web service parses the SOAP message request and invokes a
particular operation on the application to process that particular request.
The result is packed in an appropriate SOAP response message format

and sent to the client.




5. The client parses the SOAP response message and retrieves the result or

error messages if any.

Server-side Components of Web Services Application

HTTP (Web) Server

Application Server

SOAP Engine

Web
Service

Web
Service

Web
Service

Web service: This is the software or component that exposes a set of
operations. For example, if we are implementing our Web service in Java,
our service will be a Java class (and the operations will be implemented as
Java methods). Clients will invoke these operations by sending SOAP

mesSages.

SOAP Engine: Web service implementation does not know anything about
interpreting SOAP requests and creating SOAP responses. To do this, we
need a SOAP engine. This is a piece of software that handles SOAP requests
and responses. Apache Axis is an example of SOAP engine. The

functionality of the SOAP engine is usually limited to manipulating SOAP.




Application Server: To actually function as a server that can receive
requests from different clients, the SOAP engine usually runs within an
Application Server. This is a piece of software that provides a ‘living space’
for applications that must be accessed by different clients. The SOAP engine
runs as an application inside the application server. A good example is the

Apache Tomcat server — a Java Servlet and JSP container.

HTTP Server: Many application servers already include some HTTP
functionality, so we can have Web services up and running by installing a
SOAP engine and an application server. However, when an application
server lacks HTTP functionality, we also need an HTTP Server. This is more
commonly called a “Web server’. It is a piece of software that knows how to
handle HTTP messages. A good example is the Apache HTTP Server, one

of the most popular web servers in the Internet.

Web Service Platform

—

Refers to a Technology <—

— Which provides a set of Services or

Functionalities over the internet.

—>Which enables - Development

Deployment

Maintenance of Web-
Applications & Services.
(OR)




A Web Service Platform is a comprehensive environment or framework that
provides the necessary tools, services, and infrastructure for developing,
deploying, and managing web services. It typically includes both software
and hardware components that support the creation and interaction of web
services.

Here are some examples of web service platforms:

File servers

Allow clients to store and access information on a company's server, such as

YouTube and Google Drive.

Google Maps

A major service that websites can use to access and display map data. For
example, if you use Google Maps on your mobile phone to find a location,
your phone's application is the client and Google Maps is the server that

returns the data.

Web Services Platform Architecture
XML along with HTTP forms the basis of web services. XML provides a
language which can be used between different platforms and programming
languages and still express complex messages and functions. The HTTP

protocol is the most used Internet protocol.

Web services platform consists of the following components:
e UDDI (Universal Description, Discovery and Integration)
e WSDL (Web Services Description Language)
e SOAP (Simple Object Access Protocol)




uDDI
Service Registry

Publish

Search

Web Service

Bind

. . e
(Service Requestor) SOAP XML Request/Response *‘

Client

Service Provider

UDDI

UDDI (Universal Description, Discovery and Integration) is a platform-
independent, XML based registry service where companies can register and search

for Web services.

« UDDI is a directory for storing information about web services

« UDDI communicates via SOAP

« UDDI is a directory of web service interfaces described by WSDL
WSDL

WSDL (Web Services Description Language) is an XML-based language for
locating and describing Web services. WSDL definition describes how to access a
web service and what operations it will perform along with the message format and

protocol details for the web service. WSDL is a W3C standard.




SOAP

SOAP (Simple Object Access Protocol) is an XML-based communication protocol
for exchanging structured information between applications over HTTP, SMTP or
any other protocol. In other words, SOAP is a protocol for accessing a Web

Service.
SOAP Message Structure

A SOAP message is an ordinary XML document containing the following

elements:

e An Envelope (required) element that identifies the XML document as a
SOAP message
e An optional Header element that contains header information
e A Body (required) element that contains call and response information
e An optional Fault element containing errors and status information
<?xml version="1.8"7>
<soap:Envelope xmlns:soap="http://www.w3.0org/20081/12/s0ap-envelope”
soap:encodingStyle="http://www.w3.org/2001/12/soap-encoding" >
{soap:Header:>
%};oap:Header>
<soap:Body>
..%scap:Fault>

</soap:Fault>
</soap:Body>

</soap:Envelope>




KSOAP—ENVI Envelope R

I 3
SOAP-ENV: Header
\. .
-
SOAP-ENV: Body
. J
- /

Example SOAP Reguest and Response Message

Below is a sample SOAP Request message for a Stock Quote service whose
WSDL is available at http://www.webservicex.net/stockquote.asmx?WSDL. The
message is sent as a HTTP Post Request whose content is nothing but a SOAP
Request message. The soap request message contains a soap envelope and a soap

body with a stock quote request for stock symbol “GOOG” (Google).

POST /stockquote.asmx HTTP/1.1

Content-type: text/xml;charset="utf-8"

Spapaction: "http://www.webserviceX.NET/GetQuote"

Accept: text/xml, multipart/related, text/html, image/gif, image/jpeg,
*; 9=.2, */*; g=.2

User-Agent: JAX-WS RI 2.1.6 in JDK &

Host: localhost

Connection: keep-alive

Content-Length: 194

<?xml version="1.8" ?>
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/">
<5:Body>
<GetQuote xmlns="http://www.webserviceX . NET/">
{symbol>G00G</symbol>
< /GetQuote>
</5:Body>
</S:Envelope>




Below is a sample SOAP Response message for the above request. Apart from the
HTTP response headers the content is a SOAP response message with a soap
envelope and a soap body. The result is enclosed within “GetQuoteResponse” tag.
The last traded price for stock symbol “GOOG” (Google) is in “last” tag put at
$594.34 on 5/29/2012 04:00PM.

HTTP/1.1 200 OK

Cache-Control: private, max-age=0
(ontent-Length: 975

Content-Type: text/xnl; charset=utf-8

Server: Microsoft-1I5/7.0
X-Aspllet-Version: 4.0.38319

X-Powered-By: ASP.NET

Date: Wed, 30 May 2012
09:14.85 GMT

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsi="http://ww.w3.0rg/2001/XMLSchema-instance”
xmlns:xsd="http://www.w3.org/2001/XMLSchema" >
{soap:Body>
<GetQuoteResponse xmlns="http://www.webserviceX NET/">
{GetQuoteResult>
{StockQuotes>
<Stock>
{Symbo1>G00G</Symbol>
<Last>594,34</Last>
<Date>5/29/2012¢/Date>
<Time>4:00pm</Time>
{Change>0.00<¢/Change>
<Open>N/A</Open>
<High>N/A</High>
{Low>N/A</Low>
<Volume>108</Volume>
<MktCap>193.8B</MktCap>
<PreviousClose>594.34</PreviousClose>
{PercentageChange>d.00%</PercentageChange>
<AnnRange>473.62 - 670.25</AnnRange>
<Earns>32.998¢/Earns>
<P-E>18.81</P-E>
<Name>Google Inc.</Name>
</Stock>
</S$tockQuotes>
{/GetQuoteResult>
</GetQuoteResponse>
{/soap:Body>
</soap:Envelope>




Choice of Web Service Platform for Development & Deployment

—> Picking the right tool for a job
EX:-

If you choose a platform that well known ( Microsoft, AWS, Azure ) & widely
used. — It might have lots of resources & support available. This can make it

easier for developers to build services.

If you pick a less popular platform—>you might struggle to find help when you

run into problems.
Here are some considerations:-

1. Compatibility & Interoperability:-
Choosing a platform with strong support for widely accepted standards like
SOAP/ REST. (How well Different systems can work together without any
issues).
In context of web services platforms, “ it’s like asking whether they speak
the same language”. (Choosing a language that many system understand).

2. Tooling & Development Environment :-
Each web service provider has its own tools, so developer need to be
familiar with these tools.
Selecting a platform tools that align with the development team’s skill set &
preferences is crucial. (Which helps them do their work smoothly &

Confidence).




3. Security Features:- (Level of Security)
Different Platforms may have varying levels of built-in security features &
mechanisms.
Platform A: Well known for its Robust security (Protected from
Unauthorized access) measures. It offers features like audit (Check for
digital-System, N/w safety) & a built-in firewall.
Platform B: Less Established & doesn’t have as many built-in security
features ( Basic security measures like password protection & some limited
firewall options).
» Choosing a Platform A with its advance security features your website
Is better protected against potential threats & attacks. (Give an extra
layer of defense).
» Choosing a Platform B, you might need to invest more time &
resources in implementing additional security measures.
(This could involve installing third-party security plugins & setting up
manual security checks. Being more vigilant (Risk of Dangers) about

potential vulnerabilities).

_—Robust ————Pefense

Choosing —

~——— Weak——> Sensitive Data may be

exposed to the internet.




4.

Integration Capabilities:-
How well a system (or) platform can work together with other systems ,

software (or) technologies.

EX:- Like a different piece of puzzles fit together smoothly.

If a system has good I-C , it can easily connect & collaborate with other
systems.

Vendor Support & Community;-

A strong community & available resources can be invaluable for trouble
shooting, learning & best practices.

A group of people & available resources i.e, (Helpful materials) can provide
support, advice & knowledge when you encounter problems.

EX:- Learning how to use a new s/w program. If there’s a strong community
around that s/w. (You can ask question when you get stuck, & experienced
users will often provide guidance (or) share solutions).

Cost & Licensing:-

Different platforms may have different pricing models, ranging from open-
source options to commercial licenses.

Long term- viability & support:-

It consider the track record & long term viability of the web service
platforms.

It is important to choose a platform that is actively maintained with roadmap

for future development & updates.




SERVICE CONTRACT

A service contract, also known as a service agreement, is a legal agreement
between two parties that outlines the terms and conditions of a service to be
provided by one party to the other. The service provider is compensated for the
service they provide. Service contracts are often used in industries like education,

healthcare, construction, and IT.
(OR)

It is a legal binding agreement between a service provider & a client that outlines
the terms & conditions of the services being offered.

Service contracts can include details such as:

e Scope and style: The scope, style, and timeline of the service, including any

deadlines for completion

e Work to be performed: What services are to be performed for which objects,
and under which conditions

e Compensation: Payment terms and agreements

e Changes: What process needs to take place if changes need to be made

e Dispute resolution: Protocols for resolving disputes

Service contracts can be used in many different situations, such as:

e Between an employer and an individual for a limited time period or scope
e Between a contractor and a homeowner

e Between a business and a freelance web designer




EX:-

When you hire someone to do a job for you

It says exactly what they’ll do

How long it’1l take,

How much you’ll pay what everyone’s supposed to do,

& what happens if things don’t go as planned.

SERVICE LEVEL DATA MODEL
A Service Level Data Model is a structured framework used to define, measure,

and manage the performance of services based on predefined criteria and

agreements. It integrates various components to ensure that services meet the
agreed-upon standards and performance levels as stipulated in Service Level
Agreements (SLAs). This model is crucial for maintaining service quality,
optimizing performance, and ensuring customer satisfaction in a service-oriented
environment.

+ Predefined criteria in a Service Level Data Model are specific, measurable
standards established beforehand to evaluate the performance and quality of
services. These criteria are often outlined in Service Level Agreements
(SLAs) and are used to set expectations for service delivery.

Ex: E-commerce Website

Service: Online Shopping Platform

Predefined Criteria:

Page Load Time:

Criteria: Web pages should load within 2 seconds.

Metric: Average time taken for a web page to fully load.




Order Processing Time:

Criteria: Orders should be processed within 1 hour of placement.

Metric: Time taken from order placement to processing completion.

Cart Abandonment Rate:

Criteria: Maintain a cart abandonment rate of less than 60%.

Metric: Percentage of shopping carts that are abandoned before purchase.
Transaction Success Rate:

Criteria: Ensure 98% of transactions are successfully completed.

Metric: Percentage of transactions completed without errors.

Definition

Service Level Data Model: A comprehensive schema that represents and
organizes data related to the performance and quality of services, encompassing

metrics, agreements, and operational details. It serves as a foundation for

monitoring, analyzing, and improving service delivery against predefined service
level objectives.

+ Operational details in a Service Level Data Model refer to the specific

elements and aspects involved in the day-to-day management, execution,

and monitoring of services. These details ensure that the services operate

smoothly, meet performance criteria, and adhere to predefined standards.
Example of Operational Details in a Email Hosting Service
Service: Email Hosting
Operational Details:
1. Service Components:

Endpoints:




e Incoming Mail Server: imap.emailservice.com

e Outgoing Mail Server: smtp.emailservice.com
Interfaces:

e Webmail Interface: https://webmail.emailservice.com

e Email Client Configuration: IMAP/SMTP settings for email clients.
2. Performance Metrics:
Email Delivery Time:

e Criteria: Emails should be delivered within 5 minutes.
e Metric: Average time from sending an email to delivery to the recipient’s

inbox.
3. Incident Management:
Incident Detection:

e Method: Automated alerts for issues like email delivery failures or server

downtime.
Incident Response:

e Procedure: Response within 1 hour for critical issues, with escalation to

senior support if unresolved within 4 hours.
4. Service Configuration:
Settings:

e Maximum email size limit: 25MB




e Spam filter settings: Moderate (filtering emails with known spam

characteristics)
5. Customer Interaction:

Support Channels:

e Email support: support@emailservice.com
e Phone support: 1-800-EMAIL-SUP

Service Level Agreements (SLAS):
e Support response time: Within 4 hours for non-critical issues.

Core Components

1. Service Definitions:
Service: The individual units or offerings that are monitored and managed.
Each service is defined by its attributes such as name, description, and
endpoint details.

2. Service Level Agreements (SLAS):
SLA: A formal agreement that specifies the expected performance standards
and metrics for a service. SLAs detail the targets for service availability,
response times, resolution times, and other performance indicators.

3. Metrics:

Performance Metrics: Quantitative measures used to evaluate the
performance of a service. Examples include response time, throughput, error

rates, and availability.




Operational Metrics: Measures related to the operational health of a

service, such as resource utilization and system uptime.

Business Metrics: Metrics that link service performance to business

outcomes, such as customer satisfaction and transaction volume.

. Data Collection:

Monitoring Tools: Systems and tools used to collect data on service
performance. This includes logs, monitoring software, and performance

dashboards.
. Reporting and Analysis:

Reports: Documents or dashboards that summarize service performance

data, compare it against SLA targets, and highlight trends or issues.

Analysis: The process of evaluating performance data to identify trends,

assess compliance with SLAs, and uncover areas for improvement.
Incident Management:

Incident: Any disruption or issue affecting service performance. The model

tracks incidents, their impact, and resolution status.

Certainly! Let’s walk through an example of a Service Level Data Model
within a fictional IT service management context. This example will
illustrate how different components fit together to monitor and manage

service performance.




Scenario

Imagine a company, TechSolutions, provides cloud-based storage services.
The company wants to ensure their service meets certain performance

standards as agreed with their customers.

Components and Example Data

1. Service Entity

« Service ID: S001
« Service Name: Cloud Storage
« Service Description: Provides scalable cloud storage for businesses.

« Service Endpoint: https://api.techsolutions.com/cloudstorage
2. SLA Entity

« SLAID: SLAOO1
« Service ID: S001
« SLA Name: Premium Storage SLA
« SLA Conditions:
o Uptime: 99.9% monthly
o Response Time: < 200ms
o Resolution Time: < 1 hour for critical issues
« Start Date: 2024-01-01
End Date: 2024-12-31

3. Metric Entity

« Metric ID: M001




« Service ID: S001

« Metric Name: Average Response Time
« Metric Value: 185ms

« Measurement Unit: milliseconds
« Threshold: 200ms

« Metric ID: M002

« Service ID: S001

« Metric Name: Uptime

« Metric Value: 99.95%

« Measurement Unit: percentage

« Threshold: 99.9%

4. Incident Entity

« Incident ID: 1001

« Service ID: S001

« Incident Description: Service outage for 30 minutes
« Reported Time: 2024-08-15 14:30

« Resolution Time: 2024-08-15 15:00

« Impact Level: Critical

o Incident ID: 1002

« Service ID: S001

« Incident Description: Slow response time due to high traffic
« Reported Time: 2024-08-16 10:00

« Resolution Time: 2024-08-16 11:00

« Impact Level: Major




SERVICE DISCOVERY

Service discovery is the process of automatically detecting devices and services on
a network. Service discovery protocol (SDP) is a networking standard that
accomplishes detection of networks by identifying resources. Traditionally, service
discovery helps reduce configuration efforts by users who are presented with

compatible resources, such as a bluetooth-enabled printer or server.

More recently, the concept has been extended to network or distributed container

resources as ‘services’, which are discovered and accessed.

Service Provider

]

Service Registry Service Consumer

A

2. Lookup
;J e

3. Response

Y

Service Discovery has the ability to locate a network automatically making it so
that there is no need for a long configuration set up process. Service discovery




works by devices connecting through a common language on the network allowing
devices or services to connect without any manual intervention. (i.e Kubernetes

service discovery, AWS service discovery)

There are two types of service discovery: Server-side and Client-side. Server-side
service discovery allows clients applications to find services through a router or a
load balancer. Client-side service discovery allows clients applications to find
services by looking through or querying a service registry, in which service

instances and endpoints are all within the service registry.
How does Service Discovery Work?

There are three components to Service Discovery: the service provider, the service

consumer and the service registry.

1) The Service Provider registers itself with the service registry when it enters the

system and de-registers itself when it leaves the system.

2) The Service Consumer gets the location of a provider from the service registry,

and then connects it to the service provider.

3) The Service Registry is a database that contains the network locations of service
instances. The service registry needs to be highly available and up to date so clients
can go through network locations obtained from the service registry. A service
registry consists of a cluster of servers that use a replication protocol to maintain

consistency.




Example: Smart Home Device Control

Scenario:

You have a smart home app (service consumer) that controls various smart devices

in your home, like smart lights (service provider).
Process:

1. Device Registration:

o When you set up your smart light bulb, it registers itself with a service
discovery protocol (like mDNS or SSDP). It provides information
such as its unique identifier, IP address, and the types of commands it
can respond to (e.g., turn on/off, change color).

2. Service Discovery:

o When you open the smart home app, it automatically scans the local
network for registered smart devices.

o The app retrieves a list of available devices, including the smart light
bulb.

3. Service Consumption:

o You select the smart light bulb from the app interface and choose to
change its color or brightness.

o The app sends a command to the bulb using the information obtained
during the discovery process.

4. Response:
o The smart light bulb receives the command and adjusts its settings

accordingly. It may also send a confirmation back to the app.




Summary:

In this simple example, the smart home app discovers and interacts with a smart
light bulb without needing to know its exact network address beforehand. This
seamless interaction enhances user experience and simplifies device management

In smart homes.
SERVICE LEVEL INTEGRATION PROCESS

Service Level Integration (SLI) refers to the process of ensuring that various
services work together effectively, meeting defined service level agreements

(SLAs) and performance metrics. Here’s a general outline of the SLI process:
1. Define Services and Interfaces

« Identify the services that need to be integrated.
. Define the interfaces, APIs, and protocols that these services will use to

communicate.
2. Establish Service Level Agreements (SLAS)

« Define clear SLAs for each service, including performance metrics such as
response times, availability, and reliability.

« Ensure that all stakeholders agree on these SLAs.
3. Design Integration Architecture

« Create an architecture that outlines how the services will interact, including
data flows and dependencies.

« Consider using middleware or service orchestration tools if necessary.




4. Implement Integration

« Develop the necessary code and configuration to enable communication
between services.
« Ensure that all services can handle the data formats and protocols defined in

the earlier steps.
5. Testing and Validation

« Perform integration testing to ensure that services work together as expected.

« Validate that SLASs are being met under various load conditions.
6. Monitoring and Performance Management

« Implement monitoring tools to track the performance of integrated services
against the defined SLAs.

« Set up alerts for any SLA breaches or performance issues.
7. Continuous Improvement

« Regularly review performance data to identify areas for improvement.
. Update SLAs and integration strategies as needed based on changing

requirements or service performance.
8. Documentation and Training

« Document the integration process, architecture, and any specific
configurations.
« Provide training for relevant personnel to ensure they understand how the

integrated services operate.




This structured process helps ensure that services not only integrate smoothly but
also meet the expected performance standards, providing a reliable and efficient

user experience.

Example: E-Commerce Platform Integration

Scenario:

An e-commerce platform needs to integrate several services, including user

authentication, product inventory, payment processing, and order management.
1. Define Services and Interfaces

« Services ldentified:
o User Authentication Service
o Product Inventory Service
o Payment Processing Service
o Order Management Service
« Interfaces Defined:
o RESTTful APIs for each service, with clear endpoints for each function

(e.g., /login, /products, /checkout).
2. Establish Service Level Agreements (SLAS)

o SLAs Defined:
o User Authentication: 99.9% uptime, response time under 200 ms.
o Product Inventory: 99% accuracy in product availability, response
time under 300 ms.
o Payment Processing: 99.5% transaction success rate, response time

under 500 ms.




o Order Management: 99% order processing success rate, response time

under 300 ms.
3. Design Integration Architecture

« Architecture Created:
o Use of a microservices architecture where each service operates
independently but communicates through a centralized API Gateway.
o Data flow diagram created to illustrate how user requests are

processed across services.
4. Implement Integration

« Development:
o APIs are developed and tested.
o Authentication service handles login and token generation.
o Payment service integrates with third-party payment gateways.

o Order management service handles order placement and tracking.
5. Testing and Validation

« Integration Testing:
o Simulate user actions like logging in, adding products to a cart, and
completing a purchase.
o Verify that all services communicate correctly and meet SLA

performance metrics.
6. Monitoring and Performance Management

« Monitoring Tools Implemented:




o Use of monitoring tools like Prometheus and Grafana to track
response times, uptime, and error rates for each service.
o Alerts set up to notify the development team of any SLA breaches.

7. Continuous Improvement

« Review Meetings Held:
o Monthly reviews of performance data to discuss any SLA breaches or

performance issues.
o Adjustments made to the architecture or code based on feedback and

data analysis.
8. Documentation and Training

« Documentation Created:
o Comprehensive documentation covering APl  specifications,
integration architecture, and troubleshooting guidelines.
« Training Provided:
o Workshops conducted for the development and operations teams to
ensure everyone understands the integrated services and how to

manage them.




ATOMIC & COMPOSITE SERVICES
In SOA, Services can be categorized into two main types:-
They are:-

1. Atomic
2. Composite
1. Atomic Service: It is a standalone, self-contained unit of functionality that
performs a specific task (or) operation.
Ex:- Calculate Total Cost ( Service take item prices & quantities as input
returns the total cost).
Characteristic: It doesn’t rely on (or) call other services, it handles its task
independently.
2. Composite Service: It is higher-level Service that composed of multiple
atomic (or) other composite services.
Ex:- Process Order ( it might use check inventory & charge customer along
with other composite services to handle the entire order process).
Characteristic: it orchestrates the work of multiple services to accomplish a

broader business goal.

ATOMIC COMPOSITE
Nature of Functionality: 1. Orchestrates & Coordinates
1. Performs a specific standalone multiple services to achieve a
task (or) operation. broader business goal.
Independence: 2. Relies on the collaboration of
2. Operates Independently & doesn’t | multiple services to accomplish its
rely on other services. task.




Granularity: (level of detail) 3. Represents a coarse-grained
3. Represents a fine-grained single service, combining several atomic
unit of functionality. (or) other composite services to

fulfill a complex operation.

Complexity of Task: 4. Handles more complex business
4. Handles a relatively simple, well- | processes by coordinating multiple
defined task. services.

Reusability & Flexibility: 5. May be more tailored to specific
5. Often highly reusable across business processes & may have less
different business process (or) general reuse potential.
applications

/RETROSPECTIVE ON SOA
Review (or) Past Events (or) Actions
Involves on looking back & evaluating the Success & what are the
Challenges Faced, Lessons Learned from implementing this architectural
approach.
> 1It’s a reflective process to understand what worked well & what could

be improved for future projects.
Success:-

Interoperability
Reusability
Scalability

A W o

Modularity




Challenges:-

1.

Complexity ( Designing & Managing SOA requires careful
planning)

Integration Challenges (with new services expecially in
organizations with existing infrastructure)

Governance & Standards (Consistent standards to be provided
could be a struggle)

Change Management (Moving from a large (centralized team)
to smaller (specialized teams) with different roles &

responsibilities (change the behavior))

Lessons Learned:-

A W o

Clear Business Alignment (success)
Effective Governance (consistency & complexity)
Modularity & Loosely Coupling

Continious Monitoring & Improvement.




CASE STUDIES

Case Study 1: Online Banking Web Service Platform

Scenario

A national bank offers internet banking, mobile banking, ATM services, and third-
party payment applications. Initially, each application used separate systems,
leading to inconsistent customer information and transaction delays.

Problem

« Duplicate customer records

« Different applications could not communicate
« Slow transaction processing

« High maintenance cost

Web Service Platform Solution

The bank introduced a Web Service Platform where all applications access
centralized services.

Services:

« Customer Service

« Account Service

« Fund Transfer Service
« Loan Service

« Authentication Service

All services communicate through SOAP/REST APIs.

Topics Covered

« Web Service Platform
« Service Integration
« Service Reusability




Benefits

« Unified banking platform
. Faster transactions

« Easy mobile integration

« Reduced maintenance

Case Study 2: Healthcare Service Contract

Scenario

A hospital connects with laboratories, pharmacies, insurance companies, and
diagnostic centers through web services.

Problem

Different organizations exchange patient information using different formats,
causing communication errors.

Service Contract Solution

The hospital defines a Service Contract specifying:

Input parameters
Output format
Security rules
Authentication method
« Error handling

Example:

Input:
Patient ID

Output:
Lab Report

Every organization follows the same contract.




Topics Covered

« Service Contract
« Standard Interfaces
« Interoperability

Benefits

« Reliable communication
« Reduced integration errors
. Standardized data exchange

Case Study 3: Airline Reservation Service-Level Data Model
Scenario
An airline integrates with travel agencies and hotel booking systems.

Problem

Each system stores passenger information differently.

Service-Level Data Model

Standard passenger model:

Passenger 1D
Name

Age

Passport Number
Flight Number
Seat Number
Payment Status

All partner systems exchange information using this common model.

Topics Covered

« Service-Level Data Model
« Data Standardization




Benefits

« Consistent passenger information
« Easy integration
. Fewer data conversion errors

Case Study 4: E-Commerce Service Discovery
Scenario
An online shopping company has hundreds of services.
Examples:

« Payment Service

« Shipping Service

 Inventory Service

« Notification Service
« Recommendation Service

Developers often create duplicate services because they are unaware of existing
ones.

Service Discovery Solution
A Service Registry stores details of every available service.

Example:

Service Description

Payment Service ||Online payments

Inventory Service|Stock management

Shipping Service |Delivery tracking

Developers search the registry before creating new services.




Topics Covered

« Service Discovery
« Service Registry
« Reusability

Benefits

« Avoids duplicate development
« [Faster application development
. Better service reuse

Case Study 5: University Service-Level Integration Process

Scenario
A university automates admissions.
Departments:

« Admissions
. Fee Payment
« Hostel

« Library

« Examination

Integration Process

Admission Request

!

Student Verification

!

Fee Payment

!

Hostel Allocation




!

Library Registration

!

Student ID Generation

Each department exposes its functionality as a web service.

Topics Covered

« Service-Level Integration Process
« Business Process Integration

Benefits

« Faster admissions
« Reduced paperwork
« Better coordination

Case Study 6: ATM as an Atomic Service

Scenario

A customer withdraws money from an ATM.

The withdrawal operation performs one independent business function.

Atomic Service
Withdraw Cash

Inputs:

« Card Number
« PIN
« Amount

Outputs:

« Cash




« Receipt
« Updated Balance

Characteristics

« Performs a single task
« Independent

« Reusable

« Stateless

Topics Covered
« Atomic Service

Benefits
« High reliability

« Easy testing
« Faster execution

Case Study 7: Online Shopping Composite Service

Scenario

A customer purchases a laptop.
The purchase requires several services.

Composite Service Workflow

Search Product

!

Inventory Service

!

Payment Service

!




Shipping Service
!

Invoice Service

!

Notification Service

The customer sees only one operation (“Place Order"), while multiple services
work together.

Topics Covered

« Composite Service
« Service Composition
« Business Process

Benefits

« Better user experience
« Modular architecture
« [Easy maintenance

Case Study 8: Government Passport Portal

Scenario

A citizen applies for a passport online.
Multiple departments participate:

« Police

« Aadhaar Verification
« Address Verification
o Payment

« Passport Printing




Service Integration

Citizen submits application

!

Identity Verification Service

l

Police Verification Service

l

Payment Service

l

Passport Approval Service
!
Passport Dispatch Service

Topics Covered

« Web Services
. Composite Services
« Integration Process

Benefits

« Faster passport processing
« Online tracking
« Reduced manual work




Case Study 9: Food Delivery Platform Using SOA

Scenario

A food delivery application integrates restaurants, payment gateways, GPS
services, and delivery partners.

Atomic Services

« Restaurant Search
o Payment

« Order Tracking

« Customer Login

Composite Service
"Place Food Order"

l

Restaurant Service

!

Payment Service

!

Delivery Assignment

!
GPS Tracking

!

Notification

Topics Covered

« Atomic Service
« Composite Service




« Service Discovery

Benefits

. Faster delivery
« Easy scalability
« Better customer experience

Case Study 10: Retrospective on SOA — Digital Banking Evolution
Scenario
A bank reviews its software evolution over the past 20 years.

Phase 1 — Monolithic Application

« All functions inside one application
« Difficult maintenance

Phase 2 — Distributed Applications

« Separate departmental systems
« Communication problems

Phase 3 — Web Services

« Standard interfaces
« XML/SOAP communication

Phase 4 — SOA

« Independent reusable services
« Business process automation

Phase 5 — Cloud & Microservices

« Containerized services

« API Gateway

« Auto Scaling

« Continuous Deployment




Lessons Learned

« Reusable services reduce development time.

« Standard service contracts improve interoperability.

« Composite services simplify complex business workflows.

« SOA provides flexibility and prepares organizations for cloud-native
architectures.

Topics Covered

« Retrospective on SOA
« Evolution of Web Services
« Modern SOA Practices




UNIT Il — SOA & Web Services

The Web Service Platform-Service Contract-Service Level Data Model-Service discovery-Service Level
Integration Process-Atomic & Composite Service-A Retrospective on SOA

PART -A

What is web service platform?

List out any 5 key components of a web services?

What is service contract?

What is the use of service level data model?

How Service Discovery works?

Define Service Level Integration Process?

c|C|>»|c|@o|C

Differentiate b/w Atomic & Composite Service?

O N OO B W N -

Illustrate the Retrospective on SOA?

PART -B

What are the some popular web service platforms, and what are their
key features?

What are the key components of a web service platform in SOA?

How does the choice of a web service platform impact the
development and deployment of services in SOA?

What is a service contract in the context of SOA, and why is it
important?

How does a service contract define the interaction between service
providers and consumers?

What is a service level data model, and how does it contribute to
service design in SOA?

Why is service discovery important in a Service-Oriented
Architecture?

What are the some methods or technologies used for service discovery
in SOA?

What does the service level integration process involve in SOA?

10

What is the difference between an atomic service and a composite
service in SOA?

AN

11

What are the some advantages and disadvantages of using SOA in
modern software development?




Unit I11: SOA & Web Services for Integration, SOA &
Multi-Channel Access
""The value of Service-Oriented Architecture lies in its ability to integrate

diverse systems through reusable and interoperable services."

— Thomas Erl (Inspired by SOA Principles)




Unit 111: SOA & Web Services for Integration, SOA & Multi-Channel Access

1. Unit Overview

This unit focuses on the role of SOA and Web Services in enterprise integration. It explains
integration and interoperability using XML and Web Services, approaches to enterprise
integration, and the Enterprise Service Bus (ESB) pattern. The unit also introduces SOA for
Multi-Channel Access, its business benefits, and the architecture comprising presentation,
communication, and business service tiers.

2. Objectives
After studying this unit, students will be able to:
e Understand the concepts of integration and interoperability.
o Explain the role of XML and Web Services in enterprise integration.
o Describe the Enterprise Service Bus (ESB) pattern.
e Understand SOA-based multi-channel access architecture.
e Analyze the business benefits of multi-channel service access.

3. Learning Outcomes
Students will be able to:
« Explain integration and interoperability using XML and Web Services.
o Apply SOA and Web Services for enterprise integration.
o Describe the architecture and functions of an Enterprise Service Bus.
o lllustrate the layers of SOA-based multi-channel access.
o Evaluate the benefits of SOA in supporting multiple access channels.

4. Importance of Studying this Unit

This unit provides the knowledge required to integrate heterogeneous enterprise applications
using SOA and Web Services. It also enables students to understand how organizations deliver
services across multiple channels while ensuring interoperability, scalability, and efficient
communication.

5. Key Concepts
e Overview of Integration
e Integration & Interoperability
e XML & Web Services
e Integration Approaches
e SOA for Integration
o Enterprise Service Bus (ESB)
e Multi-Channel Access
o Business Benefits
e Presentation Tier
e Channel Access Tier
e Communication Infrastructure
e Business Service Access Tier
e Business Service Tier




UNIT-II
SOA & WEB SERVICE FOR INTEGRATION (P1)

> SOA is a way of designing s/w where,
Different parts of a system like applications (or)
Services, can communicate and work together.

Here each services does a specific job, you can combine them to create
something bigger & more powerful.

In Business Context,

It means breaking down tasks
into smaller services.

EX: ECOMMERCE WEBSITE
You might have services for

Product Information, Payment Processing, Order Tracking

\ J
|

Each of these services can work independently & talk to each other
when needed.

Web Services:

Like Messengers that allow different s/w applications to communicate
with each other over the internet.

(OR)




A web service is a software system designed to support machine-to-
machine interaction over a network. It allows different applications from
various sources to communicate with each other using standardized

protocols and data formats.
Standard Protocols: They often use protocols like:

. SOAP (Simple Object Access Protocol): A protocol for
exchanging structured information.

. REST (Representational State Transfer): An architectural style
that uses standard HT TP methods.

Data Formats: Commonly use XML or JSON to format the data

exchanged between services.
EX:

INTEROPERABILITY

1. You have 2 computer programs that need to talk to each other (but
they’re written in different languages)
Here “WS” acts as Translators allowing them to understand each

other’s requests & responses.




INTEGRATION

2. You have weather app on your phone. It needs to get weather data
from server. The app sends a request to a web service on that
server asking for the current weather.

The web Service processes the request & sends back the weather

information in a format that the app can understand.
HOW INTEGRATION & INTEROPERABILITY
WORK TOGETHER..?

ONLINE STORE: Needs to get product information from an inventory

system.

The online store sends request to the inventory system using a web

service (XML) so both can understand it.
INTEGRATION USING SOA & WEB SERVICES:
Now let’s join together.

EX:

You have a product catalog service (SOA) that keeps track, all your

products & their details.




You also have a payment service (SOA) that handles payments.

When a customer makes a purchase, your website (front-end) can send a

request to the product catalog service asking for product information.
(This request is sent using a web service)

The product catalog service responds with product details in a format.
(Website understands)

Once the customer chooses a product, your website can use another web
service to communicate with the payment services. It sends a request to

process the payment.

(The Payment service process the request & sends back responses

confirming whether the payment is successful (or) not.)
OVERVIEW OF INTEGRATION

Early days, Information Management (IT) didn’t have any integration

problems.

L s Because of lesser diverse software ecosystems
\ )

No Huge, YFewer 39 party

applications, Limited number of integration points.

MAINLY,




Limited Interconnectedness:

e Networks are not as extensive (or) Interconnected as they are
today.

e Many organizations operated in Standalone Environments.
Limited Technology Stack:

e Early IT systems have limited set of technologies they were
relatively isolated (separate) from each other.

e Simpler with few components & standardized protocols.
Later somebody wrote the “2" Business Application”

Integration has been (IT’s dirty little secret ever since)

—>They didn’t properly think
about the challenges (or) may not receive sufficient attention

on integration.

After that based on International Data Corporation (IDC) estimates in
2005 companies will spend more than $15 billion for ENTERPRISE
INTEGRATION SOFTWARE.

w
=

\/-I

(2NP BUSINESS APPLICATION)




ENTERPRISE INTEGRATION S/W:

Enterprise Integration Software (EIS) refers to tools and solutions
designed to facilitate the integration of different systems, applications,
and data sources within an organization. These solutions help ensure that
various software applications can communicate and share data
efficiently, enabling streamlined business processes and improved data

consistency.
Key Features:

1. Data Transformation: Convert data formats between different
systems to ensure compatibility.

2. Message Routing: Direct messages between systems based on
defined rules and conditions.

3. Workflow Automation: Automate business processes by
connecting disparate systems.

4. Real-time Integration: Enable real-time data exchange between
applications, enhancing responsiveness.

5. Scalability: Support integration across multiple systems as an
organization grows.

6. Monitoring and Management: Provide tools to monitor

integration flows, track performance, and manage errors.




Common Types of Enterprise Integration Software:

1.

Enterprise Service Bus (ESB): A middleware tool that facilitates
communication between different services and applications.

APl Management Platforms: Tools that help create, manage, and
secure APIs for application integration.

Data Integration Tools: Solutions that focus on integrating data
from different sources, such as ETL (Extract, Transform, Load)
tools.

Business Process Management (BPM) Tools: Platforms that help
model, execute, and monitor business processes across integrated

systems.

Popular Examples:

MuleSoft: Provides an integration platform for connecting
applications, data, and devices.

Apache Camel: An open-source integration framework that helps
integrate various systems using routing and mediation rules.

IBM App Connect: Offers tools for integrating applications and

automating workflows.

How & why web services will change integration

We need to review some of the Business Drivers & Technical Factors

that make integration such a hard problem in the 1% place.




COMMON BUSINESS DRIVERS FOR INTEGRATION

Shape & Guide the strategic decisions & activity of a business

e Mergers & Acquistions (Target/Acquire):
M: Occurs when 2 companies agree to combine their operations &
form a new single entity

A: Purchases another company (Includes Assets, Shares)
Merger Scenario:
COMPANY A: A leading manufacturer of smartphones.

COMPANY B: A well established s/w development company

specializing in mobile applications.

A & B Decide to merge to create a new entity named company AB.

Produce
i i High-Quality
—>| Manufacturing Expertise of Company A Sartahones
with
——— S/W Development Capabilities of Company B innovative &

user friendly
s/w.

Acquisition Scenario:

COMPANY X: A Global E-Commerce giant




COMPANY Y: A Successful logistics (Know Customer Demands) &

delivery services company.

X Aims to strengthen its logistics & delivery network decides to acquire

Y.

Internal Reorganization: Reconstructing (or) Rearranging the
internal structure, operations (or) functions.

Application/System Consolidation: Process of combining (or)
Centralizing multiple independent systems (or) components into a

single unified system.
EX: Handling similar transactions by multiple IT Systems.

Inconsistent/Duplicated/Fragmented data: Important business
data is spread across many systems & must be consolidated
(Merged) & cleansed (Remove duplicates & invalid data).

New Business Strategies: Need to adapt to evolving
circumstances, stay competitive & capitalize on emerging
opportunities. ( i.e, Possibiities (or) situations that present the

potential for growth & positive developments. )




COMMON TECHNICAL CHALLENGES FACED DURING
INTEGRATION:

1. Reconcile/Recheck Incompatible (inefficient) business process
implemented by different systems.
2. Reconcile/Match the different between the data used by different

systems.
3. Reconcile the inefficient technologies used to implement the

different systems.

REQUIREMENTS THAT THE “IDEAL” INTEGRATION
SOLUTION MUST SATISFY:

1. Inexpensive

2. Easy to learn & easy to administer/supervise/manage

3. Non Invasive: Existing system should remain untouched i.e,
Decision to maintain the current state of a system without making
changes (or) alterations.

4. Scalable, Reliable, Highly Available, Fault tolerance, Secure.

5. Flexible & easily customized (so it can be adapted to each project

requirements).




INTEGRATION & INTEROPERABILITY USING

XML & WEB SERVICE

Introduction

Integration and interoperability are vital for modern applications,

particularly in distributed environments. XML (eXtensible Markup

Language) and web services play crucial roles in facilitating seamless

communication between heterogeneous systems.

XML Overview

Definition: XML is a markup language that defines a set of rules
for encoding documents in a format that is both human-readable
and machine-readable.

Structure: XML uses a hierarchical structure with tags, allowing it
to represent complex data structures clearly. This structure
supports various data types and relationships, making it versatile
for different applications.

Interoperability: Due to its platform-independent nature, XML
enables different systems, regardless of their underlying

technology, to share data effectively.




Web Services Overview

. Definition: Web services are standardized protocols that allow
different applications to communicate over the internet. They
utilize XML (in the case of SOAP) and other formats (like JSON
in REST) to exchange data.

. Types of Web Services:

o SOAP (Simple Object Access Protocol): A protocol that
defines a standard communication format using XML. It
includes specifications for message format, encoding rules,
and conventions for procedure calls.

o REST (Representational State Transfer): An architectural
style that uses standard HTTP methods (GET, POST, PUT,
DELETE) and can handle multiple formats, including XML
and JSON. It is often simpler and more flexible than SOAP.

Example 1: SOAP Web Service Integration

Scenario: Hotel Booking System

Objective: Integrate a hotel booking system with a payment processing

system using a SOAP web service.
Components

1. Hotel Booking System (HBS): Manages hotel reservations.




2. Payment Processing System (PPS): Handles payment

transactions.
1. XML Structure for Booking Submission

When a customer makes a hotel reservation, the HBS constructs a SOAP

message to send to the PPS.
SOAP Request:

<soap:Envelope
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/*'>
<soap:Header/>
<soap:Body>
<ProcessPayment xmIns="http://www.example.com/pps">
<Booking>
<BookingID>78910</BookingID>
<Customer>
<Name>Emily Johnson</Name>
<Email>emily.johnson@example.com</Email>
</Customer>
<Amount>200.00</Amount>
</Booking>
</ProcessPayment>

</soap:Body>




</soap:Envelope>

2. Sending the SOAP Request

Endpoint: https://api.example.com/pps/payment
HTTP Request:

POST /pps/payment HTTP/1.1

Host: api.example.com
Content-Type: text/xml; charset=utf-8
Content-Length: [length]

3. PPS Processing the SOAP Request
Upon receiving the SOAP message, the PPS:

. Parses the XML to extract booking and payment details.
. Validates the payment information.

. Processes the payment and updates its records.
4. Sending the SOAP Response

After processing the payment, the PPS sends a response back to the
HBS.

SOAP Response:




<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ProcessPaymentResponse xmlIns="http://www.example.com/pps">
<Response>
<Status>Success</Status>
<TransactionID>TRANS123456</TransactionID>
<Message>Payment processed successfully.</Message>
</Response>
</ProcessPaymentResponse>
</soap:Body>

</soap:Envelope>

Example 2: REST Web Service Integration
Scenario: Hotel Booking System

Objective: Integrate the same hotel booking system with an inventory

management system for room availability using a RESTful web service.
Components

1. Hotel Booking System (HBS): Manages hotel reservations.

2. Inventory Management System (IMS): Tracks room availability.




1. JSON Structure for Room Availability Update

After successfully processing a booking, the HBS sends a request to

update room availability.

JSON Example:

{
"roomID": "101",

"status": "Booked"

}

2. Sending the RESTful Request
Endpoint: https://api.example.com/ims/update
HTTP Request:

POST /ims/update HTTP/1.1
Host: api.example.com
Content-Type: application/json
Content-Length: [length]

Request Body: (The JSON message defined above)
3. IMS Processing the REST Request

Upon receiving the REST request, the IMS:




. Parses the JSON to extract room status information.
. Validates the provided data.

.« Updates the room availability records accordingly.
4. Sending the RESTful Response

Once the IMS has updated the room status, it sends a response back to
the HBS.

HTTP Response:

HTTP/1.1 200 OK

Content-Type: application/json

Response Body:

{

"Status": "Success",

"roomID": "101",

"message": "Room status updated to booked."
¥
Conclusion

This example illustrates two distinct integrations in a hotel booking

context:




1. SOAP Example: The hotel booking system integrates with the
payment processing system using a structured SOAP message with
XML for secure and formal communication.

2. REST Example: The hotel booking system integrates with the
inventory management system using a lightweight JSON format
for room status updates, leveraging REST's simplicity and

efficiency.
Web Services Description Language (WSDL)

Overview: WSDL (Web Services Description Language) is an XML-
based language used for describing the functionality of web services. It
provides a standard way to describe the services available, how to access

them, and the data types used in requests and responses.

Key Components of WSDL

1. Definitions:
o The root element of a WSDL document, containing all the
other elements.
2. Types:
o Defines the data types used by the web service. This often
includes XML Schema definitions for complex types.
3. Messages:
o Describes the data elements of the operations performed by
the web service. Each message consists of one or more parts.
4. Port Types:
o Defines a set of operations (functions) that the web service
offers. Each operation includes the input and output
messages.




5. Bindings:
o Specifies the protocol used for communication (e.g., SOAP)
and the format of the messages.
6. Service:
o Describes the actual web service, including the endpoint
(URL) where the service can be accessed.

Example of a Simple WSDL Document

Here’s a basic example of a WSDL document for a web service that
provides weather information:

<definitions xmIns="http://schemas.xmlsoap.org/wsdl/"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:tns="http://example.com/weather"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
name="WeatherService"

targetNamespace="http://example.com/weather">

<types>
<xsd:schema>
<xsd:element name="GetWeatherRequest">
<xsd:complexType>
<xsd:sequence>
<xsd:element name="City" type="xsd:string"/>

</xsd:sequence>




</xsd:complexType>
</xsd:element>
<xsd:element name="GetWeatherResponse'>
<xsd:complexType>
<xsd:sequence>
<xsd:element name="Temperature" type="xsd:float"/>
<xsd:element name="Condition" type="xsd:string"/>
</xsd:sequence>
</xsd:complexType>
</xsd:.element>
</xsd:schema>

</types>

<message name="GetWeatherRequestMessage">

<part name="parameters" element="tns:GetWeatherRequest"/>
</message>
<message name="GetWeatherResponseMessage">

<part name="parameters" element="tns:Get\WeatherResponse"/>

</message>




<portType name="WeatherPortType">
<operation name="GetWeather">
<input message="tns:GetWeatherRequestMessage"/>
<output message="tns:GetWeatherResponseMessage"/>
</operation>

</portType>

<binding name="WeatherBinding" type="tns:WeatherPortType">

<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>

<operation name="GetWeather">

<soap:operation
soapAction="http://example.com/weather/GetWeather"/>

<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
</operation>

</binding>




<service name="WeatherService">
<port name="WeatherPort" binding="tns:WeatherBinding">
<soap:address location="http://example.com/weather"/>
</port>
</service>
</definitions>

Key Benefits of WSDL

. Standardization: Provides a standardized way to describe web
services, promoting interoperability between different platforms
and languages.

. Automation: Tools can generate client code based on the WSDL
description, simplifying the development process.

. Documentation: Serves as documentation for developers,

detailing how to interact with the web service.
Conclusion

WSDL is a crucial component in the world of web services, enabling
developers to understand and utilize web services effectively. By
defining the operations, messages, and protocols involved, it facilitates

seamless integration between different systems and technologies.




Universal Description, Discovery, and Integration (UDDI)

Overview: UDDI (Universal Description, Discovery, and Integration) is
a platform-independent framework that enables the publishing,
discovery, and integration of web services. It serves as a directory for
businesses to list their services, allowing clients and other services to

find and interact with them.
Key Components of UDDI

1. Registry:

o UDDI acts as a registry where service providers can publish
their services, making them available for discovery by
potential consumers.

2. Service Descriptions:

o Each service listed in UDDI includes descriptions that
specify how to interact with the service, often including
details like WSDL (Web Services Description Language)
documents.

3. Business Entities:

o UDDI supports the registration of businesses and their

services, allowing users to find services based on the

organization providing them.




4. Bindings:
o It describes the protocols and data formats used by the
services, enabling consumers to understand how to connect

and communicate with them.
Key Features of UDDI

. Discovery: UDDI allows users to search for services based on
various criteria, such as service type, business name, or technical
details.

. Standardization: UDDI is built on open standards, promoting
interoperability among different systems and technologies.

. Dynamic Integration: It facilitates the dynamic discovery of
services, enabling systems to adapt to changes in available services

without hardcoding specific endpoints.
How UDDI Works

1. Publishing:
o Service providers create a UDDI entry that includes
information about their services, such as WSDL URLs,

descriptions, and business details.




2. Discovering:

o Clients can query the UDDI registry to find services that
meet specific criteria, retrieving the relevant service details to
initiate communication.

3. Integrating:

o Once a service is found, clients can use the provided WSDL

to understand how to interact with the service, including how

to format requests and interpret responses.
Use Cases for UDDI

. Enterprise Services: Large organizations can use UDDI to
manage and publish internal and external web services, facilitating
easier integration across various departments.

. B2B Interactions: Businesses can discover and integrate with
partner services, improving collaboration and efficiency.

. Microservices Discovery: In a microservices architecture, UDDI
can help manage service registrations and facilitate communication

between independently deployed services.
Current Status

While UDDI was widely discussed and used in the early 2000s, its
adoption has declined with the rise of simpler service discovery

mechanisms, especially in RESTful architectures. Modern approaches




often use alternatives like APl gateways, service meshes, and more

lightweight service discovery solutions.
Conclusion

UDDI provided a foundational framework for discovering and
integrating web services. While its usage has diminished, it played a
significant role in shaping how services can be published and found,
contributing to the development of more modern service-oriented

architectures.

Two approaches for using XML & Web Services for integration &

Interoperability
They are:-

1. Web Services Integration (WSI)
2. Service Oriented Integration (SOI)
v" Both Approaches Built on XML, SOAP, WSDL, but they use these

technologies in different ways.
Web Services Interoperability (WSI)

1. XML.:
o WSI uses XML to encode messages, providing a standard

format that can be easily understood by different systems.




2. SOAP:

o WSI often employs SOAP as the communication protocol.
SOAP messages are XML-based and include features for
security, reliability, and transaction support.

3. WSDL.:

o WSDL is used to describe the web services, specifying their
operations, input/output messages, and protocols. This allows
different systems to understand how to interact with the

service.
Service-Oriented Integration (SOI)

1. XML.:

o SOl also uses XML for data representation, particularly when

services need to exchange structured information.
2. SOAP (and REST):

o While SOI can use SOAP, it often employs RESTful APls,
which may use XML or JSON as data formats. REST
emphasizes simplicity and performance, making it popular in
modern applications.

3. WSDL (if using SOAP):
o If SOI uses SOAP-based services, WSDL will be used to

describe those services. However, many modern RESTful




services do not use WSDL, as they often provide their API

documentation in other formats (like OpenAPI or Swagger).
Summary

. WSI primarily focuses on interoperability through SOAP-based
web services and is heavily reliant on XML and WSDL for formal
service descriptions.

. SOI emphasizes the integration of services, which can be either
SOAP-based or RESTful, and while it can use WSDL for SOAP
services, it often relies on other forms of documentation for
RESTful services.

v Both Approaches uses UDDI Registry, but their use of UDDI may

differ in context.
Usage in WSI and SOI
1. Web Services Interoperability (WSI)

. Service Discovery: WSI can leverage UDDI to allow services to
be easily discovered by clients or other services. This is
particularly useful in enterprise environments where multiple

services need to interact.




. Standard Compliance: WSI emphasizes standards, and using
UDDI helps ensure that services are compliant and can be located

and consumed by any client that adheres to WSI standards.
2. Service-Oriented Integration (SOI)

. Service Registry: In SOI, UDDI can be used as a registry for
microservices or APIs, allowing developers to publish and
discover services in a decentralized architecture.

. Dynamic Integration: SOI often involves integrating multiple
services that may change frequently. UDDI helps facilitate this
dynamic integration by providing a way to locate services at

runtime.
Summary

While both WSI and SOI can use UDDI for service discovery and
integration, WSI typically relies more heavily on it due to its focus on
standardization and interoperability. In contrast, SOl may utilize UDDI
in more flexible and decentralized ways, particularly in environments

with numerous microservices.




Web Service Integration:-
“Best for Opportunistic”

Used in Tactical integration projects (Specific Objectives, Short term

Focus, Immediate Impact)

e Have clear & specific objectives related to the integration of
specific systems, applications (or) processes

e These Projects are generally designed to deliver results in the short
term (Addresses the immediate needs (or) Challenges in the
organization).

e Bring Immediate improvements without necessarily consider the

broader organizational strategy.

WSI Projects involves a smaller number of systems (2 to 4) need to

exchange data.
The project team defines soap messages based on the following:

v' Data the systems need to exchange
v' Legacy message formats that the systems already understand

v Legacy APIs/Methods that are available for accessing the systems.
Advantages:-

1. Faster time - to — market (especially number of systems is small)




2. Lower integration cost
Limitations:-

1. Minimal consideration is given to creating data, service, process
models. That are broadly reusable in this service domain.

2. Applications send soap messages by using Transport Level
(Involves in Physical/Network of data b/w s/w components) (or)

Middleware (Intermediary layer) APIs directly.

=> Difficult to migrate to alternative transports (or) Middleware when

necessary.
Service Oriented Integration:-

Best for Organizations that are trying to maximize the long — term

results of an integration architecture by heavily investing in one.
Dedicating significant resources both financial & Technological.

Unlike WSI,

Implementation starts from the start-up Phase (Before the project begins)

» SOA governance framework, processes, guidelines, mmodels &

tools are defined.




» Formal service domain is used ( These model do not have to be
complete) but they identify key datatypes, service contracts, &
processes that are used in the organization.

» A service taxanomy is defined consistently for multiple projects to

promote future service reuse.
Advantages:-

1. Creates formal & reusable data, service, & process models that are
applicable in service domain.

2. Creates abstraction layer reduces vendor lock-in (where a customer
becomes dependent on a particular vendor for products or services,
making it difficult or costly to switch to another provider) &

simplifies application migration & consolidation in the future.
Limitations:-

1. Requires a skilled & dedicated cadre of enterprise architects (who
supports the organization strategic goals and also align the
business process, information flows)

2. Requires the commitment of business managers & technical

Mmanagers.

=>» These 2 approaches are used to solve integration & interoperability

problems.




Scenarios that illustrate how Web Services Integration (WSI) and
Service-Oriented Integration (SOI) can be used to solve integration and

interoperability problems:
1. Web Services Integration (WSI)
Scenario: Financial Transaction Processing

Context: A bank needs to integrate its online banking system with a

third-party payment processor to facilitate online transactions securely.
Example:

. Challenge: Customers want to make payments directly from their
bank accounts when shopping online. The bank's system needs to
communicate with the payment processor to handle these
transactions securely.

. Implementation:

o The bank develops a SOAP-based web service that exposes
operations like ProcessPayment and GetTransactionStatus.

o The payment processor also uses WSDL to describe its
service and the expected formats for messages.

. Outcome: When a customer initiates a payment, the bank’s online
system sends a SOAP request to the payment processor’s web

service, adhering to the WSI standards. The processor processes




the payment and sends back a confirmation. Because both systems

follow the same standards, they can interoperate seamlessly.
2. Service-Oriented Integration (SOI)
Scenario: E-Commerce Order Processing

Context: An e-commerce platform needs to integrate various services

for order management, inventory checking, and shipping.
Example:

. Challenge: When a customer places an order, the system must
check inventory, process payment, and arrange shipping, all
through different services.

. Implementation:

o The e-commerce platform uses a microservices architecture:
Order Service: Handles order creation.
Inventory Service: Checks stock availability.
Payment Service: Processes transactions.
Shipping Service: Arranges delivery.
o Each service has a RESTful APl that can be called
independently.

. Outcome: When an order is placed, the Order Service calls the

Inventory Service to check stock, the Payment Service to process

payment, and the Shipping Service to schedule delivery. Because




the services are loosely coupled, each can be updated or replaced

independently, allowing for a flexible and scalable integration.
Summary

. WSI focuses on integrating systems using standardized protocols
(e.0., SOAP) to ensure secure and reliable communication,
exemplified by the bank and payment processor integration.

. SOI emphasizes a modular architecture where different services
communicate through APIs, facilitating dynamic interactions, as

seen in the e-commerce order processing example.

Applying SOA and Web Services for Integration-.NET and J2EE
Interoperability

Web services are typically created for the purpose of exchanging data
between applications or services, or for exposing an object method for
access by another software program. A Web service contract defines
how the Web services messages are mapped between various

applications, technologies, and software systems.

= To expose an object method for access by another software
program, you can use a web service, such as a RESTful API.

Here’s a simple example in Python using Flask.




Step 1: Create a Flask Application
First, install Flask if you haven't already:
pip install Flask
Step 2: Define Your Object and Method
from flask import Flask, jsonify, request
app = Flask(_name )
class Calculator:

def add(self, a, b):

returna+ b

calculator = Calculator()
@app.route(‘/add’, methods=['POST"])
def add():

data = request.json

result = calculator.add(data['a"], data['b])

return jsonify({'result': result})




if _name_==' main_"
app.run(debug=True)

Step 3: Run the Application

Run the script:

python your_script_name.py

Step 4: Access the Method from Another Program

You can access the add method from another software program using an

HTTP client. Here’s an example using Python's requests library.
import requests

url = "http://127.0.0.1:5000/add'

data = {'a": 5, 'b": 3}

response = requests.post(url, json=data)

print(response.json())

Summary

e Create a web service to expose the object method.
e Define a route that corresponds to the method you want to expose.

e Call the service from another program using HTTP requests.




This approach allows external programs to access your object's methods

easily.

=>» Creating a web service contract involves defining the API
endpoints, request and response formats, and any relevant data
schemas. For the Flask calculator service you provided, here's an

example of a simple web service contract.
Web Service Contract for the Calculator API
1. API Overview
Service Name: Calculator API
Base URL.: http://127.0.0.1:5000
2. Endpoints
POST /add
Description: Adds two numbers provided in the request body.
Request
Headers:
Content-Type: application/json

Body (JSON):




json

"a'": <number>,
"b": <number>
¥
Parameters:
a: (required) The first number (integer or float).
b: (required) The second number (integer or float).
Response
Status Codes:
200 OK: Successful addition.
400 Bad Request: Invalid input data.
Body (JSON):
json
{

"result"; <number>




}

Example Response:
json
{
"result": 8
¥
3. Error Handling

400 Bad Request: Returned when the input data is not valid (e.g.,

missing parameters or non-numeric values).
Response Example:
json

"error": "Invalid input data"




4. Data Types

Numbers: Can be integers or floats, depending on the requirement of the

application.
5. Usage Example

To use the service, a client application should send a POST request to
/add with a JSON body containing the two numbers. Here’s an example

using Python's requests library:

python

import requests

url ="'http://127.0.0.1:5000/add’

data = {'a": 5, 'b": 3}

response = requests.post(url, json=data)
print(response.json()) # Expected output: {'result: 8}
Conclusion

This web service contract provides a clear specification for how to
interact with the Calculator API, detailing how requests and responses
should be structured. This ensures that different applications can reliably

communicate with the service.




In an ideal world, a Java bean could seamlessly invoke any .NET
Framework object developed using Visual Basic, C#, or Visual C++, but
because of platform and language differences, this is not possible. In a
nutshell, the .NET platform is designed for close compatibility with the
Windows operating system, and it takes full advantage of native
Windows features such as multithreading, memory management, file
system access, and other system-level APls. On the other hand, the J2EE
platform takes advantage of the Java virtual machine's portability layer
to provide the same features and functionality across all operating

systems on which it runs.

Web services can be used to provide interoperability across applications
developed using .NET and J2EE,

Practical Example

Imagine a scenario where a .NET-based application needs to access data

from a J2EE-based inventory system:

1. The J2EE application exposes a web service that allows clients to
query inventory data.

2. The .NET application consumes this web service, sending a
request over HTTP.

3. The J2EE service processes the request, retrieves the necessary
data, and responds with the information in a standardized format
(like JSON).




4. The .NET application receives this data and can then display it or

perform other operations.

but there are limitations because of the level of functionality currently
available in Web services and because of significant differences between
the .NET architecture and the J2EE architecture.

Below Figure places the .NET and J2EE environments side by side,
highlighting the fundamental difference in their designs with respect to
operating system integration. .NET is designed to integrate very closely
with the Windows operating system, while J2EE is designed to work on

any operating system, including Windows.

ASP.NET ADO.NET Java Servlets, Java Server Pages

C++ Java Classes, EJBs

ATL

VB C# J#

Java Virtual Machine
Common Language Run-Time

Windows Any Operating System

TCP/IP and HTTP i fo TCP/IP and HTTP

Comparing J2EE and .NET architectures.

Because of key differences, interoperability between the .NET platform
and the J2EE platform is limited and can only be achieved at a fairly

high level of abstraction.




The best approach is to define service contracts (i.e., WSDL interfaces)
that either exchange coarse-grained data objects or encapsulate multiple

method invocations into a single WSDL service.

For example, if both applications need to share customer data, then you
should define an XML Schema for the customer record, use it to define
the appropriate WSDL operations, and generate SOAP messages based
upon it. The WSDL file and the associated XML Schema are crucial

because they define the shared data model.
Example Scenario
Imagine two applications:

. App A s built using .NET and needs to access customer records.

. App B isaJava application (J2EE) that manages customer data.

Define XML Schema: You create an XML Schema for the customer

record:
<xs:schema xmlins:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:.element name="Customer">
<xs:.complexType>

<Xs:.sequence>




<xs:element name="CustomerID" type="xs:int"/>
<xs:element name="Name" type="xs:string"/>
<xs:element name="Email" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

Define WSDL Operations: You create a WSDL file that describes
operations like GetCustomer and UpdateCustomer, specifying the

request and response message formats based on the XML Schema.

<definitions xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:tns="http://example.com/customers"
xmins:wsoap="http://schemas.xmlsoap.org/wsdl/http/"
name="CustomerService"

targetNamespace="http://example.com/customers"




xmins:wsdl="http://schemas.xmlsoap.org/wsdl/">

<I-- Type Definitions -->
<types>
<xs:schema targetNamespace="http://example.com/customers">
<xs:element name="Customer">
<xs.complexType>
<Xs:sequence>
<xs:element name="CustomerID" type="xs:int"/>
<xs:.element name="Name" type="xs:string"/>
<xs:.element name="Email" type="xs:string"/>
</xs:sequence>
</xs.complexType>
</xs:element>
<xs:element name="GetCustomerRequest">

<xs:.complexType>




<xs:.sequence>
<xs:element name="CustomerID" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs.element>
<xs:element name="GetCustomerResponse'>
<xs.complexType>
<Xxs:.sequence>
<xs.element name="Customer" type="tns:Customer"/>
</xs.sequence>
</xs:complexType>
</xs.element>
<xs:.element name="UpdateCustomerRequest">
<xs:.complexType>
<Xxs:.sequence>

<xs:element name="Customer" type="tns:Customer"/>




</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="UpdateCustomerResponse">
<xs.complexType>
<Xxs:.sequence>
<xs:element name="Success" type="xs:boolean"/>
</xs:sequence>
</xs.complexType>
</xs:element>
</xs:schema>

</types>

<!I-- Message Definitions -->
<message hame="GetCustomerRequest">

<part name="parameters" element="tns:GetCustomerRequest"/>




</message>
<message name="GetCustomerResponse'>
<part name="parameters" element="tns:GetCustomerResponse"/>
</message>
<message name="UpdateCustomerRequest">

<part name="parameters"

element="tns:UpdateCustomerRequest"/>
</message>
<message name="UpdateCustomerResponse'>

<part name="parameters"

element="tns:UpdateCustomerResponse"/>

</message>

<I-- Port Type Definitions -->
<portType name="CustomerServicePortType">

<operation name="GetCustomer">




<input message="tns:GetCustomerRequest"/>
<output message="tns:GetCustomerResponse"/>
</operation>
<operation name="UpdateCustomer">
<input message="tns:UpdateCustomerRequest"/>
<output message="tns:UpdateCustomerResponse"/>
</operation>

</portType>

<!-- Binding Definitions -->

<binding name="CustomerServiceBinding"

type="tns:CustomerServicePortType">

<soap:binding style="document”

transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="GetCustomer">

<soap:operation

soapAction="http://example.com/customers/GetCustomer"/>




<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
</operation>
<operation name="UpdateCustomer">

<soap:operation

soapAction="http://example.com/customers/UpdateCustomer"/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>

</output>




</operation>

</binding>

<I-- Service Definitions -->
<service name="CustomerService'">

<port name="CustomerServicePort"

binding="tns:CustomerServiceBinding">

<soap:address

location="http://localhost:8080/customerservice"/>
</port>
</service>
</definitions>

Generate SOAP Messages: When App A wants to get customer details,
it constructs a SOAP message that adheres to the format defined in the

WSDL, ensuring that the message is understood by App B.
using System;

using System.Net.Http;




using System.Text;

using System.Threading.Tasks;

class Program

{

static async Task Main(string[] args)
{
int customerld = 1; // Example customer ID

string soapUrl = "http://localhost:8080/customerservice"; // WSDL

service endpoint

string soapEnvelope = $@"<?xml version=""1.0"" encoding="""utf-

8"

<soap:Envelope

xmlins:soap=""http://schemas.xmlsoap.org/soap/envelope/""
xmlins:tns="""http://example.com/customers'"'>

<soap:Body>




<tns:GetCustomerRequest>
<CustomerID>{customerld}</CustomerID>
</tns:GetCustomerRequest>
</soap:Body>

</soap:Envelope>";

using (HttpClient client = new HttpClient())

{

HttpRequestMessage request = new
HttpRequestMessage(HttpMethod.Post, soapUrl);

request.Content = new StringContent(soapEnvelope,
Encoding.UTF8, "text/xml");

request.Headers.Add("SOAPAction",

"http://example.com/customers/GetCustomer"’);

try




HttpResponseMessage response = await

client.SendAsync(request);

response.EnsureSuccessStatusCode();

string responseContent = await

response.Content.Read AsStringAsync();
Console.WriteLine(""Response from service:");
Console.WriteLine(responseContent);

}

catch (Exception ex)

{

Console.WriteLine("Error occurred: " + ex.Message);




Conclusion

This example demonstrates how App A can construct and send a SOAP
message to request customer details from a J2EE web service. The
SOAP message adheres to the format defined in the WSDL, ensuring
that it is understood by App B.

Enterprise Service Bus Pattern

The Enterprise Service Bus (ESB) Pattern is an architectural design
pattern used in service-oriented architecture (SOA) to facilitate
communication between different services, applications, or systems
within an enterprise. It acts as a middleware layer that enables various
services to communicate with one another in a flexible and scalable

manner.
Key Features of the ESB Pattern

1. Decoupling:
o Services are decoupled from each other, meaning that they do
not need to know the specifics of one another’s
implementation. This allows for easier integration and

modification of services.




. Message Routing:

o The ESB can route messages between services based on
various criteria, such as content-based routing or predefined
rules. This ensures that messages reach the correct service.

. Protocol Transformation:

o An ESB can handle different communication protocols (e.g.,
HTTP, JMS, FTP) and transform messages between them,
allowing heterogeneous systems to interact seamlessly.

. Message Transformation:

o It can also transform the format of messages (e.g., from XML
to JSON) as needed for different services.

. Service Orchestration:

o The ESB can orchestrate complex business processes by
coordinating multiple services, managing their execution
order, and handling dependencies.

. Error Handling:

o Centralized error handling and logging capabilities help
manage exceptions and failures across the system.

. Scalability:

o The ESB pattern allows for the addition of new services
without requiring changes to existing services, facilitating

scalability.




Components of an ESB

1. Service Registry:
o A directory where services are registered and can be
discovered by other services.
2. Message Broker:
o The core component that routes and manages messages
between services.
3. Adapters/Connectors:
o Components that allow integration with  various
communication protocols and message formats.
4. Transformation Engine:
o Responsible for converting messages between different
formats and structures.
5. Orchestration Engine:
o Manages the workflow and coordination of multiple services

in a business process.
Example Use Case

Imagine an e-commerce application where different services handle
orders, payments, and inventory. An ESB could facilitate

communication among these services:




. When a customer places an order, the order service sends a
message to the ESB.

. The ESB routes the message to the payment service to process the
payment.

. Once the payment is successful, the ESB informs the inventory
service to update stock levels.

. If any service fails, the ESB can handle the error gracefully and

provide feedback to the user.
Summary

In summary, the Enterprise Service Bus (ESB) Pattern is a robust
architecture that enhances communication between disparate services in
an enterprise, promoting decoupling, flexibility, and scalability. It
provides a centralized way to manage message routing, transformation,
and orchestration, making it easier to build and maintain complex

service-oriented systems.




UNIT- 11
SOA & Multi Channel Access (P2)

Multi-Channel Access

Definition: Multi-Channel Access refers to providing users with various
ways to interact with a system or service. This can include web

applications, mobile apps, social media, and more.
OR

Capability of accessing & interacting with a system, service, platform

through multiple communication channels,

Goal is to offer a seamless & integrated user experience across different

communication channels.
EX:

Web Channels — Web Browser

Mobile Channels — Smart Phones

Social Media Channels — FB, IG, Twitter
Messaging Channels — WhatsApp, Telegram
Voice Channels — Google Assistant, SIRI, ALEXA

Call Center Channels — To seek assistance

N o g bk w0 Dd e

Email Channels




The primary purpose of most organizations (commercial, government,
non- profit, and so on) is to deliver services to clients, customers,
partners, citizens, and other agencies. Table 5-1 illustrates this for four
key industries by listing the services they deliver, the channels they use
to deliver these services, and some of the end-user devices and

technologies used to deliver these services.

Table 5-1 Some Examples of Service-Oriented Businesses

Government Telecom, Financial Health Care
Communication Services
Service citizens and customers, customers, patients, doctors,
Requesters other agencies business partners business insurance carriers,
partners hospitals,
government

Services law enforcement local phone mortgage/loans  preventative care
health services service credit/debit cards emergency care
disaster long-distance investment out-patient care
management service management nursing care
community and mobile/wireless insurance prenatal care
social services DSL/ADSL/Internet

Table 5-1 Some Examples of Service-Oriented Businesses (continued)

Government Telecom, Financial Health Care
Communication Services
Delivery government office call center retail branch doctor’s office
Channels call center self-service office emergency ward
mail/fax (Web, IVR) self-service telephone
self-service business-to- (Web, IVR) mail/fax
(eGov) business home banking
agency to agency field service Automated
technician Teller Machine
(ATM)
End-User office PC office PC ATM office PC
Devices home PC home PC web browser home PC
telephone telephone telephone telephone
web browser web browser office PC medical
mobile/handheld mobile/handheld home PC equipment
devices devices mobile/handheld mobile/handheld
devices devices

In the past, organizations often developed new monolithic applications

with a single delivery channel in mind. This can be seen in systems




ranging from 3270 applications for money transfer to browser-based

applications specifically designed for e-commerce.

The proliferation of delivery channels and end-user devices has given
service oriented businesses the opportunity to better serve their
customers anytime and anywhere, but it has also placed an enormous
strain on IT departments, as they struggle to convert monolithic

applications to make them multi-channel-ready.

It is now necessary for these organizations to deliver these same services
and new ones in a consistent manner across all channels. This poses real
problems because it is difficult to multi-channel-enable monolithic
applications originally built for a single channel. The solution is to use
SOA with Web services.

In general, business services change much more slowly than delivery
channels (see Figure 5-1). This is because the business services represent
long-standing business functions such as account management, order
management, and billing, whereas client devices and delivery channels
are often based on new devices or new market niches, which tend to
change more frequently. In some cases, the rate of change at the
presentation layer is 100 times faster than the rate of change at the

business services layer.

Therefore, it only makes sense to reuse existing business services when

possible. Many of the core business services of large organizations are




mission- critical systems running on TP monitors such as CICS, IMS, or
Tuxedo. Many core systems also run on SAP, PeopleSoft, Oracle
applications, Siebel, CORBA, J2EE, and COM. SOA has proven to
provide the right balance between abstraction for dealing with diverse
technology and loose coupling necessary for reusing business services

for multi-channel applications.

Presentation/ Office Laptop Hand- ATM
User Devices PC Held

Channel
Access Tier

Business Processes/
Composite Services

Business

. Order Customer
Services HR Finance Mgmt Mgmt

Figure 5-1 Multi-channel applications call for a service-oriented architecture.

Business Benefits of SOA and Multi-Channel Access
Multi-Channel Access Reduces Staffing Costs

Evolutionary migration from monolithic applications to multi-channel

systems based on an SOA provides the opportunity to reduce staffing




costs by moving some service delivery activities from human-intensive

processes to less expensive self-service processes.

Multi-Channel Access Eliminates Obsolete and EXxpensive

Infrastructure

Evolutionary migration from monolithic applications to multi-channel
systems based on an SOA provides the opportunity to re-engineer

existing processes and eliminate obsolete and expensive infrastructure.

For example, eliminating brittle departmental client/server applications
and replacing them with more robust, scalable enterprise services can
save money by reducing administrative costs and allowing for greater
server consolidation. Consolidating numerous departmental Web servers
can do the same. In addition, replacing Motif applications (and the
expensive and obsolete X/Windows servers) with .NET Framework
client applications can simultaneously reduce costs, improve response

times, and improve employee productivity.

In all of these cases, the savings can be substantial, given the fully
burdened cost for each server (fully burdened costs include amortized
costs of hardware, storage, network connections, software licenses and
maintenance costs for security software, management software, backup
software, personnel costs for system administrators, facilities costs for

floor space, and power, air conditioning, and disaster recovery costs,




which include replicated hardware/software facilities at a remote disaster

recovery site).

Service-Oriented Architecture Reduces Costs and Improves

Efficiency

Evolutionary migration from monolithic applications to multi-channels
systems based on an SOA opens up opportunities for application
migration and consolidation that in turn reduces costs and improves
organizational efficiency. This is possible because an SOA defines the
business services in a manner that is independent of a particular legacy

application or packaged application.

Here is a typical application migration scenario: Consider an existing
application that is expensive to maintain and that no longer delivers the
functionality needed to meet new business requirements. An SOA
infrastructure allows the application to be wrapped as a set of business
services and then incrementally replaced with a less expensive, easier-

to-maintain application that delivers better overall capabilities.

Here is a typical application consolidation example: Consider an
organization that has numerous customer care systems. Each one
requires its own separate hardware infrastructure, administrators, user
training, and so on. An SOA infrastructure allows all of these customer

care systems to be seamlessly consolidated to one or two systems along




with the savings in hardware, administrative costs, reduced user-training

costs, and reduced software maintenance fees.
Service-Oriented Architecture for Multi-Channel Access

Organizations need to deliver products and services to customers and
partners via multiple channels. A multi-channel access architecture
based on service oriented principles makes the organization more agile
by allowing it to deliver all products and services in a consistent manner

across all distribution channels.

The multi-channel access pattern is characterized by the need to provide
several different types of users with access to a common set of business
services where the users employ a diverse set of end-user devices and
technologies. Figure 5-2 shows a subset of the delivery channels that
might be used in a typical system and some of the related client

technology.
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Figure 5-2 Some end-user devices used to access applications.

Architectural Challenges

The main architectural challenge of multi-channel access is mediating
between the characteristics of a diverse set of end-user devices and the
characteristics of the equally diverse set of internal systems and
technologies. Here are some of the characteristics of these systems that

need to be considered (more on these later):

Connectivity-For some access channels, we can assume that the user is
sitting in front of a PC with a fast and reliable connection, while other
access channels are constrained by slow and unreliable connections

(dial-up users, mobile users, and field technicians).

Security-For some access channels, we can assume that the user is
working inside of a corporate firewall, while other access channels are
for requesters that are accessing these services over less secure wireless

networks and the Internet.




Communication technology-Different user devices use different
communication technology, including standard protocols (e.g., HTTP,
Sockets, email, file transfer, Java RMI, CORBA) and proprietary
protocols (e.g., MS DCOM, WebSphere MQ, Tibco Rendezvous).

Architecture for Multi-Channel Access

Figure 5-3 shows a layered architecture for providing multi-channel

access to business services.

From a business perspective, the architecture is intended to connect
client applications at the top of the diagram (i.e., the client/presentation
tier) to the business applications (i.e., business services and business
data) at the bottom of the diagram.

&
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> Channel Access Tier >Servioes
Platform
3| e o
T 2 e Communication Infrastructure ¢
3 —
=1
§ <
3
’ > Business Service Access Tier

Figure 5-3  Layered architecture for providing multi-channel access.




In between these tiers are the following three layers necessary to support

an SOA-based multi-channel access architecture;
1. Channel access tier

Mediates between the diverse client applications and user devices and

the internal communication infrastructure and business services
2. Communication infrastructure

Provides the enterprise-wide middle- ware and messaging systems that
connect internal systems and provide enterprise qualities of service that

these internal systems rely upon
3. Business services access tier
Responsible for providing uniform access to the business services

Supporting the architecture are security services and system

management facilities that span all layers of the architecture.
Client/Presentation Tier

The role of the client/presentation tier is to accept user input and display
the results of user interactions. The myriad of end-user devices, form
factors, connectivity options, user preferences, and client technologies
ensures that the client/presentation tier will continue to be a source of

technology diversity for years to come (see Figure 5-4).
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Figure 5-4  Client/presentation tier.

Channel Access Tier

The role of the channel access tier is to mediate between the client

applications and the business services (see Figure 5-5). For example:
Support all common data formats and protocols

Including SOAP, XML name/value pairs, delimited format, fixed width
format, Sockets, HTTP, FTP, SMTP, JMS, WebSphere MQ, Tibco
Rendezvous, IIOP, and so on, so that a diverse set of clients can be

easily supported.
Support all common communication interaction patterns

Including request/response, request/callback, asynchronous messaging,
and publish/subscribe so that a diverse set of clients can be easily

supported.




Payload mapping

Accept messages from clients in client-specific formats and
automatically translate them into the enterprise message standard or the

message format defined by the target business service.
Protocol bridging

Receive messages on any transport being used by the client applications
and automatically route them to the enterprise's middleware standard
including WebSphere MQ, IMS, Tibco Rendezvous, HTTP/S. or
CORBA 1IOP.

Security facilities

Support all major standards for security including encryption, integrity,
authentication (e.g., user name/password, HTTP Basic and Digest
Authentication, X.509 certificates, Kerberos security tokens, SAML),
authorization (e.g., role-based access control and digital rights

management), and single sign-on.
Data transformation and validation

For converting messages received from the client applications into the

data formats required by the internal communication infrastructure.




Service lookup and service routing

So that client requests can be routed to the services they require. The

service lookup facilities should support load balancing across service

instances and service-level failover when a service fails.
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Figure 5-5 Channel access tier.

Typically, the channel access tier is composed of two types of

components service proxies and client gateways:

Service proxies

A service proxy is a programming language object (e.g. Java, C++, or

C#) for a service interface that is compiled into the client application.

For example, in JAX-RPC, one Java class is created for each WSDL




portType, which includes one member function for each operation
defined in the WSDL portType.

This simplifies creating client applications because the client program
can invoke the service-operation without having to create, manage, and
manipulate the underlying XML documents. Depending on how it is
configured, a service proxy (or associated handlers) can perform some or
all of the functions listed previously (security checks, data
transformation, data validation, protocol conversion, payload mapping,

and so on).
Client gateways

A client gateway is typically a standalone message intermediary, which
receives messages from clients on incoming ports and routes them to
servers via outgoing ports. Depending on now it is configured, a client
gateway will perform some or all of the functions listed previously
(security checks, data transformation, data validation, protocol

conversion, payload mapping, and so on).

The Web services platform is ideally suited to support the requirements
of the channel access tier because the majority of the features of the

channel access tier are already included with the Web services platform.




Communication Infrastructure

The communication infrastructure provides the connectivity between

systems. The communication infrastructure is a messy place that:

e Needs to support a variety of communication patterns (e.g.,
request/reply  request/callback,  asynchronous  messaging,
publish/subscribe) and the associated Web services standards (e.g.,
WS-ReliableMessaging and WS-Eventing).

e Needs to support message routing.

e Needs to provide multi-level security (e.g., transport-level security,
message-level security, authentication, authorization, role-based

access control, or single sign-on).

The best way to do this is using an SOA where there is a clean
separation between the logical service contracts and the physical
contracts that define the bindings to particular data formats and
protocols. Figure 5-6 illustrates this by showing three views of the same

system:

Figure 5-6 (a) At the highest level of abstraction, the client application
(Le, service requester) uses the business service based on the logical
service contract, without any regard for the underlying communication

infrastructure.




Figure 5-6 (b) At the next lower level of abstraction, we see that the
logical connection between the service requester and the business
service is realized by the service invocation being routed through the
channel access tier and the service access tier. The interfaces between all
four tiers (service requester, channel access tier, service access tier, and
business service) are defined by service contracts. (However, the service
requester only needs to be concerned about the contract it uses because

the complexity of the lower levels is hidden from the service requester.)

Figure 5-6 (c) At the next lower level of abstraction, we see that the
logical connection between the service requester and the business ser-
vice is realized using several different data formats and transports again,
the complexity of the lower levels is hidden from the service requester),

For instance:

e SOAP over HTTP/S is used between the service requester and the
channel access tier.

e SOAP using WS-ReliableMessaging is used between the channel
access tier and the service access tier.

e COBOL Copybooks over WebSphere MQ is used between the
service access tier and the business service.

e In this case, the channel access tier and the service access tier are

responsible for payload mapping, protocol conversion, and routing




based on information in the physical portion of the logical contract

and in a manner that conforms to the higher-level logical contract.
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Figure 5-6  Multilayer view of multi-channel communications access.

Business Service Access Tier

The role of the business service access tier is to mediate between the

communication infrastructure and the business services (see Figure 5-7).




Several of the key facilities provided by this layer of the architecture are

similar to features provided by the channel access tier:

e Service registration and service lookup
So that client applications can locate the services they require. The
service lookup facilities should sup- port load balancing across
service instances and service-level failover when a service fails.

e Session management
For handling conversational interactions between client
applications and stateful services. (Session management may be
also required for stateless interactions especially when strong
authentication is required, such as in WS-SecureConversation.)

e Data transformation and validation
For converting messages received from the communication
infrastructure into the data formats required by legacy systems.

e Security services
Support all major standards for security, including encryption,
integrity, authentication (e.g., WS-Security, user name/pass- word,
HTTP Basic Authentication, X.509 certificates, Kerberos security
tokens), authorization (e.g., role-based access control), and single
sign-on.

e Service enablement
Facilities for quickly and non-invasively exposing legacy systems

as Web services.




e Service orchestration and composition
Facilities for creating new services by composing existing services
using WS-BPEL
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Figure 5-7 Business service access tier.

Many of these services are also included in the channel access tier. The
main difference here is that the implementations of these services for the
business service access tier must be faster, more scalable, more robust,
and more reliable due to the transaction processing load that production-

quality business services must handle.

The most important additional service that the business service access
tier provides is legacy service gateways for quickly and non-invasively

exposing legacy systems as Web services.

Typically, the legacy service gateways provide development-time tools

and run- time facilities for turning legacy systems into services that can




be invoked using any of the other supported data formats and transports
and any of the major communication interaction paradigms. Usually the
development tools provide facilities for importing metadata describing
the legacy systems and turning them into WSDL service contracts (e.g.,
WSDL, XML Schema, COBOL Copybooks. CORBA IDL, database
schema, and delimited data formats such as comma separated files).
Table 5-2 displays a sampling of legacy systems and possible metadata

importers.

Table 5-2 Sampling of Legacy Systems and Possible Metadata Importers

Legacy Service

Potential Metadata

Notes

Gateway Source

CICS and IMS COBOL Copybooks Routes service invocations to CICS/IMS

transactions.

WebSphere MQ COBOL Copybooks Routes service invocations to WebSphere MQ
and legacy queues and automatically handles correlating
message formats WebSphere MQ request/response message

pairs.

CORBA CORBA IDL Routes service invocations to CORBA objects.

Tuxedo Tuxedo FML Routes service invocations to Tuxedo

transactions.

TIBCO RV TibRV message Routes service invocations to Tibco topics.
definitions

Legacy Service Potential Metadata Notes
Gateway Source

C++

Legacy message
formats'

Routes service invocations to C++ objects.

Java, E)Bs, IMS

Java classes and
remote interfaces of
stateless session beans

Routes service invocations to JMS topics, Java
classes, and stateless session beans.

RDBMS

Database schema

Reads/writes data to/from relational database
tables.

Packaged apps

Various

Provides Web services interfaces to package
applications such as SAP R/3, PeopleSoft,
Siebel, and so on.




Business Service Tier

The role of the business service tier is to implement the business
services (i.e., transactions, information updates, information retrievals,

and so on) necessary for running the business (see Figure 5-8).

Business Service Tier
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4 Systems Services Services Third-Party Web Services

MQ, JMS, Tibco, Tuxedo

Figure 5-8 Business service tier.

Broadly speaking, these business services can be divided into three

categories:
Legacy systems

Existing production systems implemented in C/C++, Java/J2EE, CICS,
IMS, CORBA, Tuxedo, SAP R/3, PeopleSoft, Siebel, Tibco
Rendezvous, COM/DCOM, and so on. Typically, these systems were
not implemented according to an SOA, so they need to be service-

enabled using the facilities provided by the business service access tier.




Greenfield Services

New services deployed to provide new business capabilities or to replace
legacy systems that are being phased out. These might be implemented
using Java/J2EE, .NET Framework, or C/C++, or by deploying a
packaged application. More and more, these tools include capabilities

for exposing the new services as Web services.
Composite services

Business services that use one or more other business services.
Composite business services should themselves be implemented
according to SOA principles so that they can use multiple services
implemented using different technologies. Web service orchestration
tools based on WS-BPEL should be used to make building composite

services easier.




CASE STUDIES

Case Study 1: Integration of Hospital Information Systems

Scenario
A multispecialty hospital uses separate software for:

« Patient Registration
. Laboratory

« Pharmacy

. Billing

« Radiology

Each department stores patient information independently.
Problem

« Duplicate patient records
« Delayed report sharing

« Manual coordination

« High maintenance

SOA Integration Solution
The hospital develops reusable web services.
Services:

« Patient Service

« Laboratory Service

« Pharmacy Service

« Billing Service

« Appointment Service

All departments communicate through web services.




Topics Covered

« Overview of Integration
« Applying SOA for Integration

Benefits

« Faster patient treatment
« Shared patient records
. Easy maintenance

« Better coordination

Case Study 2: Banking Interoperability using XML and Web Services

Scenario

A customer transfers money between two different banks.
Both banks use different technologies.

Problem

Different database structures prevent direct communication.
XML-Based Solution

Transaction data is converted into XML.

Example

<Transaction>
<AccountNo>123456</AccountNo>
<Amount>5000</Amount>
<Receiver>987654</Receiver>
</Transaction>

The receiving bank interprets the XML and processes the transaction.




Topics Covered

« XML Integration
« Web Services
« Interoperability

Benefits

« Platform independence
« Standard communication
« Faster transactions

Case Study 3: University ERP Integration

Scenario
A university integrates:

« Admissions
« Library

o Hostel

« Examination
« Finance

Two Integration Approaches

Approach 1: Direct XML Exchange

Every department exchanges XML files directly.
Advantages

« Simple implementation
o Low cost

Disadvantages

« Difficult to maintain
« Point-to-point connections




Approach 2: Web Services
Each department publishes reusable services.
Admission Service

!

Fee Service

l

Hostel Service

l

Library Service
!
Examination Service
Topics Covered
« Two Approaches using XML & Web Services
Benefits

« Better scalability
. Easier integration
« Reusable services

Case Study 4: Online Retail Enterprise Integration

Scenario
An online retailer integrates:

« Warehouse
« Payment Gateway
« Courier




« Inventory
« CRM

SOA-Based Integration
Customer places order

!

Inventory Service

l

Payment Service

l

Warehouse Service

l

Courier Service
!
Notification Service
Topics Covered
« Applying SOA for Integration
Benefits

« [Faster order processing
« Reduced manual work
« Real-time tracking

Case Study 5: Enterprise Service Bus (ESB) in an Insurance Company

Scenario




An insurance company has systems for:

« Policy Management
« Claims

o Customer Care

« Finance

« Partner Hospitals

Initially every system communicated directly.
Problems

« Too many connections
« Difficult maintenance
« High complexity

ESB Solution

Enterprise Service Bus

Policy Claims Finance Hospitals

The ESB routes, transforms, and manages messages between systems.
Topics Covered

« Enterprise Service Bus Pattern
Benefits

« Loose coupling

« Centralized integration
« Easy monitoring

« High scalability

Case Study 6: Multi-Channel Banking System

Scenario




Customers access banking services through:

. ATM

« Mobile App

« Internet Banking
« Branch Office

« Smart Watch

SOA Solution
All channels access the same services.
Channels

l

Authentication Service

l

Account Service

!

Transaction Service
!

Notification Service
Business Benefits

« Consistent customer experience
« Reduced operational cost
« [Faster service delivery

Topics Covered

« SOA for Multi-Channel Access
« Business Benefits




Case Study 7: E-Commerce Multi-Channel Access Architecture

Scenario
An online shopping platform allows purchases through:

« Website

« Android App

« 10S App

e Smart TV

« Voice Assistant

Architecture
Presentation Tier

o Website
« Mobile App
« TV App

!
Channel Access Tier

« API Gateway
« Authentication

!

Communication Infrastructure

« REST APIs
o Message Queue

!

Business Service Access Tier

o Order API
« Payment API




Business Service Tier

« Inventory Service
« Payment Service
« Shipping Service

Topics Covered

« Presentation Tier

« Channel Access Tier

« Communication Infrastructure
« Business Service Access Tier
« Business Service Tier

Benefits

« Same services for every device
« Easy expansion
« Lower maintenance

Case Study 8: Smart City Citizen Service Portal

Scenario
Citizens access services using:

« Website
« Mobile App
« Public Kiosks

Services include:

« Water Bill

« Electricity Bill

o Tax Payment

« Complaint Registration




SOA Architecture
Presentation Tier

!

Citizen Portal

!

Communication Layer

l

Business Services

!

Department Databases
Benefits

« Single citizen account
« Consistent experience
« Faster public services

Topics Covered

« Multi-Channel Access
« SOA Architecture

Case Study 9: Airline Reservation System with ESB

Scenario
Airline reservation requires integration of:

« Airlines

« Hotels

« Payment Gateway

« Passport Verification




« SMS Notification
ESB-Based Workflow

Customer Booking

!

Enterprise Service Bus
!

Flight Service

!

Payment Service

!

Hotel Service

!

Notification Service
!

Confirmation
Topics Covered

« Enterprise Service Bus
« Web Service Integration

Benefits

« Centralized communication
« [Easy addition of partners
« Better reliability




Case Study 10: Omni-Channel Food Delivery Platform

Scenario
Customers place food orders through:

« Website

« Android App

« iPhone App

« Smart Speaker
« WhatsApp Bot

Multi-Channel Architecture
Presentation Tier

o Website
« Mobile Apps
« Voice Assistant

!

Channel Access Tier

« API Gateway
« Authentication

!

Communication Infrastructure

« REST APIs
« Message Broker

)
Business Service Access Tier

o Restaurant API
o Delivery API




Business Service Tier

« Order Service

« Payment Service

« Delivery Service

« Notification Service

Business Benefits

« Better customer satisfaction

« Easy introduction of new channels
. Faster response

« Improved scalability

Topics Covered

« Multi-Channel Access
o« Communication Infrastructure
« Business Service Tier




UNIT-111 SOA & WEB SERVICE FOR
INTEGRATION, SOA & MULTI CHANNEL ACESS

SOA & Web Service for Integration : Overview of Integration-Integration & Interoperability using

XML & Web Service-Two approaches for using XML & Web Services for integration &
Interoperability-Applying SOA & Web Services for Integration-Enterprise Service Bus Pattern.

SOA & Multi Channel Access: Business Benefits-SOA for Multi Channel access-Presentation
TierChannel Access Tier-Communication Infrastructure-Business Service access Tier-Business Service
Tier.

PART -A
1. What is Enterprise Integration S/W? U
2. List out the key features of EIS? R
3. Provide any two common business drivers for integration ? R
4. What are the common technical challenges faced during integration? AN
5. Define SOAP and WSDL? R
6. Namely provide the 2 approaches to define the web service? R
7. lllustrate the Multiple web services Technolgies diagram? C
8. Differentiate b/w WSI & SOI? AN
9. What is ESB? U
10. Describe the key elements of ESB? U
11. Define Multi channel access? U
12. What is channel Access tier? U
13. List out the Layers in Multi Channel Acess? R
14, Define the role of Business Services tier? U
15. Define the role of Client/Presentation tier? U
16. What is the use of communication infrastructure? A
PART-B
1. What is the significance of Service-Oriented Architecture (SOA) in U
the context of integration and interoperability?
2. Can you explain the role of XML in the context of web services for U
integration? How does it contribute to interoperability?
3. Compare and contrast the two approaches for using XML and Web AN

Services in integration. What are the advantages and disadvantages of
each approach?

4. How can SOA and Web Services be applied effectively for A
integration? Provide examples of scenarios where these technologies
are beneficial.

5. Explain the concept of the Enterprise Service Bus (ESB) pattern in u
the context of integration. How does it facilitate communication
between different services?

6. Explain about the common business drivers & technical factors that
makes the integration such a hard problem in 1% place? AN
7. Explain about the types of integration performed at different layers AN
of technology stack?
Explain about the SOAP, WSDL technologies with example? u
9. Differentiate b/w the WSI and SOI ? AN
10. What are the business benefits of employing Service-Oriented E
IArchitecture (SOA) for multi-channel access?
11. Ilustrate the components of SOA for multichannel access with neat C

diagram?




Unit IV: SOA & Business Process Management,

Metadata Management

""The combination of SOA and Business Process Management enables

organizations to build flexible, automated, and business-driven solutions.""




Unit IV: SOA & Business Process Management, Metadata Management

1. Unit Overview

This unit introduces the integration of Service-Oriented Architecture (SOA) with Business
Process Management (BPM) to automate and optimize business processes. It covers basic BPM
concepts, business process examples, orchestration and choreography using Web Services, and
the fundamentals of metadata management, including metadata specifications, policies, and WS-
Metadata Exchange.

2. Objectives
After studying this unit, students will be able to:
o Understand the fundamentals of Business Process Management (BPM).
o Explain the integration of BPM, SOA, and Web Services.
o Describe orchestration and choreography in service-oriented systems.
e Understand metadata management and its role in SOA.
« Explain metadata specifications, policies, and WS-Metadata Exchange.

3. Learning Outcomes
Students will be able to:
e Explain the concepts of BPM and business process modeling.
e Apply SOA and Web Services to business process management.
« Differentiate between orchestration and choreography.
o Describe metadata management approaches and specifications.
o Evaluate the importance of metadata and policies in SOA environments.

4. Importance of Studying this Unit

This unit enables students to understand how SOA supports business process automation and
efficient service coordination. It also highlights the significance of metadata management in
ensuring standardized, secure, and interoperable service communication within enterprise
applications.

5. Key Concepts
e Business Process Management (BPM)
e Basic BPM Concepts
e Business Process
e SOA & Web Services
e Orchestration
e Choreography
e Metadata Management
e Metadata Specification
e Policy
e WS-Metadata Exchange




UNIT- IV
SOA & Business Process Management — P1

A Business process is a real world activity to achieve

their goals. It consists of set of logically related tasks.
Ex: Deliver Products (or) Services

When performed in a appropriate sequence and correct

business rules produces a business outcome.

Ex: Order-to-cash

Ranges from Short & Long-Lived

Short -> Minutes or hours

Ex: Website Freelancing

Long-> Weeks, months, years

Ex: Market shares, Gold Investment, Mutual Funds

BPM addresses the how organizations identify, model,

develop, deploy & manage their business process.

The main goals & benefits of BPM including:-




e Minimize the misalignment (or) Inconsistency
between business requirements

e Increases employee productivity &  reduce
operational costs i.e, ongoing business (Day to Day)
by automating & streamlining (minimizing
workflows) Business process.
Ex: OC: Employee related costs (salaries & wages),
Rent & utilities.

Business Process Management Systems

Associated with Defining, Managing & Executing

business Processes as a corporate asset,

BPM provide the technology that implements one (or)

more core BPM Functions.

v'Workflow: A service of tasks, processes (or) steps
that need to be completed in a specific order to

achieve a goal.




v Process Automation: Minimize workflows i.e,
execute routine, manual tasks & processes without
human interventions.

v Enterprise Application Integration: Connecting &
coordinating different s/w applications within an
organization to function as unified.

v Business 2 Business: Transactions (or) Interactions
occur between 2 businesses rather than individuals.
EX: Involves exchange of goods, services.

v'Service Composition:  Combining individual
services (or) s/w components to create a composite
service.

v'Orchestration: Coordination & management of

multiple tasks (or) activities to get a outcome.




Real-Time Real-Time Real-Time
Dashboards Dashboards Dashboards
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BASIC COMPONENTS OF A BPMS
BPMS provides a process modeling tool,

Which allows processes (or) operations to defined as
“Graph”.

Where the node of the graph represents the tasks to be
performed & the arcs of the graph represents control flow

(or) data flow.




Ex: ARCS- Task Pre-conditions, Routine logic, Time

delays, Deadlines.
Process Modeling

The goal of BPM is to capture business requirements at
Initial design stage and then make them available to the

rest of the development process.

Here, Business Analysts plays a crucial (or) central role
In BPM Life Cycle

They satisfies their needs using a process modeling tool

These tools typically provide business analysts with a
GUI interface (Although sometimes a spreadsheet —style
Interface provide them too) allows to drag & drop icons

onto a graphical process model of the business process.

The process model defines relationships among tasks,
how tasks are sequenced. When & how tasks are enabled,

who can perform each task.




Relationships I.e,

Finish-to-start; Task B cannot start until Task A is

completed

Start-to-start: Task B cannot start until Task A is starts

(2 runs in parallel)

Finish-to-finish: Task B cannot finish until Task A
finishes (P)

Start-to-finish: Task B cannot finish until Task A starts.

Next, These Process Models are given to Technical
Specialists who map the PM to the organizations IT

assets.

(or)

They given to s/w developers (who create new s/w

components) that fulfill the tasks defined by BP.




Process Executions

After BP has been modeled & mapped to new & existing
IT assets it is ready to be deployed.

BPM includes process execution engines that import the
process models & then execute & manage as many
business process (Necessary for supporting the

organizations operational requirements)

The process execution engine is responsible for executing
the process models & enforces the business roles

associated with the process such as:-

1) Invoking tasks (or) Executing tasks in the correct
order.
1) Assigning & Routine tasks to authorized users.

1) Tracking the current state of the process.
Process Monitoring

Allow business users & IT administrators to monitor &

control a business process.




This includes:-

e Seeing a summary of all executing processes

e Seeing a summary of all completed processes,

including historical trends

Suspending & Resuming Processes
e Altering the priority of processes

e Re-assigning Processes
Example Business Process
Opening a Customer A/C
Activities to be performed are:-

Link between the activities (that determine the order in
which activities can be performed & the data i.e, passed

b/w the activities)

For, business rules it enables transistions (movements I.e,

state (or) phase (1 to another)) b/w activities.




Valid New Account

Customer Information &
& Account Info Confirmation
Details
Collect Validate Open
Account >  Account »  Account > Send
Information Information (Update Systems Confirmation
of Record)
A
Invalid
Data Renal . :
> epair Timeout Decline
Account o Account
Corrected Information Application
Data i

SIMPLE BUSINESS PROCESS
The steps in the business process are:-

1. Collect A/C Info:-

Gather all necessary customer & account info to open
the a/c.

When this step is further elaborated it might involve
one or more of the following:-

e Customer enter data via Website.




e Customer provides data-> Customer Service
Representative over the phone.
e Customer provides data on a written form, &
data enters it into a A/c system<- entry clerk
e Customer already has an a/c, customer info is
extracted from Data Base.
2. Validate A/C info:-
After the info collected-> it needs to be validated
“business rules need to be checked”.
e,
v Ensure all required fields have been entered
v’ Perform consistency check (by verifying

customer info home state & zipcode.

v" Check the credit history & rate the worthiness of

customer.
3.0pen A/C:-
After validation, business rules have been applied,

Open a new a/c for the customer




v Update (Customer Info System), (Order
Management System), (Billing System)

v Update Sale force Automative system & inform
sales representative of new a/c.

v Inform business partners of New- Customer &
the Customer Credentials, Such as “Credit
Limit”.

4. Send Confirmation:-
After successful a/c created (or) opened, send
confirmation to the customer along with details of
new a/c.

v'Send a letter to the customer thanking him/her
for opening this a/c.

v"Send a mail.

5. Repair a/c info:
If the customer & account info cannot be validated
(or) doesn’t satisfy all the business rules, then try to

correct the information).




v Have a customer service- representative (for all
the customer & ask missing info)
6. Decline A/C application:
If the customer & a/c info cannot be repaired (so that
it satisfies all business rules for opening a new a/c)

then decline the customer request to open a new a/c.
Combining BPM, SOA & Web Services

This section discuss about the benefits of using BPM,

SOA & Web Services in combination.

The benefits include a more flexible and agile
Implementation of a BPM system and the ability to more

easily create, manage, and maintain composite

applications.
Benefits of BPM, SOA & WS

Most organizations have a huge applications &
Technology Landscape (overview about all platforms,

tools & solutions)
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TYPICAL APPLICATION & TECHNOLOGY
LANDSCAPE

Application Layer

Packaged applications-> Pre-Built (Design to address

specific needs)
Custom/Legacy Applications->

Custom-Built -> From Scratch (Designed, Developed &

meets the organization requirements)

LA-> (used outdated technologies)




User/role/access information-> Manages the user
identifies, roles & controlling access to system, data &

applications.
Technology Layer

Application Platforms-> Foundation of built, run &
Deploy the application, offers a combination of

development tools & infrastructure services)
Note: Used to create simple-> complex
Ex: AWS

Technology Platforms-> H/w, S/w, development tools

for to built the applications.

Operating Systems-> Intermediate b/w computer-

hardware & user applications.

In the above figure, the applications are standalone iIn
nature (independent) from (GUI to business logic to
database) so sharing info is difficult due to difference in

technology platform & data models.




So we need to overcome the communication gap between

this applications for that moving to an SOA & web

services introduces a service layer.
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Services Layer

o Line of Business Services

¢ Reusable Technical Services
o Web Services Platform

Application Layer

o Packaged Applications

¢ Custom/Legacy Applications
¢ User/Role/Access Information

Technology Layer

¢ Applications Platforms
¢ Technology Platform

o Operating Systems

SERVICES LAYER BASED ON SOA & WS

Services Layer

Line of Business Services-> Which aligns with the core

business activities of an organization.

Reusable Technical Services-> Shares across multiple

business domains.




Web Services Platform-> Which allows services to be
defined & utilized in a manner. (i.e, Independent of

application & Technology platform)
The next layer is the business process layer.

(BPL not responsible for knowing any details of

underlying applications & technology platforms)

BAM
Business Process Layer
Q__,/’"_' . """::"’» ----- ¥ Cross-Functional, End-to-End
< / / C D Business Processes (e.g.,
e oo (GS---- .- - Order-to-Cash)
>©\ ’C/Q-"lQ\ / ¢ Business Activity Monitoring
v v
HR Finance Planning Reporting
Services Services Services Services Services Layer
A A ¢ Line of Business Services
i} * Reusable Technical Services
\ V/Veb Serces P|athl'm / o Web Services Platform
Y a S
. Y X : Application Layer
People SAP Custom/ Office/ SAS « Packaged Applications
Soft Legacy Exchange  Custom/Legacy Applications
¢ User/Role/Access Information
Java/ C+.+/ :NET/ ; CICS Technology Layer
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¢ Technology Platform
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THE BUSINESS PROCESS LAYER USES THE
SERVICES LAYER




Business Process Layer

Provides (or) describes level of details, B-functionality

that maps to the business tasks in a business process.

Cross Functional-> Teams working together to achieve a

common goal
End-to-End Business Processes-> Ex: Order-to-Cash
Business Activity Monitoring

The services layer provides the ideal platform for the

business process layer for the following reasons:

e The line of business services provide coarse-grain
business functionality that maps to the business tasks
In a business process.

e The service contracts for the line of business services
provide well-defined and unambiguous interfaces for
accessing the services, and therefore the business
process iIs not responsible for knowing any details of

the underlying application and technology platforms.




e The Service Registry & Service Discovery facilitates
provided by the service layer ensure that the B-P
Layer can dynamically locate & access services as
necessary.

e The service-level data model is defined based on the
business domain and is independent of the data
model used by any particular application.

e Furthermore, XML, is used as the canonical format
for exchanging data between tasks in the business
process and when a business task invokes a service
because XML is independent of the internal data
formats used by the underlying applications.

e The service-level security model provides single
sign-on and role-based access control to ensure that
process tasks are authorized to use services, and it
protects the business process layer from having to
deal with the various security interfaces provided by

the underlying application and technology platforms.




e The service-level management model generates run-
time statistics regarding service usage, which can be
used by BAM tools that are part of the business

process layer.

In the past, most systems did not provide a services layer
based on an SOA and Web services. BPM without a
services layer is complex and brittle because the process
layer is required to access the underlying business

applications directly

This approach is more complex because the process layer
must directly access existing applications using one or
more interfaces defined by the application leg., APIs,
messages, or database tables). This requires the process
Implementer to learn about these application interfaces
and requires steps to be added to the business process to
compensate for poorly defined application interfaces or
for transforming application specific data into a canonical

format that the business process can use.




This approach is more brittle (i.e., more likely to break)
because the process is tightly coupled to specific
applications and specific application interfaces. This
means that something as simple as installing a newer
version of an application that access it. This tight coupling
also makes this approach harder to change. APIs,
messages, or For instance, replacing an existing
application with a new application from another that

access the old application.




-----
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BPM without services
requires the process layer

to access the underlying
business applications directly.

This “pollutes” the business
process with unnecessary
details about the current
applications, the APIs they
provide, their internal data
models, and the technologies
in which they are implemented.

BPM WITHOUT SERVICES IS BRITTLE




ORCHESTRATION & CHOREOGRAPHY
SPECIFICATIONS

Web services are foundation for creating the overall
structure & implementing business process & working

together within & across organizational boundaries.
2 Languages for WS Composition have emerged:-
They are:-

1. Business Process Execution Language (WS-BPEL)
Developed by BEA, IBM, Microsoft & Siebel &
submitted to WS-BPEL Technical Committee at
OASIS.

OASIS: “Organization for the advancement of
structured information standard”

2. Choreography Description Language (WS-CDL)
Developed by the WS-Choreography working group
at W3C, based on input specification written by
Intalio, SUN, BEA & SAP.




The goal of these Languages is to integrate WS

together in a process oriented-way.

Comparing Web  Services Orchestration &

Choreography

The term Orchestration & Choreography are frequently

used to describe 2 approaches to combine WS.

* WSO refers to compose web services for Business

Process.

* WSC refers to compose web services for Business

Collaborations.

Contract Contract
% T E%j
WS-BPEL

WS-BPEL WS-BPEL
SOAP SOAP

Contract Contract

Web Web
Service Service

COMPARING ORCHESTRATION &
CHOREOGRAPHY




» WSO is used for defining composite services &
Internal processes that reuse existing WS. It also
supports the preparation of information to exchange
externally in WSC.

»WSC is used for defining how multiple parties
collaborate in a peer-peer manner (Without need any
central server can interact with each other)

EX:i.e, A->B

Can Both WSO & WSC be specified using a Common

Language:

Yes, there’s no doubt about the different characteristics of
these interactions, because many WS-BPEL advocates
says that WS-BPEL is the only language required for the

Interactions & executions.

However, disagreement remains over from others but both
types of interactions can be specified using a single
language. 1.e, (A Complimentary Language is required

that Single Language cannot handle everything)




& \WS-BPEL: It is a process oriented composition

language for web services.

WS-BPEL defines a set of basic tasks for creating

WS Compositions:-

1. Involve task-> Allow the B-P to invoke a one-way
(or) Request/Response operation.

2.Receive task-> Allows the B-P to do a blocking
wait for a message to arrive.

3. Reply task-> Allows the B-P to send a message &
reply to a received message.

4.Wait task-> Tells the process to wait for some
time.

5.Assign task-> Copies data from one place to
another.

6. Throw task-> Indicates that an error condition has
occurred.

7. Terminate task-> Terminates the entire

orchestration instance.




Structured tasks are used to combine the primitive tasks

(basic) into more complex processes.

8. Sequence task-> Defines an ordered sequence of
tasks.

9. Switch task-> Ability to select a particular branch
based on conditional logic.

10. Pick task-> Block & wait for a suitable message
to arrive (or) for a time-out alarm to go off.

11. While task-> Defines a group of tasks that
should be repeated while condition is satisfied.

12. Flow task-> Collection of steps should be

executed in parallel.




UNIT-IV
METADATA MANAGEMENT- P2
Metadata is data about data
(OR)
It refers to data that provides information about other

data.

For example, a file is an entity and a file record layout is

metadata.

* File Record Layout refers to structure (It describes
how individual records are formatted & arranged,

specifying the position & size of data each field)
Structure of the data such as:-

1.Field Names: Individual data fields within each
record.
2.Field Datatypes: The type of data (text, numeric,

date) that field can store.




3.Field Length: The no. of characters (or) bytes

allocated for each field.

A web service may have a variety of M-D associated with
it, including Datatypes & Structures for messages,
message exchange patterns for exchanging messages, the
n/w addresses of the endpoints that exchange messages
and any requirements for extended features such as

security, reliability or transactions.

W-S Metadata is important part of basic & SOA-based
web services solutions. WS Metadata & M-D

Management technologies includes the following:-

e UDDI -> A Registry & Repository for storing &
retrieving WS.

It is a specification for distributed directory which
allows businesses to list themselves on internet &

discover each other services.




e XML Schema -> for defining datatypes (integer,
string) & structures (format)

e WSDL -> for defining messages, message exchange
patterns, interfaces & endpoints.

e WS-Policy -> declaring assertions for various
qualities of service requirements, such as Reliability,
Security & Transactions.

e \WS-Addressing -> for defining WS endpoint
references (identify the communication where it
ends) & associated message properties.

e WS- Metadata Exchange -> for dynamically
accessing XML, WSDL & WS-Policy Metadata

when required.

These different kinds of metadata will work together to
define the characteristics of any WS, from simple to

complex.




Also, the metadata items are contained in XML files of
changing definition and stores into a directory such as
UDDI (or) LDAP for easy retrieval.

All of the metadata items benefit from the use of Naming

Conventions.
Naming Conventions & Easy Retrieval
When thinking about “Metadata & Management”

It is important to develop a quality of storing & retrieving

the metadata as it is to define it in the 15 place.

One of the reason UDDI failed to gain acceptance (Broad
adoption) 1s doesn’t provide sufficient methods for
effectively categorizing & identifying metadata for easy

search & retrieval.
It’s an old saying in database world I.e,

That you have to know how you’re going to retrieve
something before you figure out, how you’re going to

store it & its definitely holds true for metadata.




EX: How you name your service is important.

Because, you don’t want to call the “Customer Lookup”
service The customer lookup service 1s “Redundant” but

you might want to call it the “Customer ID Lookup™.
Similarly, for “Customer Name Lookup”

“it 1s 1mportant to use good names for data items so
whoever ends up requesting the service can easily

understand the data that the service provider.

These conventions are a part of any large project, also
important for services designed for ‘“Reuse” &

“Interoperability”.




Metadata Specification

Metadata specification refers to the guidelines and
standards that define how metadata should be structured,
represented, and used to describe, manage, and exchange
information about data. Metadata is essentially "data
about data,” providing contextual information that makes
the data more understandable and easier to work with. A

metadata specification outlines the following key aspects:
Structure and Format:

Defines how metadata should be organized (e.g.,

hierarchical or flat structure).

Specifies the formats (Ex: XML, JSON, RDF, or

proprietary formats).
Data Elements:

Describes the individual pieces of information required

(e.g., title, author, date, version, keywords).




Includes standardized terms or fields for the metadata
elements, such as Dublin Core, METS (Metadata
Encoding and Transmission Standard), or schema.org for

web data.
Vocabulary or Ontology:

Specifies any controlled vocabularies, taxonomies, or
ontologies that should be used to standardize terminology
In the metadata. This ensures consistency in the metadata

descriptions.
Types of Metadata:

Descriptive: Information used for identification,

discovery, and selection (e.g., title, description).

Structural: Details about the organization of the data

(e.g., how pages in a book relate to each other).

Administrative: Information related to the management

of the data (e.g., rights, provenance, and technical details).




Statistical/Quantitative: Often found In datasets,
explaining measures like sampling methods or units of

measurement.
Metadata Standards:

Specifies relevant industry or domain standards to be

followed
Common metadata standards include:
Dublin Core for general resource description.

MARC (Machine-Readable Cataloging) for library

resources.

EXIF (Exchangeable Image File Format) for image

metadata.
Schema.org for web data

ISO 19115 for geographic information




Encoding Rules:

Defines how values for each metadata element should be
encoded. For instance, a date might need to be formatted
in 1ISO 8601, and a location might need to follow a

specific coordinate system.
Interoperability:

Outlines how metadata should be exchanged across
different systems or platforms, ensuring that metadata can

be shared and interpreted across diverse environments.

Compliance and Validation:

Specifies rules for ensuring that the metadata conforms to
the expected structure and content, including validation

mechanisms and tools




Versioning and Updates:

Guidance on handling updates, revisions, and changes to
metadata over time, including version control and history

tracking.

A well-defined metadata specification helps organizations
ensure consistency, improve data discoverability,
facilitate sharing, and enhance long-term data

management.
POLICY

A metadata policy is a formal document or set of
guidelines that defines how metadata should be created,
managed, used, and maintained within an organization or
for a specific project. It establishes the rules and
expectations around metadata management to ensure
consistency, quality, and interoperability of data across
systems. A good metadata policy helps improve data

discoverability, usability, and long-term preservation.




Key Elements of a Metadata Policy:
Purpose and Scope:

Purpose: Why the metadata policy is needed (e.g., to
Improve data management, ensure consistency, enhance

search and retrieval).

Scope: The range of data, systems, or departments the
policy applies to (e.g., all digital assets, specific datasets,

or specific domains like research or publications).
Roles and Responsibilities:

Data Stewards/Managers: Responsible for overseeing

metadata quality and consistency.

Creators: Individuals or teams responsible for adding or
updating metadata for datasets, documents, or other

assets.

End Users: Those who access, search, or use metadata,
and who may be responsible for ensuring metadata meets

their needs.




Technical Support: Those responsible for implementing
and maintaining the metadata infrastructure, tools, and

standards.
Metadata Standards:

Defines the standards and schemas that should be
followed (e.g., Dublin Core, I1ISO 19115 for geospatial

data, Schema.org for web data).

Ensures consistency in the metadata format and

terminology used across systems or datasets

Specifies any controlled vocabularies, taxonomies, or

ontologies to standardize terms used in metadata.
Metadata Creation and Maintenance:

Creation: Guidelines on how metadata should be created
when new data is produced (e.g., which fields need to be
filled in, who should create it, and when it should be

done).




Update and Review: Instructions for how metadata
should be updated over time, especially for ongoing or
evolving datasets, including a review process to ensure

metadata remains relevant and accurate.
Quality Control and Validation:

Defines processes for ensuring metadata is complete,

accurate, and follows the prescribed standards.

Automated Validation: Tools or scripts that
automatically check the metadata for errors or missing
fields

Manual Review: Procedures for manual quality
assurance (QA) of metadata, especially for complex or

critical datasets.




Access and Security:

Access Control: Defines who can create, edit, and access
metadata, including any restrictions or permissions related

to data sensitivity or privacy.

Security and Confidentiality: Guidelines for ensuring
sensitive or private information in metadata is handled
appropriately and complies with legal or regulatory

requirements (e.g., GDPR).
Interoperability and Data Sharing:

Data Exchange: Outlines how metadata should be shared
or exchanged between different systems, ensuring it is

machine-readable and compatible with external systems.

APIs and Protocols: Guidelines for using standardized
protocols (e.g., OAI-PMH, RESTful APIs) for metadata

exchange.




Compliance and Legal Considerations:

Ensures metadata adheres to relevant laws, regulations,
and standards (e.g., intellectual property, privacy laws,

and industry-specific regulations).

Defines any requirements for long-term preservation of

metadata to support compliance with archival standards
Training and Awareness:

Provides guidance on training users (e.g., data creators,
managers, and end users) to ensure they understand the
Importance of metadata and how to create and maintain it

correctly.

Promotes ongoing awareness within the organization
about best practices and new developments in metadata

standards




Monitoring and Auditing:

Defines how the implementation of the metadata policy
will be monitored, including audits or regular checks to

ensure compliance with the policy.

Specifies metrics for measuring the effectiveness of the

metadata management processes
Versioning and Updates:

Outlines how the metadata policy itself should be
versioned and updated, especially as new technologies,

standards, or business needs arise.

Ensures that changes to the policy are documented and

communicated to all relevant stakeholders
Benefits of a Metadata Policy:

Consistency: Standardizes metadata creation and

management across the organization.




Efficiency: Saves time by setting clear guidelines and

reducing confusion around metadata practices.

Data Discoverability: Helps users locate and use data
more easily by ensuring metadata is accurate,

comprehensive, and consistently applied.

Compliance: Ensures metadata management meets legal
and regulatory requirements, such as data privacy laws or

archiving standards.

Data Quality: Improves the overall quality of data by

encouraging the use of structured, standardized metadata.

A well-defined metadata policy is essential for managing
data assets efficiently, supporting data discovery, and
ensuring compliance with internal and external

requirements.




WS Metadata Exchange

Web Services (WS) Metadata Exchange refers to the
exchange of metadata between different systems or
services over the web. Metadata in this context generally
describes the structure, operations, and capabilities of a
web service, facilitating better integration and
Interoperability between different systems. The concept is
often implemented using web standards like SOAP
(Simple Object Access Protocol), WSDL (Web Services

Description Language), and other related technologies.
Key Aspects of Web Services Metadata Exchange:
Web Services Description Language (WSDL):

WSDL is an XML-based language used to describe the
functionality of a web service. It specifies the available
operations, the Input/output message formats, the
protocols for communication (e.g., HTTP, SOAP), and

where the service is located.




Web service clients use WSDL to understand how to
Interact with the web service (e.g., what parameters to

pass, what responses to expect).

Web Services Metadata Exchange (WS
MetadataExchange):

WS-MetadataExchange (WS-MEX) is a specification that
defines a standard mechanism for the exchange of
metadata about web services. It enables a service to
provide its WSDL and other metadata documents in a

standardized way.

WS-MEX typically operates over SOAP and allows
clients to retrieve metadata (like WSDL) dynamically by

making a request to a specific endpoint.

WS-MEX Endpoint: Typically, a WS-MEX endpoint is
configured to serve metadata about web services. A
service can expose Its metadata at a well-known URL

(like /mex) where clients can request metadata.




SOAP Request for Metadata: A WS-MEX client sends
a SOAP message to a WS-MEX endpoint to request

metadata, such as the WSDL or other related documents.
Benefits of Web Services Metadata Exchange:

Discoverability: By exposing metadata in a standardized
format, web services make themselves discoverable,

which simplifies integration with other services.

Interoperability: Standard metadata exchange enables
different systems, possibly built on different technologies,
to communicate seamlessly. WSDL and WS-MEX help

bridge the gap between heterogeneous systems.

Dynamic Interaction: Clients can dynamically retrieve
updated metadata (such as WSDL) from services, which

Is especially useful when the service definition changes.

Self-Describing Services: Services that provide metadata

(e.g., WSDL) are self-describing, making it easier for




developers to understand how to interact with the service

without needing in-depth knowledge of its internals.
WS-MEX Use Cases:

Service Discovery: When a client needs to find out about

a service’s operations, data types, and bindings, it can

query the WS-MEX endpoint for the WSDL or other

metadata.

Service Registration: Services may register their
metadata with a central registry using WS-MEX so that

clients can discover and use them dynamically.

Dynamic Binding: Clients can use WS-MEX to
dynamically bind to a service at runtime based on the

metadata retrieved from the service’s WSDL.

How WS-MEX Works:

A service exposes metadata through a WS-MEX
endpoint, typically at a URL like /mex.




A client sends a request (usually via SOAP) to the WS-
MEX endpoint to retrieve the service's metadata, such as

WSDL, schema, or other relevant documents.

The WS-MEX endpoint responds with the requested
metadata, which the client can then use to interact with

the service.
Example of WS-MEX Interaction:

Requesting Metadata: A client requests metadata from a
service by sending a SOAP request to a WS-MEX

endpoint

<soap:Envelope

xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"

xmlins:mex="http://schemas.xmlsoap.org/ws/2004/09/mex

">
<soap:Body>

<mex:GetMetadata>




<mex:MetadataReference

URI="http://example.com/service"/>
</mex:GetMetadata>
</soap:Body>
</soap:Envelope>

Service Responds with WSDL.: The WS-MEX endpoint
responds with the WSDL, which includes the operations,
data types, and endpoint information needed by the client

to interact with the service.
Example response (simplified):

<soap:Envelope

xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"

xmlins:mex="http://schemas.xmlsoap.org/ws/2004/09/mex

ll>

<soap:Body>




<mex:Metadata>

<wsdl:definitions

xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:tns="http://example.com/service">
<I-- WSDL content describing the service -->
</wsdl:definitions>
</mex:Metadata>
</soap:Body>
</soap:Envelope>
WS-MEX vs WSDL.:

WSDL is the most common metadata format for web
services, providing detailed descriptions of the service's
operations, types, and bindings. However, WS-MEX
offers a more flexible, standardized way to exchange that

metadata dynamically, often using SOAP.




While WSDL is a static document that describes the
service, WS-MEX allows clients to request metadata in a

more dynamic, real-time fashion.




CASE STUDIES
Case Study 1: Online Loan Approval Process using BPM

Scenario

A bank processes personal loan applications. Previously, every department worked
independently, causing long approval times.

Problem

« Manual verification
« Delayed approvals
« Duplicate work

« Poor tracking

BPM Solution

The bank models the business process as follows:

Loan Application

!

Document Verification

!
Credit Score Check

!
Manager Approval

!

Loan Sanction

!

Customer Notification




Each activity is treated as a business process step.

Topics Covered

« Basic BPM Concept
« Example Business Process

Benefits

. [Faster loan approval

« Better workflow visibility

« Reduced processing time

« Improved customer satisfaction

Case Study 2: Hospital Patient Admission Workflow
Scenario
A hospital manages patient admissions through multiple departments.

BPM Workflow

Patient Registration

!

Doctor Consultation
!

Laboratory Tests

!

Pharmacy

!

Billing

\




Discharge

SOA Integration

Each department provides a reusable web service:

« Registration Service
o Lab Service

« Pharmacy Service

« Billing Service

The BPM engine coordinates these services.

Topics Covered

« Combining BPM with SOA & Web Services

Benefits

« Automated patient workflow
« Reduced waiting time
« Accurate patient records

Case Study 3: University Online Admission System
Scenario

A university automates its admission process.
Business Process

Application Submission

!

Document Verification

!

Entrance Exam Verification




!

Fee Payment

!

Student Enrollment
l
ID Card Generation

SOA Implementation

Each step is implemented as an independent web service.

Topics Covered

« BPM
« SOA Web Services
« Business Process Automation

Benefits

 Faster admissions
« Reduced paperwork
« Easy tracking of applications

Case Study 4: E-Commerce Order Processing using Orchestration

Scenario

An online shopping platform processes customer orders.

Services

Inventory Service
Payment Service
Shipping Service
Notification Service




Orchestration

Order Received

!

Inventory Check

l

Payment Processing

!
Shipping Arrangement

l

Invoice Generation

!

Customer Notification

A central orchestration engine controls the sequence of service execution.

Topics Covered

« Orchestration
« SOA Web Services

Benefits

« Centralized workflow control
« Reliable order processing
« Easier monitoring




Case Study 5: Airline Booking using Choreography

Scenario

An airline booking system involves:

« Airline

Hotel

Payment Gateway
Travel Agency

Choreography Process

There is no central controller.

« Customer books a ticket.

« Payment gateway confirms payment.
« Airline reserves the seat.

« Hotel receives booking information.
« Travel agency sends confirmation.

Each participant communicates directly according to agreed interaction rules.
Topics Covered

« Choreography Specification
Benefits

« Decentralized communication
« Flexible collaboration
« Better scalability

Case Study 6: Metadata Management in a Digital Library

Scenario

A university digital library stores thousands of books, journals, and research
papers.




Problem

Users cannot easily search resources due to inconsistent descriptions.

Metadata Management Solution

Each document includes metadata such as:

o Title

« Author

« Subject

« Publication Year
« ISBN

« Keywords

Topics Covered

« Approach to Metadata Management

Benefits

« Faster search
« Better organization
« Efficient resource management

Case Study 7: Metadata Specification in Healthcare

Scenario

A hospital exchanges electronic medical records with diagnostic laboratories.

Metadata Specification

Each patient record includes:

. Patient ID

« Name

« Blood Group
« Test Date

« Doctor Name
« Report Type




All organizations follow the same metadata specification.

Topics Covered

. Metadata Specification

Benefits

« Consistent data format
« Improved interoperability
« Reduced data errors

Case Study 8: Policy-Based Security in Online Banking

Scenario

A bank offers web services for:

« Balance Inquiry
o Fund Transfer
« Loan Applications

Security Policies

« User authentication

. Data encryption

« Role-based access control
« Transaction limits

« Audit logging

Only authorized users can access sensitive services.

Topics Covered

« Policy
« Service Governance

Benefits

« Improved security
« Regulatory compliance




« Safe financial transactions
Case Study 9: WS-Metadata Exchange in Government Services

Scenario

A government portal integrates:

« Passport Department
o Tax Department
« Driving License Department

WS-Metadata Exchange

Before consuming a service, departments automatically exchange:

« Service description

« Supported operations
« Security requirements
« Data formats

This enables systems to discover and use services dynamically.

Topics Covered
« WS-Metadata Exchange
Benefits
« Automatic service discovery
« Simplified integration
« Better interoperability
Case Study 10: Smart Manufacturing using BPM, SOA, and Metadata

Scenario

A manufacturing company automates its production process.




Business Process

Customer Order

!

Production Planning

!
Raw Material Check

l

Manufacturing

l

Quality Inspection
!

Packaging

!

Delivery

SOA Implementation

Services:

« Inventory Service
« Production Service
« Quality Service

« Shipping Service

Metadata Management
Each product stores metadata:

e Product ID




Policy

Batch Number
Manufacturing Date
Expiry Date
Quality Status

Only production managers can approve quality inspections.

Topics Covered

BPM

SOA Web Services
Metadata Management
Policy

WS-Metadata Exchange

Benefits

Automated production workflow
Improved product traceability
Better quality control

Faster order fulfillment




UNIT-1V SOA & Business Process Management,
Metadata Management

SOA & Business Process Management: Basic BPM Concept-Example Business ProcessCombining BPM,
SOA & Web Services-Orchestration & Choreography Specification.

Metadata Management: Approach to Metadata Management-Metadata Specification-Policy-WS

Metadata Exchange

PART-A
1. Define BPM? R
2. Illustrate the diagram of basic components of a BPMS? C
3. What is the use of Business process layer? u
4, Differentiate b/w Orchestration and Choreography? AN
5. What is WS-BPEL ? U
6. What are the basic tasks for creating WS compositions? R
7. Define Metadata with example? U
8. What is the use of Naming Conventions? A
9. Define Metadata Specifications? U
10. What is WS-Addressing? U
11. What is WS-Metadata Exchange & how its works? U
12. Define WSPL? R
PART-B
1. Define Business Process Management (BPM) and its role in U
enhancing organizational efficiency.
2. Explain about the basic components of BPMS? U
Provide an example of a business process and describe how BPM can
be applied to streamline and optimize it.
4, Explain how the integration of BPM, SOA, and Web Services can E
lead to more effective and flexible business solutions.
5. Differentiate between orchestration and choreography in the context AN
of business processes.
6. Describe the key components of a successful approach to metadata U
management.
7. Define metadata specification and provide examples of metadata R
elements commonly used in an IT environment.
8. Explain the role of policies in metadata management and their impact E
on Web Services.
9. Explain about the WSPL with neat diagram. C
10. How does metadata exchange contribute to the seamless integration of U
services in a distributed environment?
11. Identify and discuss common challenges organizations face in AN
implementing effective metadata management.




Unit V: Advanced Messaging & Transaction
Processing

"Reliable messaging and coordinated transactions are the foundation of

dependable service-oriented systems.""




Unit V: Advanced Messaging & Transaction Processing

1. Unit Overview
This unit introduces advanced messaging techniques in Service-Oriented Architecture (SOA),
focusing on reliable messaging and notification mechanisms. It also covers transaction
processing, including transaction paradigms, the impact of Web Services on transaction
protocols and coordination, and transaction specifications for ensuring reliable and consistent
service execution.

2. Objectives
After studying this unit, students will be able to:
e Understand advanced messaging concepts in SOA.
o Explain reliable messaging and notification mechanisms.
o Describe transaction processing in service-oriented systems.
« Understand transaction protocols, coordination, and specifications.
e Analyze the role of Web Services in transaction management.

3. Learning Outcomes
Students will be able to:
« Explain reliable messaging and notification services.
o Describe transaction paradigms in SOA.
e Analyze the impact of Web Services on transaction processing.
e Explain transaction protocols and coordination mechanisms.
o Evaluate transaction specifications for reliable service execution.

4. Importance of Studying this Unit

This unit provides an understanding of reliable communication and transaction management in
SOA-based applications. It enables students to design enterprise systems that ensure message
reliability, data consistency, fault tolerance, and coordinated execution of distributed services.

5. Key Concepts
e Advanced Messaging
e Reliable Messaging
« Notification
e Transaction Processing
e Transaction Paradigm
e Web Services & Transactions
« Transaction Protocol
« Transaction Coordination
e Transaction Specification




UNIT-V
Advanced Messaging and Transaction Processing

(AMTP) refers to a set of technologies and methodologies
used to handle complex, high-volume communication and
transactional processes in distributed systems. This often
involves  leveraging messaging queues, reliable
communication protocols, and transaction management
techniques to ensure data consistency, fault tolerance, and
scalability across systems that may be geographically

distributed or have heterogeneous architectures.

Reliable Message Notification is a crucial concept in
Advanced Messaging systems, where the primary goal is
to ensure that messages are delivered reliably and in a
timely manner, even in the face of failures. It is
particularly important in systems that require guaranteed
message delivery, acknowledgments, and the ability to
handle network partitions, failures, and retry mechanisms.

Reliable message notification systems are designed to




ensure that critical messages are not lost, are delivered

once and only once, and are processed in the right order.
Key Concepts of Reliable Message Notification
1. Message Acknowledgment:

- Acknowledgment mechanisms are used to ensure that
the message was successfully received and processed by
the consumer. There are typically two types of

acknowledgments:

Positive Acknowledgment: The consumer
acknowledges that the message was successfully

processed.

Negative Acknowledgment (NACK): If the message
cannot be processed, a NACK is sent back, and the
message may be retried or placed in a "dead-letter queue."

Examples:

e At least once delivery: The message Is guaranteed

to be delivered, but there may be duplicates.




e Exactly once delivery: The message will be
delivered only once, without duplication, even in the
event of network failures or retries.

e At most once delivery: The message will be

delivered no more than once, with no retries.
2. Message Persistence:

Reliable messaging systems typically use message
persistence to store messages on disk (or in some durable
medium) until they are acknowledged by the consumer.
This ensures that if a system crashes, messages are not

lost and can be retried or re-delivered after recovery.

e Durable Queues: In systems like RabbitMQ,
messages in durable queues are persisted to disk.
Even if the broker goes down, the messages are not
lost.

e Message Redelivery: If a message IS not
acknowledged within a certain timeframe, it can be

redelivered. This Is important for fault-tolerant




systems where consumers may fail or be temporarily

unavailable.

3. Transactionality and Message Ordering:

Ensuring that messages are processed in the correct order

Is often critical in reliable messaging systems. This can be

Important for systems that handle financial transactions or

sequential operations.

e FIFO  (First-In-First-Out)  Queues:  Some
messaging systems guarantee the order in which
messages are delivered to consumers (e.g., Amazon
SQS FIFO queues).

Atomic Transactions: Some systems support atomic
transactions for sending and consuming messages.
For example, in JMS (Java Message Service),
messages can be sent and consumed within a
transaction, ensuring that either all operations

succeed, or none at all (i.e., rollbacks on failure).




4. Dead Letter Queues (DLQ):

A Dead Letter Queue iIs used to capture messages that
cannot be delivered after multiple attempts or cannot be
processed successfully. This allows the system to isolate

failed messages for inspection or further action.

Example Use Case: If a consumer fails to process a
message due to some business logic error (e.g., invalid
data), the message can be routed to the DLQ for further

analysis without blocking the entire system.
5. Retry Mechanisms:

Retry mechanisms are essential in reliable messaging to
handle temporary failures, such as network issues or
processing delays. Retry policies define how many times
and at what intervals a message should be retried before

giving up or routing it to a dead-letter queue.




e Exponential Backoff: This strategy increases the
delay between retries to avoid overwhelming the
system with constant retry attempts.

e Retry Policies: Systems like Amazon SQS and
Apache Kafka allow configuration of retry policies,
such as maximum retry attempts, backoff strategies,

and message TTL (time-to-live).
6. Duplicate Detection:

Message deduplication ensures that messages are
processed only once, even in cases of retries due to
failures. Duplicate messages can be caused by network

Issues, broker crashes, or application-level retries.

e Idempotency: The system must ensure that
processing a message more than once does not lead to
Inconsistent states. The consumer must be able to
process the same message multiple times without

unintended side effects.




e Message IDs: Many messaging systems assign
unique IDs to each message, which can be used to

detect and prevent duplicate processing.
7. Eventual Consistency:

In some distributed systems, especially microservice-
based architectures, reliable message notification systems
are built around the concept of eventual consistency. This
means that while the system might experience temporary
Inconsistencies due to delays or failures, it will eventually

reach a consistent state.

e Event-Driven Systems: Messages can be published
as events (e.g., in Apache Kafka), and subscribers
can act on those events once they are delivered

reliably, even if the event is delayed or retried.




Reliable Messaging Protocols and Technologies
1. AMQP (Advanced Message Queuing Protocol):

AMQP is an open standard for messaging protocols that
supports reliable delivery, acknowledgments, message
persistence, and routing. Popular messaging brokers like
RabbitMQ use AMQP to deliver reliable message

notification.

Features like  publisher  confirms, consumer
acknowledgments, and message durability ensure that
messages are reliably delivered even in the case of

network or broker failures.
2. JMS (Java Message Service):

JMS is a Java API for sending and receiving messages
between distributed systems. JMS supports durable
queues, topic-based messaging, message persistence, and
transactions, all of which are crucial for reliable message

notification.




With JMS, you can configure different delivery modes:

e PERSISTENT: Ensures that messages are saved to
disk until successfully consumed.
e NON _PERSISTENT: Messages are not saved to

disk and may be lost if the system crashes.
3. Kafka:

Apache Kafka is a distributed event streaming platform
designed for high throughput and fault tolerance. Kafka
guarantees at least once delivery and provides message
persistence, with message offsets being stored and tracked

to ensure reliable consumption.

Kafka is widely used for building real-time event-driven
architectures where reliable message notification is
essential, such as logging systems, data pipelines, and

event sourcing architectures.




4. Amazon SQS:

Amazon Simple Queue Service (SQS) is a fully managed
message queuing service that offers reliable, highly
scalable, and durable message delivery. It supports
features like dead-letter queues, message delay, and
visibility timeouts to ensure that messages are delivered

reliably, even in cases of failure or retry.

e FIFO Queues: SQS FIFO queues preserve the exact
order of message processing, making them suitable

for systems that require strict message ordering.
5. Message Brokers with Reliability Guarantees:

ActiveMQ, IBM MQ, and other message brokers provide
reliable message delivery features like message
persistence, acknowledgment  mechanisms, and
transactions. These brokers are commonly used In
enterprise systems where high reliability is required, such

as financial transactions or order processing.




Notification in Reliable Messaging:

Notifications are a key part of reliable messaging,
especially when it comes to keeping users or systems
iInformed about the status of their communication. In

advanced messaging systems, notifications may involve:

1. Status Updates: Notifications can be used to inform
the sender or receiver about the status of a message,
such as:

- Sent: The message has been sent successfully.

- Delivered: The message has been successfully
received by the recipient.

- Acknowledged: The recipient has confirmed
receiving the message.

. Failed: There was an error, such as network
failure or an unreachable recipient.

2. User-Directed Notifications: These notifications can
be tailored to end-users, such as in the case of

messaging apps where users need to be notified of




new messages, updates, or changes in the status of
their messages (e.g., "'message read" notifications).

3. Push Notifications: Push notifications are often used
In mobile or web applications to notify users of
Important messages or updates, ensuring that users
are informed in real time, even if they are not actively
interacting with the application.

4.Delivery Reports: Many messaging Systems,
especially in enterprise contexts, use delivery reports
to confirm that a message has been successfully
delivered, processed, or acknowledged by the

receiver.

Transaction Processing: Transaction Paradigms

Transaction processing refers to the handling of
operations that require consistency, reliability, and
durability in a system. These operations are generally

grouped together into a transaction. The goal Is to ensure




that transactions are executed reliably, even in the face of

system failures, crashes, or other unexpected events.

The transaction paradigm defines the conceptual approach
to handling transactions in a system, outlining how they
are structured, managed, and maintained to ensure that

they meet critical reliability properties.
Key Transaction Paradigms

1. ACID Transactions (Traditional  Database

Transactions)

2. BASE Transactions (Eventual Consistency and NoSQL

Databases)
3. Sagas (Long-Running and Distributed Transactions)
4. CQRS (Command Query Responsibility Segregation)

5. Two-Phase Commit (2PC) and Three-Phase Commit
(3PC)




Each of these paradigms applies to different types of
systems, ranging from traditional relational databases to
distributed systems and microservices architectures. Let’s

explore each in more detail.
1. ACID Transactions (Traditional Paradigm)

The ACID (Atomicity, Consistency, Isolation, Durability)
transaction model is the foundation for traditional
relational databases like MySQL, PostgreSQL, and
Oracle. These properties ensure that transactions are
processed reliably in systems where data integrity Is

critical.

- *Atomicity*: A transaction is either fully completed
(commit) or fully rolled back (abort). If any part of the

transaction fails, the entire transaction is discarded.

- *Consistency*: A transaction brings the system from

one valid state to another. After a transaction, the system's




data must remain consistent with its rules (e.g., integrity

constraints, foreign keys).

- *|solation*: Transactions are isolated from each other.
Changes made by a transaction are not visible to other

transactions until the transaction is complete.

- *Durability*: Once a transaction has been committed, it
Is permanent and will survive any subsequent system

failures.
Example:

In a banking system, a transfer from one account to
another is a transaction. The system ensures that the
balance of the sender's account is debited and the
receiver's account Is credited as part of a single,
Indivisible operation. If any part of the transfer fails (e.g.,
due to a network issue), the entire transfer is rolled back

to maintain data consistency.




Use Cases:

- Traditional databases, relational databases, and financial

systems.
2. BASE Transactions (Eventual Consistency)

The BASE paradigm (Basically Available, Soft state,
Eventually consistent) is typically used in NoSQL
databases and distributed systems where high availability
and partition tolerance are prioritized over strict
consistency (as per the CAP Theorem). BASE allows
systems to be more flexible in terms of consistency,
offering eventual consistency instead of the strict ACID

guarantees.

- *Basically Available*: The system guarantees
availability, meaning it will always respond to a request

(even If the data may not be entirely consistent).




- *Soft State*: The system's state can change over time
due to eventual consistency. It is not necessarily in a

consistent state immediately after a transaction.

- *Eventually Consistent*: Given enough time, the
system will eventually reach a consistent state, but there

may be temporary inconsistencies during that time.
Example:

In a social media platform, when a user updates their
profile picture, the change may not immediately
propagate to all devices or users. However, the system
will eventually ensure that the profile picture is consistent

across all locations, even if it takes some time.

Use Cases:

- Distributed NoSQL systems (e.g., Cassandra, Amazon

DynamoDB), event-driven architectures, microservices.




3. Sagas  (Long-Running and Distributed

Transactions)

The Saga pattern is used for managing long-running
transactions in distributed systems, particularly in
microservices architectures. Instead of relying on a
traditional ACID transaction, which is difficult to
maintain in distributed systems, sagas break up a
transaction into multiple smaller steps (sub-transactions)
and manage the process using a series of compensating

actions.

- *Choreographed Sagas*: Each service involved in the
saga knows what to do next and how to compensate if a

failure occurs.

- *Orchestrated Sagas*: A central orchestrator service
coordinates the flow of sub-transactions, ensuring each

service commits or rolls back its part of the transaction.




Example:

In an e-commerce system, placing an order might involve
multiple steps: reserving inventory, charging the
customer, and shipping the product. If any step fails (e.g.,
inventory  reservation fails after charging), a
compensating action (e.g.,, refund the charge) Is

performed to ensure the system is consistent.
Use Cases:

- Distributed systems, microservices, long-running

transactions, business processes.

4, CQRS (Command Query Responsibility
Segregation)

The CQRS pattern is a specialized transaction model that
separates commands (which modify data) from queries
(which retrieve data). While not specifically a "transaction

paradigm,” CQRS changes the way transactional data is




handled by breaking it into two distinct paths: one for

handling commands and the other for handling queries.

- *Commands™*: Trigger operations that modify the state
of the system (e.g., create, update, delete). These
operations can be part of a transaction and often need to

ensure consistency.

- *Queries*: Fetch data without modifying it. They are
optimized for read performance and may not be
transactional, focusing instead on performance and

scalability.

In CQRS, commands are typically processed using event-
driven architectures, and the state is eventually

propagated to read models (e.g., using event sourcing).
Example:

In a stock trading application, when a user places a buy
order (command), it triggers a series of transactional

updates to the account balance and stock holdings. At the




same time, queries can be processed in a read-optimized
model without affecting the transactional consistency of

commands.
Use Cases:

- High-performance systems, microservices architectures,

event sourcing.

5. Two-Phase Commit (2PC) and Three-Phase
Commit (3PC)

Two-Phase Commit (2PC) is a protocol used in
distributed systems to ensure that a distributed transaction
Is either fully committed or fully rolled back across

multiple systems.

- *Phase 1*. The coordinator asks all participants to
prepare for the commit. Each participant locks the
necessary resources and responds with either "ready to

commit” or "abort."




- *Phase 2*: If all participants are ready, the coordinator
sends a commit command: otherwise, it sends an abort

command.

While 2PC guarantees consistency, it has limitations,
especially with regard to handling failures (e.g., blocking

In the event of crashes).

Three-Phase Commit (3PC) builds on 2PC by adding an
extra phase to reduce the risk of blocking. It is more fault-

tolerant but still suffers from some challenges.
Example:

In a distributed order processing system, two-phase
commit ensures that all nodes (e.g., inventory
management and payment) either commit or rollback their

changes as part of a single, coordinated transaction.




Use Cases:

- Distributed databases, transactional messaging, and
situations requiring strong consistency across multiple

systems.

Impact of Web Services on Transaction Protocols and

Coordination

Web services have revolutionized the way systems
Interact, enabling distributed and platform-independent
communication over the internet. As organizations
Increasingly move to service-oriented architectures (SOA)
and  microservices, transaction management and
coordination have become more complex, especially
when transactions span multiple services, systems, or
networks. Web services impact the traditional transaction
processing model by introducing new paradigms and
challenges for transaction coordination, atomicity, and

reliability.




Let's explore the key ways in which web services

influence transaction protocols and coordination.
1. Distributed Transactions and Coordination

Web services often operate in distributed environments,
where multiple services, often across different platforms
and geographical locations, need to participate in a single
business transaction. This distributed nature introduces
new complexities for transaction coordination and
management, particularly around ensuring consistency,

atomicity, and reliability.
Key Impacts:

- Multiple Participants: A single web service call could
Involve multiple backend services, databases, or external
systems. Coordinating these systems to act in a
transaction-like manner requires protocols like Two-
Phase Commit (2PC) or Sagas.




- Interoperability: Web services, particularly those based
on standards like SOAP or REST, enable different
systems to interact regardless of their internal
technologies. This means transaction management must
be decoupled from the underlying system, making it
harder to enforce traditional ACID (Atomicity,

Consistency, Isolation, Durability) properties.
2. Web Services Transaction Protocols

There are several transaction protocols developed
specifically for web services to ensure reliable and

consistent transactions in distributed environments.
a) WS-AtomicTransaction (WS-AT)

WS-AtomicTransaction Is a web service protocol for
handling atomic transactions in a distributed environment.
It extends the ACID properties into a distributed
transaction model, which is crucial for coordinating

actions across different services.




- *Atomicity*: Ensures that a transaction is treated as a
single unit of work, even if it involves multiple services.

Either all parts of the transaction succeed or none.

- *Durability*: Guarantees that once a transaction is
committed, its effects are permanent, even if the service

or system crashes after the commit.

- *Coordination*: WS-AT introduces a coordinator
(typically a transaction manager) to ensure that all
participating services in the transaction either commit or

rollback their operations in a coordinated manner.
b) WS-BusinessActivity (WS-BA)

While WS-AT is suited for simpler, short-lived
transactions, WS-BusinessActivity (WS-BA) is designed
for long-running and compensating transactions, often
seen In business processes. This protocol is particularly

useful for web services that require more complex




coordination, such as workflows spanning multiple

services or business partners.

- Compensation: If a service fails to complete its part of
a transaction, WS-BA allows for compensation (e.g.,
reversing previously completed steps), which is essential
for long-running or distributed transactions in business

Processes.

- Eventual Consistency: Unlike ACID transactions, WS-
BA supports eventual consistency, which is often
necessary in microservices or loosely coupled service

architectures.
¢) Sagas and Event-Driven Architecture

While WS-AT and WS-BA provide formal protocols for
managing transactions in a service-oriented context, the
Saga pattern has gained popularity in modern distributed
systems, especially for microservices architectures. Sagas

are not a formal web service protocol but a general




concept for managing long-running  distributed

transactions.

- Choreography: In a saga, each service involved in the
transaction knows what to do next and how to handle

failures by using compensating transactions.

- Orchestration: Alternatively, a central orchestrator can
control the flow of the saga and direct each service’s
actions. This can be done via messages, such as through
an event bus or messaging queues (e.g., Apache Kafka,
RabbitMQ).

- Eventual Consistency: Sagas often use event-
driven*mechanisms to ensure eventual consistency iIn
distributed transactions. For example, when a payment
service and inventory service are part of a transaction, if
one service fails, compensation (like rolling back the

payment) can be done later.




3. Challenges of Web Services iIn Transaction

Coordination

While web services offer significant benefits in terms of
flexibility and interoperability, they also introduce unique

challenges for transaction processing and coordination:
a) Failure Handling and Rollback

- Web services often operate over unreliable networks and
Infrastructures (e.g., the internet). This increases the
possibility of partial failures where some services succeed

while others fail.

- Traditional transaction management protocols like 2PC
ensure all-or-nothing transaction guarantees. However, in
web services, handling failures gracefully is more
difficult, especially when services fail in the middle of a

transaction.




- Two-Phase Commit (2PC): Web services that use
2PC must be able to coordinate prepare and commit/abort
messages among all participants. However, if a service
crashes during the transaction, ensuring that all
participants can reach a consensus on whether to commit

or roll back can be difficult.

- Compensating Transactions (Sagas): For long-
running or complex transactions, compensating
transactions are needed to roll back or adjust the state of

services when failures occur after partial success.
b) Idempotency and Message Duplication

- Web services are subject to network failures, retries, and
duplicate messages. This can result in message
duplication in the system, which complicates transaction

processing.

- To handle this, idempotent operations (operations that

produce the same result even when applied multiple




times) must be employed to ensure that retries do not lead

to inconsistent state changes.
c) Latency and Performance

- Distributed transactions, especially in web services
environments, often introduce latency due to multiple
network hops, message serialization, and processing

overhead.

- Long-running transactions, in particular, can cause
performance bottlenecks and delays, especially when
service dependencies involve external systems (e.g.,

payment gateways or inventory systems).
d) Data Consistency Across Distributed Systems

- Eventual consistency becomes a common approach,
particularly for systems that prioritize availability and
partition tolerance (following the CAP theorem).

However, this approach complicates the guarantee of




Immediate consistency, especially when transactions span

multiple services or databases.

4. Technologies and Frameworks for Transaction

Coordination in Web Services

Several technologies and frameworks have been
developed to address the challenges of coordinating

transactions in distributed systems using web services.

- WS-TX (Web Services Transactions): A set of
standards from  OASIS that includes WS-
AtomicTransaction, WS-BusinessActivity, and WS-
Coordination. These standards enable transaction
management and coordination in web service-based
systems, allowing multiple participants to engage iIn

consistent, reliable transactions.

- JTA (Java Transaction API): For Java-based systems,
JTA can be used to manage distributed transactions that

involve multiple services or databases. It supports both




2PC and 3PC and can be extended to work with web

services.

- RESTful Transactions: While REST is stateless and
typically used for lighter-weight operations, frameworks
like Spring Transaction Management can coordinate
transactions across REST-based web services by

leveraging underlying protocols like 2PC or Saga.

- Messaging Systems: Tools like Apache Kafka,
RabbitMQ, and Amazon SQS are often used in event-
driven architectures to support the Saga pattern and other
long-running transactional processes. They help in
ensuring reliable message delivery, event sourcing, and

consistency across distributed services.

5. Impact of Web Services on Transaction Model

Evolution

Web services have driven the evolution of transaction

models, from traditional ACID transactions to more




flexible and scalable models like eventual consistency,
sagas, and compensating transactions. This has allowed

distributed systems to achieve:

- Scalability: Web services and microservices
architecture allow for independent scaling of components,

even in transactional contexts.

- Flexibility: By decoupling services and using
asynchronous patterns like event-driven architectures,

systems can become more resilient to failure and delays.

- Fault Tolerance: Protocols like WS-AT and Sagas offer
better fault tolerance and recovery mechanisms for

transactions involving multiple distributed services.
Transaction Specification

A Transaction Specification defines the set of rules,
protocols, and guidelines that govern the handling of
transactions in a distributed or enterprise system. The

specification ensures that transactions are processed




consistently, reliably, and efficiently across different
systems and services, regardless of the underlying

technology or infrastructure.

Transaction specifications are critical for ensuring the
ACID properties (Atomicity, Consistency, Isolation,
Durability) in traditional systems or for implementing
alternative models like BASE (Basically Available, Soft
state, Eventually consistent) in distributed systems. In
web services and distributed environments, transaction
specifications help in managing the coordination between
multiple services or components, ensuring that
transactions across service boundaries are properly
handled.

Key Aspects of a Transaction Specification
1. Transaction Scope:

- Definition: Specifies which operations or actions are

part of a transaction. A transaction scope can span




multiple service calls, database operations, or actions

within a system.

- Boundaries: A transaction specification outlines
where the transaction starts (e.g., a "begin transaction"

event) and ends (e.g., a "commit" or "rollback" event).
2. Transaction Context:

- Contextual Information: This includes metadata like
transaction ID, timestamp, participant 1Ds, and any other
relevant state or data that defines the context of the

transaction.

- Correlations: In distributed systems, the transaction
specification defines how different services or systems
correlate their operations through a shared transaction
context, often passed in headers or message metadata
(e.g., XID or Correlation ID).




3. Atomicity:

- Guarantees: Atomicity ensures that all operations
within a transaction are either fully completed or fully

rolled back, even in the case of errors or failures.

- Protocols: The transaction specification might dictate
the use of certain protocols like 2PC (Two-Phase
Commit) or Sagas for achieving atomicity across

distributed services or databases.

4. Consistency:

- State Integrity: Consistency ensures that a transaction
brings the system from one valid state to another,
adhering to business rules and constraints (e.g., database

Integrity constraints).

- Enforcement: The specification can include rules for
validating the system's state before and after the

transaction to ensure consistency, which may include




using ACID properties in relational databases or eventual

consistency in distributed systems.
5. Isolation:

- Concurrency Control: Isolation specifies that
transactions are executed in isolation from each other,
meaning the operations of one transaction should not be

visible to other transactions until they are completed.

- Concurrency Models: A transaction specification
defines how isolation is achieved, including the use of
locks, optimistic concurrency control, or MVCC (Multi-

Version Concurrency Control) techniques.
6. Durability:

- Persistence: Durability guarantees that once a
transaction Is committed, its effects are permanent, even

In the case of system crashes or failures.

- Commit Logs/Transaction Logs: The specification

will outline how committed transactions are stored In




persistent storage, often in transaction logs or write-ahead
logs (WAL).

7. Failure Recovery and Rollback:

- Recovery: In case of failure, the transaction
specification will define how to handle partial failures.
This includes rolling back all changes made during the

transaction or applying compensating actions.

- Compensating Transactions: In distributed systems
(like microservices), instead of rollback, a compensating
transaction might be used to undo or adjust the effects of

an incomplete transaction.
8. Distributed Transaction Protocols:

- Two-Phase Commit (2PC): A protocol used to
ensure all participating systems either commit or rollback
their operations. It involves a coordinator and participants
(or nodes) that ensure the transaction is either fully

committed or fully aborted.




- Three-Phase Commit (3PC): An extension of 2PC
that adds an additional phase to reduce blocking and

Improve fault tolerance in case of network partitioning.

- Sagas: Used for long-running, distributed transactions,
where a series of compensating actions are defined to
ensure eventual consistency, especially wuseful iIn

microservices architectures.
9. Timeouts and Retries:

- Timeouts: Transaction specifications often define
timeout rules, such as how long a transaction is allowed to

run before it is considered failed and rolled back.

- Retry Policies: In case of failure, a specification
might define retry mechanisms or strategies (e.g.,
exponential backoff) to ensure that transient issues are

handled gracefully without human intervention.




10. Security and Integrity:

- Authorization and  Authentication:  The
specification may dictate how transactions are secured,
ensuring that only authorized users or systems can initiate

or participate in transactions.

- Data Integrity: Integrity checks may be specified to
ensure that the data being processed in a transaction is
valid, complete, and not tampered with during transit or

execution.
Transaction Specification in Different Contexts
1. Web Services (SOAP, REST)

Web services, especially SOAP-based or RESTful
services, often use specific transaction models to ensure
that transactions are managed across distributed systems.
The transaction specification in this context could be

guided by standards such as WS-AtomicTransaction (WS-




AT), WS-BusinessActivity (WS-BA), or other industry-

specific protocols.

- WS-AtomicTransaction (WS-AT): Provides a protocol
for atomic transactions, allowing a group of web services
to participate in a coordinated transaction. This ensures
that either all services commit or none, preserving the

consistency of the transaction.

- WS-BusinessActivity (WS-BA): Used for long-running
or business process transactions, WS-BA supports
compensating transactions and eventual consistency,
making it useful for microservices and distributed

business workflows.
2. Databases and Transaction Management

In traditional relational databases (RDBMS), the
transaction specification adheres to the ACID properties
and is typically handled by the database engine itself.
SQL Transactions and JDBC (Java Database




Connectivity) allow users to begin, commit, or rollback

transactions. The specification ensures that:

- All database operations are consistent with relational

Integrity constraints (e.g., foreign keys, primary keys).

- Changes are committed to disk in a durable manner,

typically using write-ahead logs (WAL).

- Isolation levels are respected, ensuring transactions run

independently of others.
3. Microservices and Event-Driven Architectures

In microservices and event-driven architectures,
managing transactions becomes more complex due to the
distributed nature of the system. Instead of relying solely
on traditional ACID transactions, modern transaction
specifications use patterns like Sagas and event sourcing

to handle distributed transactions.




- Sagas: A saga is a sequence of local transactions that
each service in a microservices architecture executes,
along with a compensating action in case of failure.
Instead of relying on **two-phase commit*, sagas ensure
that distributed transactions are managed with eventual

consistency.

- Event Sourcing: Instead of storing the final state of an
entity, event sourcing stores the sequence of events (state
transitions) that led to the current state, allowing you to
reconstruct the state from events and manage long-

running transactions across services.
4. Distributed Systems and Fault Tolerance

In distributed systems, where data and operations are
spread across different servers, regions, or even
continents, transaction specifications often use protocols

designed for fault tolerance and partition tolerance:




- Two-Phase Commit (2PC): A widely used protocol to
ensure that a transaction is either fully committed or

aborted across distributed systems.

- Three-Phase Commit (3PC): An enhancement of 2PC
designed to minimize the risk of blocking in distributed
transactions, especially in the event of network partitions

or system failures.




CASE STUDIES

Case Study 1: Reliable Messaging in Online Banking

Scenario

A customer transfers ¥50,000 from one bank account to another using internet
banking.

Problem

During the transaction, the internet connection is interrupted after the transfer
request is sent. The customer is unsure whether the money has been transferred.

Reliable Messaging Solution
The banking system uses a Reliable Messaging mechanism that:

« Assigns a unique message ID.

« Stores the request until acknowledgment is received.

« Retransmits the message if acknowledgment is not received.
« Prevents duplicate processing.

Workflow

Customer Transfer Request

!

Reliable Message Queue

!

Bank Server

!

Acknowledgment

\




Transaction Completed
Topics Covered

« Reliable Messaging
Benefits

« Guaranteed message delivery

« No duplicate transactions

« Increased customer trust

« Improved transaction reliability

Case Study 2: E-Commerce Order Notification System

Scenario

A customer purchases a smartphone from an online shopping platform.
Notification Process

The customer receives notifications at different stages:

o Order Confirmed

« Payment Successful

« Product Shipped

« Out for Delivery

« Delivered Successfully

Notifications are sent through:

e Email
« SMS
« Mobile Push Notifications

Topics Covered

« Notification Services




Benefits

« Real-time updates
« Better customer experience
« Reduced customer support inquiries

Case Study 3: Airline Reservation Transaction Processing

Scenario
A customer books an airline ticket.
Transaction Steps

Seat Availability Check
Seat Reservation
Payment Processing
Ticket Generation
Confirmation Email

abrwbhE

If payment fails, the reserved seat is automatically released.
Transaction Paradigm
The entire booking process is treated as one transaction that either:

« Completes successfully, or
« Rolls back completely.

Topics Covered

« Transaction Processing
« Transaction Paradigm

Benefits

« Data consistency
« No double booking
« Reliable booking process




Case Study 4: Hospital Appointment System

Scenario

A patient books an appointment with a specialist doctor.
Workflow

Appointment Request

!
Doctor Availability Check

l

Patient Record Verification

l

Payment

!

Appointment Confirmation

!

SMS Notification

If payment fails, the appointment slot becomes available again.
Topics Covered

« Reliable Messaging
« Notification
« Transaction Processing

Benefits

« Accurate appointment scheduling
« Automatic rollback




« Improved patient satisfaction

Case Study 5: Online University Fee Payment

Scenario

Students pay semester fees through the university portal.
Transaction Protocol

Student Login

l

Fee Calculation

l

Payment Gateway

!

Bank Verification

!

Receipt Generation

!

Student Database Update

If the bank rejects the payment, the student record remains unchanged.
Topics Covered

« Transaction Protocol
« Transaction Coordination




Benefits

« Secure fee collection
« Accurate financial records
« Automatic rollback on failure

Case Study 6: Supply Chain Management using Transaction Coordination

Scenario
A manufacturing company coordinates:

Supplier
Warehouse
Production Unit
Logistics Partner

Transaction Coordination
Customer Order

!

Supplier Confirms Materials

!
Warehouse Updates Stock

!

Production Begins

!

Logistics Schedules Delivery

If raw materials are unavailable, the entire process is cancelled automatically.




Topics Covered

« Transaction Coordination
« Distributed Transactions

Benefits

« Better synchronization
« Reduced inventory errors
« Efficient supply chain management

Case Study 7: Online Food Delivery Transaction

Scenario
A customer orders food using a delivery application.
Services Involved

« Restaurant Service
« Payment Gateway

« Delivery Partner

« Notification Service

Transaction Specification
Order Request

!

Restaurant Accepts

!

Payment Completed

!

Delivery Partner Assigned

\




Food Delivered

!

Payment Released to Restaurant

If the restaurant rejects the order, the payment is automatically refunded.
Topics Covered

« Transaction Specification
« Transaction Coordination

Benefits

« Reliable payment handling
« Customer protection
« Efficient order management

Case Study 8: Web Services Impact on Railway Reservation

Scenario
A railway reservation system integrates:

« Passenger Service
« Seat Availability

« Payment Gateway
« SMS Gateway

Impact of Web Services

Each service is independently developed but communicates through web services.
Workflow

Passenger Request

!

Seat Service




!

Payment Service

!

Reservation Service
!
Notification Service
Topics Covered
« Impact of Web Services on Transaction Processing
Benefits
« Faster booking
. Easy integration

« Platform independence
« Scalable architecture

Case Study 9: Smart City Utility Bill Payment

Scenario
Citizens pay:

« Electricity Bills
« Water Bills
o Property Tax

through a single online portal.




Transaction Workflow

Citizen Login

!

Bill Retrieval

!

Payment Gateway

!

Department Database Update
!

Receipt Generation

!

SMS & Email Notification

Reliable messaging ensures that payment information reaches every department
without loss.

Topics Covered

« Reliable Messaging
« Notification
« Transaction Processing

Benefits

« Accurate billing
« Instant confirmations
« Improved public services




Case Study 10: Digital Wallet Transaction Processing

Scenario
A customer transfers 2,000 using a digital wallet.
Transaction Specification

User Authentication

!

Wallet Balance Verification
]

Debit Sender Wallet

]

Credit Receiver Wallet

!

Transaction Logging

!

Notification

Reliability Features

« Unique Transaction ID

« Acknowledgment Messages
« Automatic Retry

« Duplicate Message Detection
« Rollback on Failure

Topics Covered

« Reliable Messaging
« Transaction Paradigm




« Transaction Protocol
« Transaction Coordination
« Transaction Specification

Benefits

« Secure fund transfer

« High reliability

« Accurate transaction records
« Better user confidence




UNIT- V Advanced Messaging & Transaction Processing

Advanced Messaging: Reliable Messaging-Notification. Transaction Processing: Transaction

Paradigm-Impact of Web Service for Transaction Protocol & coordination-Transaction Specification

PART-A
1. Define Reliable Messaging? R
2. What are the features of reliable messaging? R
3. Name the Technologies or standards provided by reliable R
messaging?
4. What are the benefits of reliable messaging? U
5. Define Notification? R
6. What is transaction processing? U
7. Define classic two phase commit protocol? U
8. Define Transaction Specification? R
9. Define Coordination? R
10. Illustrate the diagram of Basic coordinator architecture? C
PART-B
1. What is reliable messaging in the context of advanced messaging U
systems?
2. Provide examples of scenarios where reliable messaging are crucial. A
3. Can you explain the importance of reliable messaging in real-time E
communication applications?
4. Explain the usage patterns for Web Service Reliable Messaging in U
breifly?
S. What are the benefits of reliable messaging? u
6. How do notification systems enhance the user experience in E
messaging applications?
7. Provide examples of scenarios where notifications are crucial. A
8 What is transaction processing, and why is it essential in the context U
of database management?
9. Explain about the impact of web services on transactions? E
10. How do web services contribute to transaction protocol and AN
coordination in distributed systems?
11. What is transaction specification, and why is it crucial in the design U
of transactional systems?
12. What are the several specifications that has been proposed for R

transaction processing with web services?
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